%Z)d CON 81 AL IP /AR E

0x00 CDN {gjik

CDN HyZ#R2 Content Delivery Network, BIAZE D &M%, CON BHMEEINENEEM 2 FROBREMNNG, KED
EAZWIDGRSZE, BYROFannEys,. AT R. WESIVEERR, EHPHIREPIEAZS, BENE
WE, ESA/PEEALEEM PR,

BEEH

\_ FiElE con Sl

475 CDN S



Local DNS w7, T e 2

0x01 1F B R IIFE

o B4R AFIBEIEE ——> BT IP-—> 158 BAREAN

o FEEI: AFIAEEIR ——>CDN TR ——> BL IP——> BinEil

e 360 WisD+L: MFIAEEE ——>CDON TR (& WAF) ——> B IP-—> BArEAl

INT | = @ SQL- XSS Encryption- Encodings Other-

i@l Load URL  http://illeary.net/?act=meapuRuserid=70 and 1=28ido=viewcase&co rporation=2&caseid=428?|
B split URL
¥ Execute

Enable Post data Enable Referrer

=1 i 21 [0 =28 e = A4 {7l e g = 0 (e

,J'gr,i'l
=8




i HRIHE LARZHA CON RSEEHIRM T = WAF BBERIN, NE T ZMRIEEHPHRES, FIX SQL JEA. XSS BBk,
Webshell E1&. EIIRERF. <IN HeidmF T AHTAIG=E,

0x02 CDN EE&E A&
o BiF 209 NS iEFIEM CDN [ B9 DNS fRSSSR.

o AEZIEE— cname 12%E, BTEM CON | BEHANS—EA,
0x03 CDN #&iM A&

FA “2K Ping” IREKHNERESFE CON, WRE2M IP FEEE CON REE, &S M XEZIN IP il EiA—
FENPIRBRRI8E/Z7E CDON, B AT LN am) |

https://wepcc. com
http://ping.chinaz.com
https://asm.ca.com/en/ping.php

iE: 23K Ping B—ENKFILUSEIBMARSS2:EE IP, EANBMN CON RSEFIsERA ELLXA) CON TR,

W 2FkPingilliz
mitrade.com

Rt BirP IPAmHE Latii o] T AhRa

HiT-4R5¢ (EB1R) 104.26.5.20 CLOUDFLARE COM cloudfiare com 174 ms 52 Rz

ERR-[E] (FRE) 104.26.4.20 CLOUDFLARE.COM cloudflare.com 178 ms 52 RS

FEiR-J (21 104.26.5.20 CLOUDFLARE .COM cloudfiare.com 185 ms 50 R PER

LR-FrEE (BRE) 104.26.5.20 CLOUDFLARE.COM cloudflare.com 189 ms 52 " SatnEn ‘ [_
R, mI‘F"J S

T (i) 104.26 520 CLOUDFLARE COM cloudfiare_com 162 ms 45 Rt

0x04 BEIE IP A&



(1) phpinfo FRXFIESE IP
81T .php. phpinfo.php FXEIRF AHBRIAJSRIESE 1P ik, phpinfo.php 2% SERVER_NAME,

PhPEPEZW PRET for phasir 2017 not FIESR phpshxe 5t

EE=EEE TPl | 192.168.0.112(192.168.0.112)

E=EmE Windows NT &0 - 1 6.3 build 9200 (Windows Server 2012 R2 Datacenter Edition) 1586

EESEIEER Windows PatziE: NT EE=EEEESE Apache/2.4.23 (Win32) Open55L/1.0.2j PHP/5.4.45
EEFEES zh-CN,zh;q=0.9 IE==gm0 80

EEssiE 1 LHHIYE S ETTEEE C:/phpStudy/PHPTutorial/ WWW .~ i h’l’ ; | o L: T
EEEEEE admin@php.cn FETEE C:/phpStudy/PHPTutorial /\WWW/ Testing,|. php

(2) MsTRIELFIE B R IP

REB7 CON IRSBEZILMEHITIEER, PAIN—ENIEERER RSEERWSEE CON, WBRZEARE 7 AINIGZEE
CDN, PTARPIEEMZ A RE— LR EERSHEI AL IP sty =R,

IF/UEL - 9 EEE0 BTSSR - 10

x: BNZ P FERAEABITEIE—akSss, MEREASSHEERSIFER T FERAMBITER NI E MRS

22, FEB —ERIDMNTEE
(3) FIRHRFARSS 2334 2 UE;& P



Web 1 Email B[RS 2307 ] DUEIY Email SEE 0 EFRESE P thilk, 2012 Web Al Email @ ~E RSS20 F 18T Email 152
AP EE R ZMBEARSS 280 1P HBtE, PRUAFE hosts XIERSEEST IP [FH A5 0 Bt EB ER IR, B W A EMArIINEE
B SEHMBR. HEZEE,

P{iR: 360Guards, —H i TR SRR T @gq.com, IEETL $EEEHHER T AL . __
(REZMINEM. HEMAESR, BERFEESEE, AR AL IS 2
A EREERE

AT T MR A EHEED, FIE SR ERER . SIS TN SRS
B2 E|— S = TN SR - ol

Email Hidt: i |'r
=@qgqg.com

Received: from ubuntu (unknown [121. L 104])
by newmz.qg.com (NewMsz) with SNTP id
for COHATMHEgq. com®; Thu, 28 May 2018 15:5T7:02 HIB00

H-QQ-FEAT: j5¥31WpE FZzinglig+ITdP30+o okvmnl cvdD¥iz211iF1+300t=aH8eqTeE0T
UnRzEItdBeXdV/d80DvTriKL Hakhg fnTeZ 1 wl4ZwiL 0004 BH1 hnT0k vo+35rbD1r T5dhh
o clyhalwEaNID14 3294+ g 3F1VTEFEE 1 hf 2rnG8 mULvE 3ExBEUZ t otwc SMAZHEL 3= K7
Bz2rnHiEGT +2¥MaToOnR 3udndNobp 10 SdMiBF45W i SVp T TmpMe S0HCuBL 1 /5F+d = gHeL g 7
mnEZTTCHWV +TI+

F-0o-MAILINFO: MEiUTw0XzlcOZiFL4vodadu? /SWheXVIWVEL 19624 je qnPELT ek 3PATZL
DtM=DOrPed SCNPx /2o H AWNOZE i 28 BGE SO T4EEwS STAHW TP pd 1MW Rk SbepDEGTMEE e B
20EDzk+EpC nn WM byrg TAMANLO0 b+ nepb==

T00-mid: mxllbt14642484254dqbhgdxl

#QQ-0ORGSender: admin@billwysg. net

Received: from|i.® .l lvwi.net (unknown [121. 2ozl ' =
by ubuntu (Postfix) with ESMTPA id ES5BEDS04ED !
for <fefdeiidigq. com®; Thuy, 26 May 2016 15:57:00 0800 (CST)

_L'I

(4) HEHEFITCRLEIRE IP



BT EW B IR H LEEITICR P BER I EIENE CON RIRVERITICE (BSE P ihut) |, sIBUBIAN LT WISk ES,

https://domain.8aq.net

https://x. threatbook.cn

https://webiplookup.com

https://viewdns. info/iphistory

https://securitytrails. com/#search

//EFRapid7 Open Data

https://toolbar.netcraft. com/site_report

Cl Hosting History

MNetblock owner IP address 0s Web server Last seen Refresh
Cloudflare, Inc. 101 Townsend Street San Francisco C4 US 94107 104.25.92.101 Linux cloudflare 18-Aug-2019

|ALICLDUD—HK Hong Kong CN 47, n.71 Linux Apache 17-Aug-2019
Cloudflare, Inc. 101 Townsend Street San Francisco CA US 94107 104.25.91.101 Linux cloudflare 16-Aug-2019

| ALICLOUD-HE Hong Kong CN 47, _ yal Linux Apache 14-Aug-2019
Cloudflare, Inc. 101 Townsend Street San Francisco C4 US 94107 104.25.91.101 Linux cloudflare 14-Aug-2019
Cloudflare, Inc. 101 Townsend Street San Francisco CA US 94107 104.25.92.101 Linux cloudflare 1-Aug-2019
Cloudflare, Inc. 101 Townsend Street San Francisco C4 US 94107 104.25.91.101 Linux cloudflare 30-Jul-2019
Cloudflare, Inc. 101 Townsend Street San Francisco CA US 94107 104.25.92.101 Linux cloudflare 25-Jul-2019
Cloudflare, Inc. 101 Townsend Street San Francisco C4 US 94107 104.25.91.101 Linux cloudflare ._\“,/“‘:,1_u!'5’::,f.ll'1'é|§ lzgj
Cloudflare, Inc. 101 Townsend Street San Francisco CA US 94107 104.25.92.101 Linux cloudflare Fﬁ—]uﬁﬁ&ib S



e

|184.168.221.4?

”S:cttsdale - United States”GoDaddy

. Com, LLC”

2019 Sy

|IP 2ddress ”:ocation ”IP Zddress Owner”Last sesn on this IF
104.25.92.101 |[United States |lcloudflare, Inc.|| 2015-08-18 |
104.25.91.101 Tnited States Cloudflare, Inc. 2019-08-113
47 .7l .71 Beijing - China B2libaba.com LLC 2018-05-23
[104.25.92.101 |[United States lcloudflare, Inc.|| 2015-05-22
104.25.91.101 Tnited States Cloudflare, Inc. 2019-05-22
47, Be.71 Beijing - China Blibaba.com LLC 2018-05-01
[104.25.92.101 |[United States lcloudflare, Inc.|| 2015-04-30
104.25.91.101 Tnited States Cloudflare, Inc. 2019-04-30
47. .71 Beijing - China Elibaba.com LLC 2019-04-22
[47.52.193.157 |[|Hong Kong |2libaba.com LLC || 2018-11-27

i JLE*?!%




I¥trade.com

iP Subdomain Whois

trade_com Server iP:

Current resolution:

DomainBoom FEeHE ERIE~

FigE(10)

vebdisk irage.com

Cached

Submit

eS|

1042477220
104.247.72.201
104.247.72.201
104.247.72.201
104.25.91.101
104.25.92.101

104.25.91.101

Lookup Visit

The United States

The United States

2019-06-07-—-2019-08-19

2019-06-07-—-2019-08-19

2019-04-0" —-2019-04-09




- - ) HiE ¢ 217 1 i = 5 100% 2 %
wwwill o0 - - i - : ~ =
www.olistrade.com ! ! S % ﬁf*ﬂ%?

=TZ M I

(5) FOFA EifMittreaiREIE L IP

FA "FOFA ME =B8RS ZE" R BMNIDRAIE TR title frnEABEIRISEIESE 1P ik,

="kkk skkkkk _ Mylti Asset Fund"

F@ FA Pro HMUEE  API&SDK  #FE  FofaBEFis  VIPER

‘title=‘“ = L BH8211; Multi Asset Fund” Q ‘

B title="0" N omiw &#8211; Multi Asset Fund™ 58 1 S£ITEEEE b IPE YN
145), PR 6 =, &1 extended.
A HS—FRNEE, o ol BHEEERE.

‘ htips: /A7 TH 145.71 %

Bl #8211 Multi Asset
Fund
HTTPA.1 200 OK

v .
Connection: close
f: 2019-04-21 Content-Length: 130797
- Content-Type: text/himl; charset=UTF-8
Apache Date: Sun, 21 Apr 2019 11:07:34 GMT

Link: <https:y/fwwe.dstrade.comfwp-json/=; reﬁ?ﬁfﬂﬁdﬁ

~




(6) Censys Z=1ifj SSL iE P FIESE IP

R “Censys ML 8185|188 MR EIMYRAM SSL P HASH, https://crt.sh E&H M SSL 1FFHAY HASH, S4B

Censys ##2R1Z HASH ERIAI SR B P #bif,

443 https.tls.certificate.parsed.extensions.subject_alt_name.dns_names:***trade.com

‘ - censys Q IPv4 Hosts & 443 https tls.certificate. parsed extensions.subject_alt_name.dns_names:détrade.com
»

= Results ¢ Map

Quick Filters IPv4 Hosts
For all fields, see Data Definitions Page:1/1 Results:1 Time: 69ms
Autonomous System: A 47, .71
1 CNNIC-ALIBABA-US- CNNIC-ALIBABA-US-NET-AP Alibaba (US) Technology Co., Ltd. (45102) Guangzhou, Guangdong, China
NET-AP Alibaba (US) Ubuntu 16.04 22/ssh, 443/https, 80/htip
Technology Co., Ltd. =Ml Trade &#8211; Multi Asset Fund otwitrade.com, www. i Strade.com

443 https tls.certificate parsed.subject.common_name: ff&E rade.com

Register
Sign In

a |ml Report & Docs

HEZ

crt.sh ID L e

Summary Leaf certificate

Certificate Timestamp Entry # Log Operator

Transparency 2019-11-01 10:54:16 UTC 84711472 |Google https://ct.googleapis.com/logs/argon2020
2019-11-01 10:54:16 UTC 36765924 Google https://ct.googleapis.com/logs/xenon2020
2019-11-01 10:54:76 UTC 71386494 Let's Encrypt |hitps://oak.ct.letsencrypt.org/2020

Revocation Mechanism Provider Status  Revocation Date Last Observed in CRL Last Checked (Error)
OCSP The CA  Check ? n/a ?

R_e_pn:urt a problem with CRL The CA Unknown n/a nfa

this certificate to the CA CRLSet/Blacklist Google Mot Revoked n/a n/a n/a
disallowedcert stl Microsoft Not Revoked n/a n/a n/a
OneCBL Mozilla |Mot Revoked n/a nfa n/a _ . o

SHA-256(Certificate) ESOSS1ETDES P R 11 e s A N S A s s S1731F2 669 '\,. e HJJII"IFH_

SHA-1(Certificate) (AR = S R E ) gy ey il R = = ] R




[ 2t C a . 5k Pr Ty v e Register
IPvd Hosts & ES0591E1DB Ml F L 51 S S SO SEita 1 731F21669
‘ - eﬂsys Q osts . ! - - Sign In

= Results ¢ Map i Metadata |l Report & Docs
Quick Filters IPv4 Hosts
For all fields, see Data Definitions Page: 1/1 Results:1 Time: B2ms
Autonomous System: A 47. ThA
1 CNNIC-ALIBABA-US- CNNIC-ALIBABA-US-NET-AP Alibaba (US) Technology Co., Ltd. (45102) Guangzhou, Guangdong, China
NET-AP Alibaba (US) Ubuntu 16.04 22/ssh, 443/https, 80/http f e amE ;-',;‘ [: 1
Technalogy Co., Ltd. = Trade &#8211; Multi Asset Fund waritrade.com, www.ceratrade.com b, i e 1= =

443 https.tis.certificate.parsed.fingerprint_sha256: [ LR Rl T b e e A e A LT

(7) BRI S B4R C ERFIMTESE IP

M AESEEMEZ VO FERIE, MRFEHBZ, BXEZERSE: (FR) |, H—T2EHE CON NFE=, AEEME
I C &S B Title —EXAIBIRI I RIMOAYESE P bt |

HHpRiG 111.test.com BT 192.168.1.10, title: 90sec #t[X, iBiY 333.test.com FiFHEEZ) 333 EIL IP #hilF 192.168.1.12,
SREEHEE C BB, HHR 192.168.1.10 X IP B &£W—" title [FH “90sec # X~ HIMILG, 1HZ 12 111.test.com, XK
BEFfE 192.168.1.10 NESE P 7.,

R oE 2 AT 1P CON R IP

1M1.test.com (B#x) 192.168.1.10 8.8.88
222 test.com 192.168.1.11 9.9.9.9
333.test.com 192.168.1.12 %8 CDN

(8) BiZ CDN T ARS8 FEIR IP



XmEICINIRBICK DK, FEZXFE Mo1/-010 Nk 20 esab <)+ ), AN zEHT] F —asl A5 ER CON 1
RERSE, AETEENRIEZHETENXN IP ﬂﬁﬂt HSDXE P ikl @ FLEMIGESE IP, It EE—M BRI,
BEF iﬁu CDN T RBRS52MR, si&E P @ DDOS W AVREREXRGISEREX IP, RNRZFENEE CON
PREHIAERE,

(9) B BinMisRYRIE%REIESE IP

Web Z2FE: XSS, SSRF. as 1T, X E1&%E, (BrgeFEEILEZI T WAF L2531,

BRVE B EE: Apache status. Jboss status. SVN. Github Z8URME BN TURMADIHEE,

(10) @2+t T CDN #Z#I S EIRE IP

B TREFREEINERASENRAF ZMNAEILFHY CON ZBHadTRENEF L2, BB BRIEENER
RHBRHRVIER T, e EIMAYESERENT IP sthilt,

(11) Zmap MK F5 LTM BERSiE
XA EE R RIZE(IURIE A, TARGRANEZ, HEEFELRY, TMIESENATT?

ARED:

2% CDN MINIS A MEIZ &8I0 EHIRE, X9 CON T RibNIEESEARSS S 80 In, XARE i 2B EE
hosts SXHFHEIE T BSE IP S TTAThIE,

ZERRERNSENNSEFMBRIRMUBER, MEMNGE TESE P 5, RAEBIERLEEIBRME, E2IhALE
S WAF, BERIERBRICAKE T, SRNEBERMHFTIX o)

ARER RET —TREWIE BREXRSHI T FECHEENEMSE? BEITIENE

BERYXEEY, BREEMNITHN, MELBFEN!



